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O1'~II:;Jmh~ : i'lU.MJ.Yli'li'I., i'lu:m~ MJ.Yli'li'I. (<il), (Iv), (Ill), (a:), i'lU.Ii'lli.YI'M1'l", 

i'lU."ltH li'lli.YI'H1' (<il), (10), (Ill). (.c) 

: ft1U"l1'11fmtu tlO.YlYI. 

(tl1f'W~p{ ttl~~~I11"') 

Ntl.mltl.i'ItI.Yl'H1"l 

(., W.RD«: 

'W.'iI.tl.mU~ q'U1fl1 

'W.l'l. "l11'11U 



NU';ln n (ilfMu) 

tf'ltmnJfhi~ 'Un.'VI'VI. (Lim1t) i1 "lIIiII ibtE. 1l~1\'1 ii.f'I.txI: 

<J>. r1t-«~1'U WJ1Uf'l11lJ'h ;h'l1'Ilfl1'1 ~fl~1~ m'l1'1flV~tf'lt'\i1m'l U.lltYl,rM1'U'I1!lfl1'1"t1V~ 'Ufl.'VI'VI. 
.. ...III l;t ... ...I.,

'l1lJ€H1Jf'lI'IM1U'UVfl'VI L "tI1lJ1fl1L'U'Ufl1'lLflU1flU'ltUU'o'I1'1i'1'UL'VI1'!"tI V~ un.'VI'VI, 

l!D. a'VIhv~r1tf~1'U WJ1Vf'l11lJ11 a'VI8~,1tJ a'VIu'ii1LYl1t a'VI5~LI'!~ LI.Ilta'VI56'UtflilLrlu1oU~ri'U 
'1t'1J'1J'o'11'1i'1UL'VI1'!"tIV~ 'Un.'VI'VI, 

m. a'UwfYlv (Asset) 'IIIlJ1VI'I111.d1 oUv2;la':ltU'U'o'I1':1'o'1UL'VI1'! 'VIi'YlVaUt\'1UL 'VIf'll U la~i'l1'li'l'UL'VI1'! 

u.atfl1':1~m'l1'j"tJv~ 'Un,'VI'VI. 

tt:. f)1'1L"Ii1ti~'III;8f'11'UfllJn1':1t'Ii~1U'o'I1':1i'1UL'VII'! 'IIIlJ1Vf'l11lJ 1 1 fl1'1V'411l1(11 f)1'1n1'111'Ufli;'VI5 

.. (I 'I .... ~ ... ......... 1-Y ... .. II ... III ... #' 


'III' Vfl1'1lJV'Um'U1~ ~'III~ 1"tI~1'UL"tI1a~'III'IV 1"O~1'ULI'I'IV"tI1U'III'IV'It'U'U'o'I1''o'I'UL'VII'! 'VI ~"1~V La n",v'U n'o'l u.at 

'VI1~fl1Vl11Y1 '11'!'If~ fl1'1V'IiIII1(II L'Ii'U11,rU"'1 'IIIi''U'!f'I f'l1l111 U'UVn (IIflVfI~'UV1~fh'IIIUfloUvtf~ 'Il'iiLfl v1ri'U 

fl1'1LihiNlf1uii"tlv'ULml1~,um~ 

«t. f)1'1~\1~Uu.fltiJufiu,y'(11'U (Identification and Authentication) 'IIIlJ1V1'I11lJ11 n'lt'UI'Ufl1'1 

fi\1~u.ataufiuf'l11lJQn«V~"tIV~,y',!l'Il'Ifi 

b. 'ItU'Ufl1'1fi\1~Uu.fllla'Ufi'U,y'fl'U"1~Pi~l1fl 'IIIlJ1Vf'l11,.d1 Lf'I;V,j1U"1~~Lftfl"'jVijfltHjL~VlJ1u~ 

';VlfMtm1~,!I'If'lfl"" mEl'l'l'Lilu~1U"tIV~i'JL;lvmIl1!J1!u'ufl1~\1~ULl.lltfi'UUu,y'f1U u.atm~'In'l'llJ~'U' 
...1...1 ... ., ... ~ ........ 

"LfluILU8~n'Ufl1'1Y1\1'i1'UU.fltu'Uu'Um(llu 

~. 1'111lJil'UI'I~tJIlVPl.nU;;1'Ui'l1'1a'UL 'VII'! (information Security) 'III;Elf'lI1lJil''UI'I~tfflVfI.n!ll~L'UEli 

(Cyber Security) WJ1!11'111lJ11 m'jd1'j~11~~1'I11lJif'U (Confidentiality) 1'111lJQfl«V~I'I·:l'IJti1U (Integrity) 

u.ati'll11'1'1Y1i'EllJt'Ii~1U (Availability) "tIEl~"1'jilUL'VII'! ':I1lJ,f~"IWillJ,jii6'U 1t\'u.n f'l11lJQ fl,yMU.l1~~~ 
(Authenticity) 1'111lJi''UQfI (Accountability) n1'j"';').ItJ~Li'l1i1'l11lJi''UQfI (Non-repudiation) u.all 

1'111lJ,.hL~EliiEl (Reliability) 

~. L'III'Ifl1'1W;;1'U1'I11lJ,t'UI'I~tJi'lElflIi'U (Information Security Event) 'IIIlJ1!11'111).111 mdiil':lt,! 

n1'Unf'lL'III'I fl1'1W ilI11Y1"t1El~'U~n 1'~'III;ElLI'I;El,h!lil u..,f'I~t 'I4L~'U1'I11).1Lij'U1 tI'l.t\'iI 'ilil Ln f'I fl1':1rhil'U'U lU'U1!1 

;;1UI'I11lJ,t'UI'I~tfaElflIi'U'III;EllJ191':1fl1'1"El~riu;ialJ L'IIIi'l1 ..,;VL'III'I f)1'1W ti'uhiv1~i1;;11V1~ LriV1.uEl~ 

ri'U1'I11lJ~l'I~tfaElf'lli'u 

lOll. 'o'Ia1Un1'wt\' 1UI'I'l1).1,f ul'I~tJflElfl.nu;i11i i ~tf':lt"~ti' 'III;El11i El1~1'11(1111i" (1 nformation 

Security Incident) 'III)J1UI'I'l1lJ11 i'la1'Ufl1'1W;;1UI'I'l1).1,tUI'I~tfi'lElf'l.nvii"Lui~tf'n:'o'I~fl'lll;El1UEl1'i11'11f1~fI 

(Unwanted or Unexpected) ~~El1W!tmtW"tl~v~fi'n':lQfl'!fl1omvl~miu.atl'l11lJ~I'I~i'lElflli!lQnf'jnI'l1lJ 
(ilO. fl1'1i'fl~11'111lJ,t'UI'I~tJi'lElfl.n!l1~LUElf (Cyber Security) 'III).I1UI'I11lJ11 ).I1111':1fl11'111;6

0.". .r".'I.>t. v • ..I.>t. ~ ,:; t
fl1'1f11 L UUm""n1'111'U""tI'ULYI VuEl~II'U 'I'UlJ6 U.i'ltflflI'l11lJLi'I U~~1 fll' !I"IflI'l1lJ'VI1~ I~L'UEl"'VI ~'il1nI11U U 

U.i'l1I111!J'U6fl Ufl.'VI'VI. 

http:IIIlJ1Vf'l11,.d1
http:IIIlJ1VI'I111.d1
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GlGl. iI'!Jf'!nf'l1m1'ML'lILtJtli (Cyber Threat) ml1!J1'I'l'UJ'h n1'Sn'l::wl'I·';tln1'S,ylLih.lm'S'lPi'l1,,!dl'lltltJ 

1"!J t oUf'I tlll fi1 L"tli..ntl'l:: tJtJf'I tlllfi 1 L"tli '>'I~ tlt\l'l u.n'lll Ll.i;;~ \l 'I t: i'I~'" 1"!J*'>'Ill1!Jt 11Ln"n1'1\l'l t: '1'1:1;-1 !J 

fitl'lt:Wf'ltlllfi1L"tl1 iftl2Jaf'lallfi'l L"tl1 ..naiftl:IJa~1J~L~!J1iftl~ u.a:: LtJ1JJlHU"'11!Jiltnli~ t: ii~iI~t:ria t l1Lnlil 

f'l1111 L~ !J'>'I1!J..nal'i~"an '1tl'mJfitln1'S~1~1u'lJa~f'loofi'lL"ai '1tlwf'lallfi1L"a1 '>'I;aifa:IJa~1JiILrl !J'liftl~ 
GlI!J.L'lILw1 (Cyber) VI1J1!J!111'UJ'l11Jii~ ifEl:lJall.l\lt:n1'S~ai'l1~LI'i"~nm'ltl1tJin1mtltrmJ'It!~n"'ii 

Lf'I~a'li1!Jf'ltlllfi'lL"a1 '1t!wauL'rIaiL{j" ,.,;aIf'l'l~'li1!J1'rI'I1'I1J1J1f'1ll 'l'l1J,f~n1'1t ~~n1'S1"!J\ln;i"a~"l'lLii!J1J 
.... ..I « ..1..1 ".l< "'_... .. _"'01U.ilt:'It!tJtJLf'I'la''1!J'rIf'll'I1!Jf'IiI~n lJ'rIL'IIOO"tlr IULwn1.Y1'l1 U 

.. ....I... .. ...~... 
<ilQl. '1a~ 1116.'rIVI1'l ml1!J1H 'la~ IIIUI'III1'll1'itJUMtlOO1!H1U"11JI'lILtJtl'l 

M. Ul!JtJ1!J ml1!Jii~ UW\J1!JLl.ilt:u.u'l\liiooum'l';n'l:l1f'1'l1mtUf'I~\lilElfli\'!JL'lILtJai tJn.l1'r1.1l'Iii.ri1 



N\I'1n 'II (\liBu18n1,;nV1ft'11mi'\lft4\1ft8f1ii8t.IU8f un.mI,) 

\h::m)'UI'j,«4 'Un."". (111"1::) ill'l~ /bit. ft~ /II, ii.f'I.blt. 

'UL!J'U1!Jn1'~;ntot11'1'l111j\lf'l4uftalltl1!Jl'1fI'Uai 'Un."". u.";~aam~\I 11\ ';'l\l fta \lL!J\J1!J,Mu 

(General Policy) \lLtJ'U1!J1~1:: (SpecifIC Policy) UoftIl\lLtJ'U1!J1.l1"1::OS::'UU (System-Specif1c Policy) ~~;!.'NiI. \lW'U1ri'1tU (General Policy) \l1::n8u«'18 

mJ'll'lii Cil Lf'I'j~<'I;1~;r1\11'1'l111j\lf'l~ft!lfll1!Jl'1fI'U!lillm un."". uos::na'UWl!J 

<1>.<1> 1oI'U."'/lit t\l.!1'U::~U;'M1'ltJ~qflll!l~ un."". (Chief Executive Officer: CEO) 

1~~i'uilfl'll!lu,j!lf'l'l11lIiltJ~ f'I'l111~!J'InJ 'M~aa\lfl'$1!JilLnfl;T\I n'lN'I::'Uuf'l!lllii'lLfiai 'M~!l;;!l\lft<'l1'1a\lL"1'I 
Lnflf'l'l111 ~!J'M1tJ m'!l!i'UfI'l1tJ tfl'] u.ri'M\h!J~1'U'VI;!lr;tfl a'UL;j!l~1J1'il1nf'l'l111Un,,;a~ ft::LfttJ 'VI;al:hil'U 

m'ltlilmifl111'UtV'U1VIlUU;! 

<I>.~ n1'M'Ulltt'l1' '1!l~ L<'I15."'I11'1 l'Uf1'U::~U~'VI1'lf'l'l111j'UI'I~Uft8fliiv<'I1'$a'ULtlf'l'i::~UtJ~ 

'Un."". (Chief Information Security Officer: (ISO) L~'UeilWilfl'llatm1'Umnntot1l'l'l11l1i''Uf1~l1tJl'1fLud 

t'Wl1"'i'l~ un."". 1fltJt'l1iimhilfl111IhT~u"j~i~~m'M1'lf'l'l1u1i'\lf1~ftaflti!Jel1'lmJL"I'I'I::~U~~ un.tl'l1. 

<1>.11\ n1'M\l1Itt~ loIa.f'I'If'U.'11'111' 1~\I~ili'uilfl'llaut 'U'l::~utlilmi;r1\1m'i'n\i'lf'l'l1112i'\lf'I~ 

Uft!l IItl1tJl'1fluaill!l~ 'Un.'11'11. tfl!J \ 'I1'ii'M,hilfl111i1 n1'M\lfl\ 1L\lfl1'n'illla~ I'I'II'U.'I1'V11'$ 'i'lllii~ii'MU1i1ifl~1 
.~I-- ~.. !'to_'!" wx, , , ... ,

u.Yw!l'UIIlIlln'ilaW U.'il~llIlau Uoft::u.n'='I!'M1lnV'ln'UII!J"lnf'l11lm~.'lf1'\Ja'j'r\1If1a'l::trlJa11<'l'UL'I11'1'!JM 'Un."". 

mJ'lfJiI mm~thil\lm'lL~V'lnU'Ul!Ju1!Jmosi'm~Y1I'1'l1u1i''UM"llfI!lllttivt'llLU!li un.'I1". "ll'l::nwll'lv 

~.<I> n1'M'UfIt 'I1iim'li fl~1'Ul!J'\J1vlJ.ft::u.'U'luijum\lm'l;n\i'lf'l'l1u1i'\lI'I~ftafltivt 'lfl'Uai 

'Un.'11'11. Lil!ln1'M'Ufli1f'1"1~Uofttt~m'lauua\f'Un1'11li1Lil'Um'l;r1'U m '1i'n\i'll'l'l1l1j\lf1~Uft!lIIttiv\'IIL'U!lilla~ 

'Un.'I1'11.1~afl,m8~n'U;;an1'M'Ufln1'j'U~'VI1'1'11'1lm'Uoft::n~'M1I1vill~v..&'a~ 
~J!') n1'V1'U litt~n1,ui'tJul~u.tit'IIm'aLullv\lu.tift~'U1v'U1v01osi'ntot11'1'l111j'Ul'I~tlft!lfltiv 

\'lfL'Uai 'Un.'11'11. 'il::lli'a~aa\f3lil,ja N'U.'I1aa. lf1mhL\l1u.'ilmh!Ju.ft::"ll'l::mt'lLlolvu.";'I11~L1ut'lf1ll1~n1fl~"ft 

'i'llltuii~~ilL~V..&'!l~'11Uu.ft::iiatiUmi 
~. 11\ n1'M\IIII1~01'1t1i''Uul~ II.tit'II'M;!lLu~V'UILUft~ II.'U'ltl{jmit\101'Ii'ntot1f'1'l111j\If'I~ 

t1ft!lfltiVt'lfLuai un.'I1". If1tJ 1oI'U."£'1£'1. 1I!lUti1\11'il1'11' '1a~ Lt'I15. 'I1'M1'1/~'U~1'1f'1'l111j\lft~ftafltiv<'I1":i<'l\lL'I1t'1 

'i::tiu~~ un.'I1'11. ii'il1OSfU1ILftta'l.!1iil\l\l111'1la4 NU.'I1<'1a. tA' ..f~;! 1I1lvwfflmau.li~tru'UltJU1v01'1i'ntot1 
f'I'l1112i''Uf'I~tlftafll1vt'lfL'Uai 'Un.'I1". 

1I>.1t. 1'14 t'I'lfU.'I1'M1, 1Il":i'l'il<'lW 'I1'U'I11\1 ILft::m::w'U'UltJ'U1VlLft::u.\l1t1UOO\101'$i'ntot1 
01. .1 , Z ,~ =....... .. - .1 ".sox,
w .1"

1'I'l11111\1f'1~uft!lflflV.'lfL'U!l. 'Un.'I1'11. aV1~\lav <I> f'I":ivu 'VI'I!lUJ!l1Jm":iLuftv'Uu.uftm"CfII'l'l! 

II>.~ 1"; f'I'If'U. 'I1'M1'$ ti1Lil\lm'$1'U,h\lvllilV'l;;!l~tr'U YU.u.01nn\i'lf'l'l1u1i''Uf1~tlft!lfltiv 

t'llLuai ".t'lJ!)~ uos::nauA'1v 



.... ~~--~------------
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... (I ...... .. ...1..... ..... I_..~ 
1!>.<I:.<Il 'i'lU'i'l1J lUIt~ flYl1 'i1!J'IIaL~1'1'1'IJ1YI 'itflUU'i'l'l1'nl.~ :m:flUu!l u '" f)1 'i 

l.iitltl'i::i'l1'IJ~1'IJfl1\1nT~i'm:nl'l'l1IJst'IJIHtI~flfl.ti!J'1.'IlLUfli '1.tlg~"'1un~1'IJl'IWtm'lIJn1'if)1'ii'm:nt'l'l1IJst'IJl'I~ 

tI~flfl.ti!J'1.'IlL1Jfli fl11J1J1fl'i1 ctb U.~t'Uflfl'imi IIIU.Yli'li'I. LyjtlU.{~'1.tlg~"'1un~1'IJt'lW::m'ilJn1·m1'li'm~1 

t'I'l1IJstUt'I~tI~€lfl.ti!J'1.'IlLUf)'{U.~~'U1;\ 

I!>. <I:.I!> i fl,r1 u.'IJ'l tlD,j';! L;J €li'uiifl nu.ti!J"I nt'l11JYl1~ '1.'Ill.Ufl itU'itfiU{1!JU.'i~ 

;~~t~IJ~'i~{1~if'IJ!1'IJ\hfi'll'U~tI'i::LYlf'I fl1W1fl'i1 <Ill!> 'l1'ifl'Mij-t (I!» ~ti1'l1'Ufl1i lII1J.Ylt'lt'I. I.t1Un'i'ilJm1 

tfl!Jphu.ml~ 1'IJt'lw::n'i'ilJf)1'jfhn1J~ U.~fl'l'IJt'I'l'llJstUt'I~tlafJfI.ti!J'1.'Il I.Utli (nnlJ.) U.e!::ii'I'IU1~fl11J1J1fl'l1 <Illll 

'l'l'lt'lmI~ (I!» 1'lJm'l~u.~~::ti'lLU'IJn~L;ifli'WtlntJ.ti!J"Inl'l'IIJYI~1'Ill.1Jfli'L'IJ'itfim1!Ju.'1-t~~neil'l ~::'Ufltl'imi .. 
C1~ IIIU.Yli'lt'I. 

mnfl~ III n1'ii'n-e1t'1'l1IJstUt'I~tle!flfl.ti!J1'1lLu€li un.YlYI. tI'l::nfl1Jfl'l!J 

1Il.<Il f'i'llU. YI'I'I1'l ffl,r1n'lflUu.'IJ'lYl'l~n1'li'n~t'I'l1IJst'IJt'I~tI~flfl.ti!J'1.'IlL1Jfl{'Ufl-t un.YlYi. 

(Cyber Security Framework: CSF) Lyjfl1-HLtI\lmin1'IJn1'lfi'lLU'lJn1'lfl1'lJn1'1i'n-e1t'1'l1'lJst'IJt'I~tI~€lM!J1'1lLUfli 

1'IJfl1'r1'l'l1J'IItl~ un.YlYI.lf1!J1it'lflMafl~n1J 1J1fl'l1 <Illll 'l'i'it'lt'ltl~ u.~:: 1J1fl'l1 tCtC u.~~ 'rI.'1.u.n1'ii'n-e1 

t'I'l11J!T'lJt'I~tI~ flfl.ti!Jl'1!LUfl { 'rI. f'I.l!><l:bl!> 'l'l1Jt1~n'jfl1Ju. 'IJ'lYl1 ~ n1'iU~ '1'11'11'1'l11JL« !JuhlJ'1.'I! I. ufli 
t .1'1 ~u "'-. _,. - ,~~ _, ~ Jl .I'• u(Risk Management Framework: RMF) YI~ ~Iim1L1JUU.'IJ jU!lU"~~!J~fl!J"€l.u'itOO1Jfl'l!JLUtl'I'I1 fI~ 

1Il.<Il.<Il m'lu.,j~tI'I::LflYla'IJYli''rI6 (Asset Cat~orization) 

IIl.CIl.1!> n~ti1'I'I'IJ9I1J11'l'ln1'iI'l'l1JI'J1J (Selecting Controls) 

IIl.CIl.Q'I n1'i'l1~1J11'l'im'it'l'lUf'IIJ (Implementing Controls) 

Q'I.<Il.tC m'lI'l'l'l~tI'itLiNfl1'IJ1'I'l1'lJst'IJt'I~tI~flfl.ti!J {Security Assessment} 

Q'I.CIl.<I: n1'lti1LU'lJm'lu.t\1.'U (Authorization) 

IIl.CIl.... m'nlh'lt1~~::ilfl9I11J (Monitoring Controls) 

Q'I.I!> n1'iti1'1'1'IJflIJ11'l'in1'lt'l'lUI'JIJ (Selecting Controls) 911lJoUfl IIl.CIl.1!> flEh~u€l!JMtl~ 

t'I'lfl1JI'IQIJL~fl'l'l1ti'~,jfl'1.tI~ 
1Il.I!>.CIl n1'it'l'lUI'J1Jm'iL;;1a~ (Access Control: AC) 

Q'I.I!>.CIl.CIl n1'1t'1'lU"IIJf)1'iLoU1ih tld1~Ufl !J.rtl~t'I'ltl1Jt'lillJ1'lJL~fl~ n1'iL-H1 ii~ 
'i::1JUi'l1'li'l'IJ I.Ylf'i n1'lL<6'1ii~'it1JU Lt'I~tl'li1!J m'lLoU1 ii ~'1::1JutlliUiIn1 'l u.~::f)1'j L oU1ii~t tI'I U.n'ilJtI'itQn'\'I'I~fl 

U.tltl'WftLt'lWU.~ti'l1'ii'I'IJLYlf'I 

III. I!> .<i).1!> t'lt'I.YI'I'I1"l d1 'IJ'I'I'IJ'l !Ji'uti 91'11 flU'I'Iif n 1 'lJf)1'l 1'I'l1J" IJ f)1'iLoU1ii~ 

'itWI"'~i'l'lJLYlf'it\IIl1'r1'i'lIJ'lJtl~ 1Jn.YI"'. 

Q'I.I!>.I!> n1'ii'li'1~1'I'l11J9I'l::'I'IU'nfu.~tm'lNnfl1J'iIJ (Awareness and Training: An 

f'IW.YI'I'I1'l Ltluml'l!Ji'1Ji3fl'11fltJmint'IJm'li'li'1~t'I'l1'IJm::'l'lUnf~tn1'iilOO1JU1'lJt'I'l1wf'IJt'I~tI~flM!J1'1lL1Jfli 

t\lll1'l'l'l'llJ'Ufl~ 1Jn.YI"'. 

http:Q'I.<Il.tC


, . ." . 

."..,. ." m~"~'l'iltl'l:a.ihJlJ1"~!1U (Audit and Accountability: AU) 

CII•.,.Q1.Ci) l'1'11u.Y1m~ 1.UJ1\1t011!J1tl!J1m'fi1'uf'l'l1mt\lf'l~\ltUllllfi!Jl'llLUai 
'IIa~ Uo:~lYl. L U\I ~\l1!J;ulllll'lla u 1.\1m,"~1'il\l'tLiNlJ1"'!1\1fi1\1f'111lJl'i\lf'l~\laalilfi!JI'llLuai'lla~ UO.tlYi. 

U.i'\::1.l-i1ii1Lu\lm,,,,,,'iltI'ltw\IlI1Pl'1I1\11.l-in\J'~tUU011'01\ILtlI'1W~ UO.tm. ath~,rfl!J Ci) I'If~itI tPlah1~IIl";1• 
L U\I 1oL~\lm~f1'"'il\l, t W\llJ1 '''!1\1\11t 'if1;) ~~'illj lifl~t l-i f'l11lJft1fl 'IIflfl'l tUU1'I1'1'I\lL Y11'1'11fl~ UO.tltl. 

ilii\l'IjLIl'l'l'llfl~f'l11lJl'i\lI'l~\laaflfi!J "tti'uLI'I'i~l'Iflil' LUUft1ti'uloL"i0 ~;afl1lJj~m"i'lla~~u~l'iuU'll'll1 
i~;f tl-ii!1\11'il "iEl~ L1'I15.'I'I~1"i/iU;w"1'I11lJ~\lfI~\laalllfi!Ji'l1"ii'l\lLtll'l'l'tti'U\1~ uO.'I'Itl. fl1lJ1'l'{\El'4ilil~\I 

ti~0"1111i 

Q1.I0• ." • ., ~WUma .".Io.Q1.Ci) IiMhwmii"'~fl'rnlflaumat\l 

"iW\JfI1'l'flUL'I'II'1 (infonnation System Auditor) 'lit» 1'IW.t1W1"i mA'lJ19nJ1\1Ela~flalia¥i1\lnTIau1lJLiiEJ1nu 
ISQIIEC 27001 ~;a1fifu1.u;u"iMlJ1""i!1U ISACA Certified Infonnation Systems Auditor (ClSA) ~;El IRCA 

ISOIlEC 27001 Lead Auditor ~;atmmfl~"utrotiNtIiiEJ1m. "1lJill'IW.t1W1, n1~f1 
"'.".Q1.Q1 i'll'IU.tl~1"i t\l!1\11j~1!Jl'I"i1'il1'laUll1at\l'llfl~ UO.'I'IYI. (Internal 

Auditor) ii~,r1i1l'I'l'1'ili'lElUIl1at'U~1UL'1'11'1t\Ita fi' fl1"ifl\lL'I'Il'1t,.;nu 'U'IIfI.un.'I'Itl. l'I1lJii' n~\-1lJ1!Jti1~\lIIl 

i ~;f "l-i1ii1Lil\lmn1lJnu I'IW.t1W1"i L~fl " l-im"ifl~1'ili'lElUll1a1.\I~1\1L'1'11'1t\liitfi'O11'flULtlflill'l1'UJLU\IlI1"~!1'U 
loLatLtJu1ut\lill'1tl1~L;ia1ri\l 

Q1.iIl•.".":: 1.\lmiiiil,t'lJ'l.lil'nflUL'I'II'1 l'I1ma m."'''''Ci) ad1.J1JLffimat'lTIflUL'I'I1'1 

J ... ... ... ".. ..Lor - 1' ... .z ...
L'l'iflm"i1'l1u"llJU~flUU'll'll1'!lEl~ un.tl'l'l. ~ l'I'11U. '1'1\-11' ""i'l'il v .tUJ\IlJ1"'1!1\1l'11lJ'U \a\J1aQUu'U '1'llJ{\~ 

YI.,.u.n,ptiinT;h;nm5m"i1oL1J1J\IaflMa1.\lm"i";1~'nnlJm~iiU;0'l'l,ailoa YI.I'I.~ Ii'la 

.... "~"'.".Q1.ct: 1'IW.'I'Im'l '11a~'U~am"ifl''l'ilu.tUJ\llJ1l'1''i!1'U MlJ'Ila Q1.Io.Q1.Ci) 

ii~ ~.wr.t 1.'Umiiiilfl·rnmtr;h"w\l1tJIiiEJ1riw~tw\ll\llw1amju;f"1"\I\.J'n;~Moo\l tl-i 1'I'II\J.t1W1"i .. 
"it~afl"i'l'ilYl1J·lhti~oti1'll1l\l"i1tJ~1'Uf.ll'lm'f1''l'il'h::w\IlI1f1''i!1\1~1a 

Q1.Io.Q1. b \I'!lfl. U O. 'I'Itl. 'Ii"""1"i1a~1\1n1"i\l'ltLii\lfl\lLfl~'I'I1 ~I'llLtJfl i 

\I'IIfI.UO.tl'l'l. (Self Assessment Report: SAR) IIl1lJIoLUU,"fl{lJill'I'IItJ.'I'I~1"i ti1~fI mh~,rEl!J Ci) I'If~ 

Yli'EllJiflri~ft1L\l1tl-i I'IW.'I'I~1"i L~fltfl.\lm,iLf'I"i1t-M ilfll'l1lJf.l1'I loLatmtJtl1~LLOI.'lWifll\l 
Q1.I0.":: m"iftJ"ifl~loLl'lttl'ltW\l1'I11lJl'i\lI'l~\laafifia (Security Assessment and 

Authorization : CA) 

Q1."."::.Ci) l'1'11U. tl~l' L" \I~u'1 aftJil IIl'llflU"\I 01 "i\l,tLii 'U'Ii El ~1wj 

(Vulnerability Assessment) LLatm"i'l'lfli'lflUL'il1t'l'tUU (Penetration Testing) a1~fu"i::UUfl1'1'I\lLtll'l 

t "· , "..... ,... :: I.!'t
'!lfl~ tJo.'I'I'I'I. loLat ~fl1L\I'Un1"i'l'lfl1'lfl1JL'il1t'l'tUU ~nU"ittJtJi'l1'fI\lL'I'II'I'IIN UO.'I'I'I'I. aa1~\lfltJ Ci) I'I'HflJ 

lf1vt";f\II t11.~U~\lnTt'l'l \II ~El\JL'II1::..::\J\J'\I111'Ii1ilf~'iIt'"El~1.'11fl'l1Iuhlj'",fia.,t\J\J~11mlL'\IIt'I"a~ \Jn.'\11'\11. 

ilii\l"i::U1'1'1'11a~1'I11lJl'i'UM\ltlaflil'a ""itti'\JLI'I'i~I'Ii'fI" L{J\lft1ti'ulL,n 'M~afl1lJj~n1':i'IJa~~U~fl1JU'll"1 i~ 

tl-iB1'U1'il ':ia~ Li'll!.'I'Im':i~tfuI1"i1'l11lJ!i'uM\laa\llfitJfl1':iflUL'I'II'I"itIlu\l~ un, 'I'Itl. t'l'UJTI{\fl~~~0"1'llli 

IQl.lD.cLlo "'If\J.'I'I'M1,.••. 

http:Q1."."::.Ci
http:Q1.Io.Q1
http:Q1.Io.Q1.Ci


, 

• 

....i!>.cE:.... 'U'III.un.'Yl'Yl. a1'il1li1Lij'UnT~'.h~Hihj'!ia~h1'l (Vulnerability 

Assessment) 'M;£l'Yl"ftaUL'il1~'~UU (Penetration Testing) lif1'Mi'u~~UUft1'ft'UL'YlI'I,a~'Mlhtlt~ vf~d 
t..ru.\l~ 1'I'IftJ.'Yl'M1, m1uria'UL~2J,r1LWm~ Li1£l'M1;au.'U1'Yl1~t'Um,a"fI112Jllltl~lUItNamt'YlU~a1'i1LlIfI('U 

GIl.i!>.cf m"~"m'~1'Ul'la'UilmnaL.,f'U (Configuration Management: CM) 

ftft.'Yl'M1' LLft~ 1'I'IftJ.'Yl'M1' LtJmn.btli'u~"'!laumn'12Jn'Ut'Um"~flm,.,1'U1'1a'Uil flLnaL~fu t..ri!fI11mrUf'I~ 
t1aafl:itl "1wfu'tuufl1'i'l'UL'Yll'ltW11,"112J'!la~ un.'Yl'Yl. 

GIl.i!>.il LLWLIII=lV2J1'I112J'W,a2Jn,diqnLn'U (Contingency Planning: CP) ftft.'Yl'M11 
., 0' ..., II.... """."f" ~,J.,J 1. 

'iI fI'Yl1U.NULIII1 V2J1'I112J'W1a2Jmwqmou L1'1 a1UIJ anuL~,!m1W 'Yl a1'i1" ~NfIn~~'YlUIII I al'l112JlllaLU__ 

a~ 

tum't1n~~1U'tWft11ftUL'Yll'ltum'W112J,a~ un.'Yl'Yl. u.at LtJu-.",bvi'u~fI'IIaU~ftntum1d11a~.ual;lft 

,tuUft1'fl'U L 'Yl1'It'Um'W'12J'£l~ un.'Yl'Yl. 

GIl.i!>.~ m"';~'iluu.atll'U!iiJPi'llll'U (Identification and Authentication: IA) 

GIl.i!>.~.(I) m'fi~'iluu.atll'Uu'UPi1111'U a!j1~uiltJllia~'W~1n';h~f'lw~n"2Jm' 
maf'lW~n"'2Jn11 11112J1I'III" GIl,ucE: 1"'f'lfla~ u.\-i~ ,".'.U:·h~1vq1n"'1I'Yl1~iiLiin'Yl,aijni 'W.I'I.i!>cE:cE:cE: 

.. !'it . ..:. .. ... • r>.~1 • 
1UI~'Ylu.n~'L'W2JLIII2J 'W.I'I.i!>cfcf(l) IUIt 'W.I'I.~i!> 1U11u.lllm."u,tn1I'1m'M'Ufi 

GIl.i!>.~.i!> ftfl.'Ylm' LtJ'Uml1vi'u~fI'!laUmrnt'Um'ii\1'i1UlUlt!j'UU'UPi'lPI'U 

t'Um'W'1~~ un.'Yl'Yl. 

GIl.i!>.W: m'i'uilm~'lm,rum~'l'llLuai (Incident Response: IR) 1'I'IftJ.'Yl'M" ~fI'" 

iUIIIa'Utln'li'Mt'Un1,i'uiiaL~"lm'Hu'Yl1~'l'llLua{ un.'Yl'Yl. ~~,ra~ d~u'lt111112JtI'~2J'lau.'U'l'Yl1~t1fi'li';1 
u.a~n,aU2J1111'.ll,uIli'1um'i'n'l!t11'1'l12Jii''Uf'I~tlaa'':iv'l'llLUai 11112J2J1111'1 (l)GIl 'l'~f'I'Md~ (cE:) u.-.h 1'1.'.u. 

mnm:nfl1~UI'I~tlaaMv'l'llLuai 'W.I'I.~ LLft::LtJmnhmu~fI'!l~nt'Um'i'uilaL'M'ln1'tlirmt'llLUai 
;li!fim~Wfl1'i'lUL'Yll'lt'U1l11'l"l12J,a~ un.'Yl'Yl. 

GIl.i!>.~ m''1h\~i'n'lfl (Maintenance: MA) 

GIl.i!>.~.(I) flft.~ LtJ'Uml1t1i'u~fI'!l~ntumW11~i'n'lfl'::Wfl1"i'l'UL'Yl1'I 

GIl.i!>.~.i!> l'I'IIU.'Yl~1' LtJU'M,hvi'u~fI'!lau~~n t 'Um'U11~i'n'l!t"::uu 

i'n'lfl"l11mr'Uf'I~tlaafl:itlt'llLUm1W11,"''l1l'lla~ un.'Yl'Yl. 

GIl.i!>.(I)O fl1'~{1a~nu~a'li'uiin.ual;la (Media Protection : MP) flft.'Yl'M1' LtJU'MU1t1 

W~fI"I/awftntumWa~nu~aifuiin.ual;la'::Wfl1,aUL'Yll'ltW11"''l~a~ un.'Yl'Yl. 

GIl.i!>.(I)(I) m,{1a~nU'Yl1~mvm'WLLft~flm,"u.'l"ii'a2J {Physical and Environmental 

Protection: PEl flfl. 'Yl'M1' LtJu~'I.hvi'uiJ fI'!lau'M~ntunwl! a~n'U'Yl1~fl1VIl1,"u.atflm1'lu.'lflaa2J 

':;UUfl1'i'l'UL'Yll'ltW11,"'12J,a~ un.'Yl'Yl. 

Ill."'....'" m'S11~LLW (Planning: PI..) flfl.~ LtJ'l.I'I."hmu~fl"I/atI!Hilntum"l1~Ll.NU 

m1tm,;m":;wfl1'i'l'UL'Yll'ltum'W,~a~ un.'Yl'Yl. 

http:LtJ'l.I'I."hmu~fl"I/atI!Hilntum"l1~Ll.NU
http:GIl.i!>.il
http:GIl.i!>.cf


-<1:

lll.kl.(i)1ll m ...i'n'tl1!'rl1~ijlll.n!J'l<f!fla (Personnel Security: PS) 

Ill.kl.(i)Ill.(i) tll:U'l~1'" L tJ'Um.b!Ji'uN lIl~iju~iint'Um ...i'n'l;1!'rl1:uilitijlll.n!J 

«\Jlim~1'U«1'Utl1...tI'UL"'l'It'Uml'l'n:U'llij~ un."''''. 

lll.kl.(i)Ill.kl f'IW • ."m'l LtJ'Umh!Ji'u6'JIIl~u~nt'Um'li'm:;1!'rl1:1J\Jflijlll.n!J 

e\Jlim~1'U~1'Um"';n'I;1f111:U~'UfI~ilitnlll.n!Jl'Ululli'f.'Um"'I1:U'!Jll~ un."''''. 

Ill.kl.(i)~ m ...tJ?':Wu!'rl1ll~!J~ (Risk Assessment: RA) 

1ll.1o.(i)~.(I) 'U'!JIIl.un.VIYI. WW'U!'rl1llL~!J~~1'Ul'ULuiji'~~1tlij~~~tlfJ 

B.,-", .~-' < .. •
(I) fI'lWlJ 1Il1:UU.1.nmij'lll." l'I'Uu•."m... mmJl'l 

lll.kl.(I)~.kl f'IW."'~1'l tJ'n~w'U!'rl1ll~!J~fl1'Ul'Ul\Jij'j1Wl1,,~~ un."''''. 
• ~ :J."", ~.~.. :J ..... _0.. .... .. ~, < 

ij!J~ll!J Gl i'I"''V1J ~.~'l1!J.rnm~ NtI.'mII'l n:uYI~u.il~u> I~n "u.::....'Uf!111lLt'l!)~1'UL'ULun... 

'Uij~ 'U'IlIll.un:n". LtI'Un 'ln~ Ltlli."'~1'1/«U~~1'lf!111l~'Uf'I~\Jflijl'l.n!Jtl1"1t1'UL"'1'1"':J,rtl~~ un."''''• ."...1U 

1l~1~'Il'ij!) Gl i'I~~ 

lll.kl.Gl<l: m ...~1Il~1...::WI.Lfl::u~m'l (Systems and Services Acquisition: SA) 

1ll.Io.Gl.t.(I) tItI."'~1'1 LtJmnh!)i'uillllW\J~nt'Um'l~1Il~1"'::;W u.il:;u~m'l 

"'::Wtl1"'fl'UL"l'ItWl1""'11l'Uij~ un."'''. 

lll.kl.Gl<f.kl f'IW.-nm'l LtI'Uml1!Ji'u6'Jmlijwtint'Um"'~1Il~1"'::WtI1'1fl'UL"nI'I 

fl1'Um'li'n'l;1i'11~'UMilitijlll.n!J1'ilLtJiji'f.Wl1l'l'l'l1l'Uij~ tin."". u.il::~l'ln1'1i1nnm:ue'"fII'U1"'::UOO1...tI'UL"'1'1 

~ 'l.nJ1Il.un."". ijti~ll!J (i) f'I~~ t«tI11l1'lmifll'U1'l~tl'UL"f'I'i~~'UMtlfInM!J1'Ulumlib.anniu 
lll.kl.(i)<f.1ll 'U'IlI'l.tln."''''. ;jiim","9lJ'U1 ...::;tltltl1'1t1'Ul"'I'I;f'Uti~1'U1'U un.""'. 

~::;9iij~ ,h'U m ...tJ'l:: Lii'U'I:: t'itl i'I'l11lU\jf! ~tJfI ij1Il.n!J1'ilLtliji''!Jll ~'1::uut'i~mh'l'till!) l'I'IIu. "~1'1 L~!J Iin'U 

~~~::tl11l1'1(l'lh'l::utl"~mh'l1tJJifl~~U.fI::t i~1'Ut'UtlIl1l'lu.'lllleinll~~~111 

lll.kl.(i)lD f11'flIEMff~am~ ern Corrrnt.r1icl3t PJotecIb I : SO 

Ill.kl.(I)lD. (i) tift."",,1"1 LtJ'U\1~'l!Ji'tlillll'Uijtl~ti1lL~!J1titlm'ltlij~ ti'U'l::;W 

u.fI::m...ilijftT~t 'Um"'I'lll'!Jn~ un.""'. t 'UWri'ij.!ij ltJ;]' 

lll.kl.(I)lo.(i) «I) n1'1iKlIln1"'L~ijll.!ij (Network Disconnect and 

Isolation) 

Protections) 

and Protection) 

1ll.1v.d)lD.Iv I'IW:VIWl'.l • {]u'I1'1hvf\lIlIll'U!)\I'I1ft' ntJi Inti\In11.a!)~tiu1I!W 

l.LfI::n1...il8imt Wl1,"'l'l1l'Ue~ tin."". t'UWri'e.!e1tJ;]' 

http:tJJifl~~U.fI
http:l.nJ1Il.un
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-li:l-

Q'I.\I).6>li:l.\I) (6)) 01'~t10tlEl~LI'I;a'U1tJ (Network Protection) 

m.\I).6>li:l.\I) (\I) o"nlOtlEl~LI'I~El~wJ'li1tJ (Server Protection) 

m.\I).6>b.\I) (Q'I) m't1otlEl~~4i~1U (Endpoint Protection) 

Q'I.\I).6>~ 1'I'l111QofiEl~I'I'ju"'lU!JEln~UULL~::i'!1'i'lULVlI'I (System and Information 

Integrity : 51) 
.!"I I ..J'" ...,... u Sf 

m.\I).6>~.6> i'!i'I.VI'VI"n L\JumJ'ltJ'iUlmlElU1'I" om tJ'lO1Jffi111Q f'9l~fmJCl'lU 

tEl~~UULL~lli'l1'ji'lULVII'Il'l.lfl1Y1'j'l1l'tlEl~ \lO.VlVI. 'luWl4iEl~El1t1ii' 
Q'I.\I).6>~.6> (6)) OTItm'ii'loo4iEl\!~riEl'UU1LfnllW Onformation 

Input Validation) 

~ " """ ' '''' ' ,m.\I).6>~.6> (\I) fI'l111Q OflEl~I'I'\lIJ'lUtEl~'II,,"fl LL'l' Ll1'j1lLL'l'j 

Im::4iEl2J~ (Software, Firmware, and Information Integrity) 
.!"I I "'",41: ""..I... ... v 

Q'I.\I).m~.\I) f'!'IrU.VI'VI"n L\JumJ'ltJ'l1JWfltEl'UWlomtJ'lo1Jfl'l11lQf'9lEl~'lU 

tEl~~U\I~lli'l1'li'lULVlI'I1'1.1f11Y1'j'l1ltEl~ \lO.VlVI. 1uwroEl~El1t1;] 
Q'I.\I).~.\I) (m) m'itl~n'llllM1if.wtw~ii (Malicicu; Code 

Protection) 

Monitoring) 

Advisories, and Directives) 

Q'I.\I).~.\I) (~) m'itlEl~nUi'lLLtI1I (Spam Protection) 

Q'I.Q'I 01'j'l1~1I1fl'lm"lI'l'l\l~1I (implementing Controls) fl1mEl m.6>.Q'I il1'flqtl'jlli'l~,( 

L~El1'I1i\'U'jllU\li'l1"li'lULVll'ltEl~ U'Ufl.UO.VlVI. ;ltiiiim,rt1'IIUfI:U1fl"lm'lf!'l\lf\1I (Selecting Controls) Hwi''l 

i'l11I1"lf\t\1Lilum'j'l1~:I.I1fl'jm'lfl'l\Jf!:ut.i'oo~iitI'jll~Vl6fl1Yl ..f~1'11L~ultlfl-MILLU'ltl~oou IMO 1'1 rt'llNfI 

m.~ 01"lfl''l'iltl'lIlUlutl1Uf!'l111liufI~t1~Elflz1tJ (Security Assessment) fl1114iEl Q'I.6>.~ 
..... 1.1 ' ,J 1.1 - • - ( ) • 1""1IIflq 'llli'l~flLYlEl '~L1IU~i'lm"lfl1LUUm''l1~1I1fl'j01'fI'l\l1'\1I Implementing Controls 'l1 flll 

o1,fi1LUU01'ElU1~'iIo.i'El~ (Correctly) fl'~fl111f1'l111zi~'\II1I1VtEl~1I1fl'm'fI'l\l1'\ 11 (Operating as 

Intended) 'l1:uii~1ii~~t\'Yltfl'l~fl1:U1'l1111.rEl~m"l (Producing the Desired Outcome) ..f~;] 1'l1L~u1t1fl1:U 
.. t1- ,"""" •'I'ILLU'l ijUfl LU ~U'lO 1'1 O1'IIUfl 

Ill,": m"l,j1LUUm'lLLm'U (Authorization) fl111'1lEl m,6>.": ii1'flqtl'~i'I~"LiEl1\1Lilfl 
OTIfi1Lilum'LIfl'riElfl''l'ilYlUfl1v'Mt\'~01'lflnW'IlUluA'1UfI'l~UI'I~t1~ElMV (Security Assessment) 1Ii'~;1 

111.":.6> fl1v'\IIii~ ~U.Vli'li'!. i'UVI"l1U'l1tJ~1U~i'ln1' fl'l'l'iltl'lllUlU1I1fl'.lPU fl11111El 

m.\I).III.": '\111 OYlu'hiio1'~IlUiflULVU1tJOU\I;]I'll '\IIU.Utfl.UO.VlVI. rt1n\l~LLi'll'I1'\IIti'lv'UEl~fluiim"lLLm'U 
lIElfln'ilYl\lIli'~mil'l1fltJL~'l ,f~;1 ,rEl~wl1iu Qto 1'u uui~LLPi1'mI '\IIU.U'!Jfl.\lfl.VlVI. ~\lVI'j1UTltJ~~~IIi'~mi1'l 
.,nmJ"vnJM!trri'1.I{jOO'l1I'1W.VI'VI"n 'I'ITl1J ~~1\1 f'!'IrU.VI'VI"n ~m'jLlfl''Wi~mi1'lii~ ~.'VIM ;;18 

http:U'Ufl.UO
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..,.LIo I11fMli~ 'Ioru.1lIl".un.VlYI. i'tM~1\n1a~11JNt'lm~""nW'ltlii1J;;11Jfl1111lf1J1'I~ 
t1el8Mal'llLu8i'll8~mha "1~8 Q1.1o.Q1.l;) Wln'I'rtJi1jjm~t'lWlfl1JL!JU1allwift-« mJ.1J'II".\In.m. fhn\JflLLel 

1v . .. """ 1 .. ~.: v,., - .., .... ~ ...,.j • 
A"

m11J1!J'II8~IIIWm'j"LLnl'll'll8f1"n'\l'l'l\J.,~nel11 fI!Jt"n YI~1J 1II8~~Ln1J ~Oi1J uUIll~LLlIIi1JVI 'Ioru.1J'IIIII.un.VlYI. 

i'UYl~1U~1a~11JNel~~n~11 

..,.l;) m~L~1~rl~LLl'!tM"f111J (Monitoring Controls) "11J-D8 ..,.m.l;) jj-rflqtl'j"lIff~fi" 
.. - • -" 1·~"l.1 ,. - ::':1"'" '.1 ..I .1-""'.L'I'I8f1f1f111Jm~fl1L1J1Jm'l"1Il11J'II8 III.Gl.m • lII.m.d:: 1'1~ u'j"~"YlI1l11'1'1 YI~1J 'llfL'U1Jlufl1lJV1LL1J1u{lUfl 11J N1J1n 1'1 

t11'\o1t1f1 

..,,111 l'I'IIU.YI'llf1~ .rflYJ1ffCl1u f1!Jfl'j"'j"1l~11J1'I111l~1Jf'I~t1el8I1lll'!Jl'llLtJ8i'll8~ un.YlYi. 

(RTARF Cybersecurity Enterprise Architecture) Lil8liLtJuLLU1Y11~11Jm'j"ifllU1;;11Jfl1'j"i'm;11'1111lii'ul'I~ 

t1t'l8!11l1'!Jl'11L\J8it1J un.YlVI,ltK8!h~~1Jl'h iitl'l"tiYl13I11'1'1 LLelllffalllf'lti8~nUJmO'\l'lla~ \In.YlYI.Lfla1~,,yj1 
'" .1__ _... 1:1': • " ".1 ...It Z w'1.1':L'U1JLL1J1u!lUlll LLI'!II'II8a~f1CH NU.YI<'Iff. YI~U aa1~uaallla~u'j"lIna1M1aL1JaWl fI~lIla~uU 

1II.I1I.m fffl1UII\l'\l~U1J (Current State) 

111.111.10 <'Ifl1Ulla1J1f'1f1 (Future State) 

111.111.111 fl1rlLI'I'l"1:m1'l111JLL"nfi1~ (Gap Analysis) 
..I ../1" ... (

1II.11I•.r LLN1JVlLLU1Y11~L'1'181'I'Iff11J1'Q\J'j"'iqCHffCl1'I.J::81J1f'1f1 Roadmap) 

uan'\l1nd Lit a 1 -M<'Im\lfl!Jfl'j"'l"1l~11J1'I111l~1JI'I~t1I'!8f1l1'al'11L\J8i'lla~ un.VlYI. 

iif'l111lffaflf'ltia~nUfffl1UfI!Jfl~'S1ltK11JLYll'll1JLela<'l1'ff1JLVlI'I'IIa~ \In.VlYI. (RTARF information Technology 

Enterprise Architecture) ~~1,x ffff.YI'I'I1' LLelIl l'I'IIU,VI'I'I1' TIllnu'fuiifl'll8ut1Jfl1'"'W1m'l"ffCl1\l,,anTIll 

,f~i'la~m1Jih~;;1J 1,x<'la"f'ltia~nUI'l111JA'8~fl1'j"'118~ un.m. fl11J1aa~l'IU Digital HQ LLelti Smart HQ 

abuillll UWu18LO\'l'\:: (Specific Policy) '1.1'::08\.1«18 

mnlllillil1JWu1aLII'I'I1ti81\1i'uitii~u (Acceptable Use Policy) 

Gl.m r;j'-D~1uii'llf,r1mUfl1'j"ua~t'i1J 'JLLI'! i'n't!l1'1ia~l'!u'lI;!~m~'ii~11J (Username) 

LLelti'~<'I1i11J (Password) LfI!J~ii~1ULLfielllf'l1J,ra~jju'l!'iI~a~ii~1u {Username) '118~flUL9~ LLelti\112Jm,x 

tiii11ln\J@lu '12J,f~m1Jm,xLN!JLL'I'I' 'I'I'eLL'\l0~1!Jt,x~ua1~i~i'l1Ii11J (Pa~sword) 
Gl.1o ~ii~1u,je~'fuii"'IIeufiafl11n1I1yj1t,,'l eULO"'\l1mj'll;!~il~ii~1U (Username) 

bii1n11n1::yj1JU'\ltiLn"'\l1nit~1U'I'I'abi~fl11l 
Gl.'" mii~11JA'e~~~nii'llhul,xLOIll1'l111lii'Uf'I~t1t'lalllll'!J f112Jilt11'1'1U"muuitJu1al:l1:rtril• 

n" " .1..1 .". ." "' .... "" " .. 1" .1..1Gl •.r I';l 'II~1U1ll8~Lut'laU11'1<'1N1U (Password) YIUTl'mfl'j"Ufl1~LL'\l~LlIlaUI '1'1 LuI'! au 

m.d:: ~-D~1uA'a~yj1n1'iil\1'\lULLel::!iu01Ji1f1U (Identification and Authentication) 

'1nl'lf~tieuil 'IlII1ii1::\JUff11ff1JLYlI'I'IIa~ un.YlVI. LLelIl'M1nn11il\'1'\lULLa::tiu91JPi1l11uJ1Jjj\l'll'llf1 m8LOfl'll1n 

f'l112Jiifl'l'la1f1lfl'l ~ofi~11Jfia~LL~~l,xi~LLt'l1I1UU'll8~m.haYl'1tM1Jfi 

http:111.111.10
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..t ~.. 'L! •...1 -l .... ~ $I t 1.'" ... - 11'..1 .,I 

Ill.10 LlJel~ I~~1'lJwel~'VI LPI'el~Plelll'W1LPlel' ~::Pla~III~Pl111-1LPI'tl~Plall'W1Lfla'Y!1m,aelPi 

wU1"1lal'loPlf~ LI.t'lt,jtl~Yi101'ii""Ilu.r'lIll'lJntl'lJm'ti~1'lJ,!OPlf~ 11111l~ti11-1'lJfl11hl1i[lltl1VQU1.Jd 
Gl.vI m w Yi1~1'lJ\la01'l{l1\1iI f;I'ti ~1\1Pia~~u.tl u.a::i'tlilfl~atlYli''Wail\l'lla~ 1.J O.YlYi. 

m~i'tJlltl1.Jmmf~1\1 
1Il.~ Yln,Vil\lLl.t'lt'ttl1.J1'I1'I'I\lLYlf'I~1~"l ~ tlO.'VIYI. ~flLIII~1l1lmmi~1'lJjj1I11q'lhtl'l~tl 

LYlelm,tf~1\1'!Ja~ 1.JO.YlYI. Lyh,j\l "hllm~rlli~1\1U1'V1f'W6il\lu.at'::tltlI'I1'I'I\lLYlf'lPi1~"l1t1lil\lii"llO"1l 
il 1.J0.YlYi. m~ti1'W\1f1 1-1~aYi1\~LiiflPl'l11lLall1-1111Pia tlfl.YlYi. 

1Il.1II rlli~1\Ijj1-1,j1~~tl~i'tlill'l'lltl1.J"aYli''W6iM! 1.Jfl.YlYI. llatlmmi~1\1 LI.t'l::rlli~1\1 
llwU1ilPiel~'lIfl\ ,j';1 Lftll1-11Vrw11Y1i''W6il\l,j\l~::'Ih1(II 1-1;tl"'l!1-11Vfl11llJ aI'i1Y1i''W vil'lJ 1-11 flPl'l11lLftV1-1 1v,j\l 
Ln(ll"ll1flPI'l11f\h::1l1Y1'!Jtl~rll~1\1 

w.lJ .l, ~ ~ -JO .. '" V-JO 
IIl.GlO 'IItllJaYI ~1-1a1VYla\!Sl1tll\I'VI''Wv,,\I'IIa~ 1.J0.YlYi. llaL"U\lYI''WV,,'lJ'IItl~ 1.Jfl.'VI'VI. 

~1um~Yi101'L~1lu.m LtI~V\lu.tla~ Yi1.J1 1-1;elYi1tl111 11'111MPii'tlel\j'lJ1(11~10~U~~1.JU'l!~1 
1Il.(J)1Il rllf~1'lJjjetYlij'[fl ll'lIatlli''llIil~::Lritl i'O~ \ f~1\1 u.tl::i.la~ti\liitllJtl~'l\l'lPiPIa 

fl1llI'lIJPI'l'l 1111 II tI O.YlYi. "Il::LPl1'l'W Pi ailYlii~'l\l'lPlPIa u.a::'hia\j'l!1111\~'4PI Pltl1-1;t~'1P1 f'ltl\(IIYi1fl1'la::L1i91 

Piaiia3Jtl~'l\l'lf'lf'lafi~mh'l l(11vw'1.fii'1.Ja"l.!'l!1fl"ll1 orllf~1UilPI'la1.JPI'tHiell;!a,j\l vm11.1\UO'lw~ tlfl.YlYi. 

Piel~Yi101"","Ill'ltlmell;!a;1~!'I11'111'tialJtl,!\lLrlv1'titl~n1.J 1.J 0 . YlYi. 1-1;a'tiellJa,j\la \!'1.\lYli''WVflUI'Il'I'IULYlf'I 

'!Jel~ tlfl.YlYI. ;1~"Ifl'm~iiil"\1,j'AV1U1-1.r0,!1\1'V11~ti~lia~a~ f'I~1.J.Yl1-11' 1'11IJ1'~{lYi1m"11.J'11J UUiifl 

LI.t'ltfl""Ill'leltliia3JtlLmi1l1u111lflfltl9lL'la1191vrwPia~u.~~1~'tf~1\I'VI'j1tl 
lI11'l9lfl " ulv1.J1VlQ'W1::i11-1i'tI~tlnujj~1ufi1uf'l111lliuPI~tlaal'li\'v1~L1.Jai (Cybersecurity 

Operation Policy) 

~.Gl \ ufl'jwil f'I~tI.Yl1-11'j fl'i1"\1'AtlLVI 'Im'j w;jPl1 (1111"\1::L\J ui\'V"I fl!'l1lJ'VI1~1~L1.J eli 

;ja1"\1~~~tlfl'j~tl'itWI'l1'i1'llJL'VIf'I'IIa~ tIfl.YIYI.\~~m~Pl1~\I~MVI'l1'iil\lL'VIm::I(1.J"~ \l'!Jfl.1.Jfl.YIYI. 

u.a::U1VVi'W1'ji'01!t1P1'l11lliu~tlael9li\'v1'IJLtlai \l'!Jfl.tlfl. 'VI'VI. .i1LiiU01'l~1lJntlihui'tJii tlL1-1'1fl1'~WYl~1~Ltlm 
...... OM ~, 

'!Ja~ M1.J.Yl1-11' L'Welu.m'!J1J'l!Vl11'1~flfl11 

~.~ t 1.10' wil f'I~1.J. 'VI1-11'j fl'j'l~'W1.JL1-1'1 01'jW;jPl1fl11"\ltL\J\li\'Vl'tflPl1lJYl1~1'IJ Ltltli 

~el1"\1~~~fl'j::'VI1.J{ljel'1l1.Jtl1'l1'I'IUL'VIf'I'!Ja~ tlfl.'VIYI. t~l'Ifl'j'l"\1iiil"\1,j'WV1U1-1.r0,!1\1'V11~fi\llia'!Ja~ f'I~tI.Ylm' 
jj~1u1~Lii1,j1Liiufl1'Lri1.J''l1.J'j1lJ'Wv1\11-1afl,!1ut\I \I'lIfl.tlo.YlYi. 1~li\lii ,f~d t ~u.<G'~1.111-1U1mhvl(~01'i11 

I ... 0 """ ell: .., If

oaUL'!J11'11LU\lfl1'Lfltl'WV1U1-1tl0,!1UI'I'lV 

~.1lI "Il11fmm""\lu'Wv1'U1-1titlfl\lm~ti~«a'IIa~ f'IW.Vi'W1'j fimLri~'j'l1l'Wv1'U1-1tifl.fl\l 

Yl1~~~litlt\I U'llfl.tlo.'VIYI. Lyh;j'ii1L\J\I LI.t'lIlPia~Ln1.Ji'fl1!t1'WV1U1-1iiifl!1Uti~01'i1'l11L \JUf'l11lJiiitl tUfl'jW~ . 

Liifi01'jf'l1'Wa'!Jel~tl3Jat~ f'IW.Vi'W1'l "V~1\IL1-1,!fl1'nu't~ 'lm U1li.'I'M'lVr!mm'lm~\IPI~aMVI'I1'jI'lUL'VIPI 
'llltitl"~ tlfl.'VI'VI. YI'l1t1Ll'ltJLTl 

~ t ."..l t" v --.y.~.a:: f'I'11t1. 'VI 1-11' '1191 1-1lJ 1'I{l1U'VI u.alllJ191'fl1'j Ufl1'Lfltl'AV1U1-1afl,!1UYl1~91"\1 Yltl 

1~LUu1l1111'j!1\1 1'111l1'l{lliiLUu'WV1\11-1iiifl,!1'lJ't;(L\J\la£h~ti L;:Iai.la~tium~~;j[WLfiV1iitl~1'I1lJ1'mi'l~i'titllJfl 
ti~mh11;( 

1I!l.tt: '!J1.'VI1-11'L 

http:fl'j'l~'W1.JL
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I!>.b t'1'11t1. '11-11' "~'U1'1It1t1.ll1'U'IiEll.J. aflt!1'\I)PI 12J'11 ~1 'IIItlEli (Cyber Threat 

Intelligence Database) ;jEl1",d~~al)':;'1t111i~lItJtJiimil'UL'1l'11JEl4 tll).'1V1. f~::,I1\t1~f)1'UEl~n'U L111~1I1~ 
~ 

'm"'~tI u.a::i'tliiElntJffa~I)Pl12Jii'~m-h11J(Elth~iitl1l1ammn2J11)~d'U 
J1!'U• .... ~ u,. "'.".I!>.~ f'l1ftJ.'11-11' "III .1-12JilCl1'UYl L'Uf)1Tn~1'lPla11)~III1'U.'IILtlEl''IIEl~ tll).VlVI. L1'I El.1-1lJ 

;JlllPl11lJil1lJ1'Clii I iitl41'1Elt 'Uf)1~UMn'Unt!~I)Pl12J'1141'ilLtJEli1.ftElth411-12J1::il2J 11112J'ULtltl1t!01!tJd 
~ . 

I!>.": 'III'U.U'llIII.tJI) . '1V1. LL"49T~~tI;'1111' Pl112JU'UPI~tlaEllllfi a il1'~iI'UL '1 f'I'j 11fttI~~ LLa:: 

'U1t!'1'1111'i'1)'I!I1P1112J,r'UPl4tlaEllllfitil'llLtlEli 'j12Jl t1ii~m,fi11ii'Uf)1'j L iiEltli'tJtll4l'i1"~LL"4,T~t ,.; L i'J'U\I",'iI U'U 

~1IiI1m 1'I;~~~·1\'U1t,.; t'1'!ItJ."W1'\II1'j m1tJ LiiElt,nunn~fIPl~1'Uf)mf)'l!l1P1111di~al'!ILtJEli 
TllJnulliElitl 

I!>.Q/ U'IlIII.til) :rIVl. El1"',""'1~ru1~Illti1uLt!tJ1a1-1;El LLU1tliitl'ii'tUf)1'ji'I)1:111'111lJ,rUI'I4 

tI _N.' _£ • ~uJ:.6L ,_!~ • "~;r .. of
aEll'll,a .'IILtlm'llEl4'III'U1 t!.III y,4U fit! w'lllll'lll'jElLLt! 41)tJ'U.t!tJ1t10tltJ'U 

1!>.<ilO 'U'IIPI. tJ n.VlVI. ",=fT~14ih=tltI'III;ElL t1'LLI)'jlJi'I)1:11 Pl112J,r'UPl4tlaElllln!ll 'III tlEli 

-:; ... .. ~ ..~... • I ... I I"; .. t • ..1 
1111111114t1ULPI'El~I'IiI2J'I'I11I11El'j 1'I~IPI'jEl~LL2J'II1aLLaIlLPI'jEl~~n'll1t1'11El~'IIIU1!1 '112Jl1 f'I'!ltJ.l1'III1' f)1'III'U1II umruVi 

wihIlW'\ll~ElLtl'lLLn'jlJi'1)'I!I1I'I1~'UI'I~tlaElllln!li'!lltJEJi~fl~4 u.allif~~atmVltl"~::Wtl1'jiI'ULVlf'I'IlEl~ tln.VIl1. 

ti iliI.l1'III1'j fi1Lil'Uf)1'j'j=itJf)1'L~EllJ"El'lla4LPI~a~l'IalJoft1LPlaii~n"11~1f)\1'I~El'!ha tJn.VlVI. LPlaL;1 

f.huYlIll UWu1f1LIlVl'::'lMJ (System-Specific PoUcy) tl,::nwMfI 

1-12J1fl'iI @ 'UWtJ1!1'l:;wa11i1'ULVlf'lLiiEln1'j1'l1tJ~w4I1w'll'll1 (Command and Control System 

Polides) tl'l::I)Eltlfi1t1 

1J).<iI L;ja4~1n'l=wa1'liI'ULVlf'lLiiaf)1'j1'l1~lJU4I1tJ1!'II'!l1ii~)"hLfJu'j::wiijjfl11lJtf111'11 

\14QPl'llM tln.VIl1. u.a::iiIlftf)'j::'WItlLfI!I~IIiafl11~lJM'IlElM:;Ll1f'I ~~t,.;'jjn1'li'm:l11'111lJ,r'Ul'l,ruaElMa\'!lLtJEJi 

PI1lJUWtJ1!1ilWif 'l12Jitlii4 1'I.'~:l1fi·wiG~LLwtlaElllln!ltUf)1,mq'f)'j'jlJm4iililnmailn'" 1'I.t'1.l!>.rtbn 

<iI.1!> n~lhwm'llll12J'ij'a IJ).IJ) t";fj"'1'lM54'llliltJPI11lJLitl4.T1'Ui'llLtlaiLfJu.hll'll 

.... .., L iiat,.; t'1t1V1. iiI) 1 'li'm:l11'111lJtl I'ltlfl nai'!lLtlaiaa!llfl'liEl4t1t1lJLtltl1a111jtld 

~~ti'1'\II'U1IItm,ha41Ut U t'1t1V1. iitll'ltJ1VIml1ii u.a=fI112Ji'tliilll'!lwfi1Uf)1'i'I)'I!I1I'111~'UI'I~tlaElfintl\'!lLtJEli 

iI~IIiElltld 
1J).",.<iI rJi\.,.f'ltJVI. i'tliiIll'!lEltJt'U.ll1'Ut~l\1u.a1!~4ti (Account Manager) ij~LLmttJtJ 

(System Administrator) LLa::ijl\1u.aiEl3,!a"''l1''''I'IEllJoft1Llllai (Log Controller) tWl11'l'j12J'UEl~ f'ltll'I. 

!Jl • ..,.1o 1"I'j~ .1"I'Ul'l. i''UNfI~!l'Ut 'U11'Ul:lJ1 ~Yl'l'l1'li'n'l!l11'1112Jri'Ul'I~tlaafllYa1~Ltlai 

I ...."".., chtJlli141 ... 



- <ilO 

.'1 " ,.4 ~ ~ t,,,
<il.ItI.1tI ..'lalll'l~' L'U f'ItJ'rI. '!J~l.Jn1'~fl"'1U.~tlllfllll~L'!J~1'U1:ru'Ui'l1'U'l'U~'rIf'I'U'U f'I'U'I'I• 

.x~iliin11~~ !ll.JPi!l U.fltm;;~~ !lJJPi!lIfmt'Umt'U'Ui'I'1i'I'U~'rIf'I~.;q!ln111'11'U/lll1!~fl'U1!I\I'!J' (Command and 

Control System) jjI'l1'l.Ji''UNfl'!Ja'U't'U!1'Ut'U1El1'1m1i'n'Li11'111J.ril:uI'l~tIflafllial'11~'UaiLutl1a"a~III'U~a~ 
.. ~.--.-.. .. - ':'~tI(..~~ '\IIWfll'll:! 'U1flU lID<u""lJUl'l1'm'Umfl!lfl"l'nn'lfl'N'M'l1. vn". "'5"" "" .. Information Sysrem Pof.i::ies} 

Il.<il f'I'II'U.'rI1II'1 ~Lllt i'li'I. 'rI1II'l1 illl'hu!llllnfl~'t'Un1'~tI~Uli~1'U'hJJri'U (Operational 

Level Agreement: OLA) ~~d 
1l.<il.Gl f'I'II'IJ.'1'1"'11 li'lIll'UIIII'I11l.JiA'!l~n11 li1'Un 1':1't";'U~ n1':1'r11~i'l1'i'I'U~'I'If'I 'Un.'1'1'1'1. 

~1n i'li'I."IJm1 ;~a61~uatJ;;a~tI':Itn!l'U*nJLifaIll1M~Pi!lltid 
1l.<il.Gl.Gl n1':1'U~"'1'fta'U;q~na~1i'U (Configuration Management) 

Il.Gl.<il.1l n1·m~m11mu.n1l.JiJwIJ!l~1w:i {Patch Management} 

Il.Gl.<il.1tI LLMJ~'U1t'U'U (Disaster Recovery Plan) 

i!:J.Gl.<il.<t WII'ULf.IilI\l~"''l;;1'U~''IJ1'l1'Ulf1iii'l1'mJL'rIf'I (IT Contingency Plan) 

i!:J.<il.<il.<t: 1!cy;li;~_wa'li1tJ (Asset II1'vI:!'1tory ard Netv\urk flasram) 

Il.Gl.<il.b n1'fI1'Ufll.Jn1·mi1a~ (Access Control) 

i!:J.Gl.<il.cd n11~11~':I'I'I1~I'I!lJJihLlllai (Log Management) 

Il.Gl.<il.e<: n1'n;ha~~1n':lttJt1n~ (Remote Access) 

Il.Gl.<il.<;<! n1':I'IJ~1II1':1u.'lJ'Ufiil! (Bandwidth Management) 

Il.Gl.<il.<J)O n1':1mlll'l':l~;{ (User Account Management) 

i!:J.<i).<il.fi)<i) n1,ii",WLl.fltil'Uu'Ufi1fl'U {Identification and Authentication} 

i!:J. Gl.i!:J i'I i'I. "IJ"''l':l 1i'l'\ll'UflI'l1'lJJ'; a ~n1':1Ii'l'Un1'~i'n'Li'l1'l1'll.J,l''U1'I~tlflaIIIIitJI'llmaof 
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1l.<il.Il.i!:J n1':1t11tLil'Ufl11JJLiltJ~;;1'Ul'11L'U!li {Risk Assessment} 


Il.Gl.Il.Q'l n1MtUi'U'!I!l~lwl (Vulnerability Assessment) 


i!:J.<i).i!:J.<t n1':1'r1fl'c'l®'UL~1t1t'IJ'IJ {Penetration Testing} 

i!:J.<il.Il.<t: m'IEhre1~u.atlllm'lJ"ll1~\'l!Looi {Nel¥iork Security Monitoring} 

1l.<i).i!:J.b n1':1i'W!lL"''ln1':1aI''IJ'l~\'IIL'U®i (Incident Response) 

1l.<il.i!:J.cd n1':1fl1~mtLil'UJJ'lfl1!1'U (Auditing) 

i!:J.Gl.i!:J.": '!i11n1®~'m\'III'U®i {Cyber Threat Intelligence} 


1l.<il.i!:J.<;<! n1,ann'l1i'n'l;11'111l.J1fufl.rua®lIIliEl1'l1~\'II''U!li (Cyber Exerdse) 


i!:J.<il.i!:J.<ilO n'l1®'IJ1l.JL~'J'LIft11l.Ji"IJ1~\'II~'Um (Cybersecurity Awareness) 
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\tI. n1'fl1L",'Un1'1tla~ t'I'iftl.'YIVl1' 'YI Ln a1tla~nlJ ".'.1J.n11,n\111'111I,lil 'UI'I~ llafll1 a I'ifLtla-:l 

".I'I.I!:>.tb\tl tI'l::nalJM1a n1'l<ifl~1LL'U1t1~,mL~ai'1Ji'ianlJna~nl'l11,l'YI1~\'ifLlJai'l'U':i::tilJi1au.':i~~~~~t~I,l;i 
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l.In.'YI'YI. ~~Ma~afll'llia~ntJtI'n:mIlLL'U1'Y11~,m~tn'fl1JI,l1t1~1'U.T1'Umrl0\11l'l1~'UI'IWtlflflfla\'ifLlJai 
tl11,l1,l1tl"l1 elQ"l 1"I'IVI;l~ (..:) n1'l<ifl"1n1alJu.'U1'Y11~n1'rrn'lot11'1111,l,r'UI'I~tlllaflnal'ifLlJa'tla~ l.In.'YIVI. 

(RTARF Cybersecurity Framework) LYlal'IiL\I'UVlttnl'Un1'';1IU'Un1'lM1'Umrln1:;1M1m!'UI'IWtlaflnal'ifLlJai 

l'U111Y1':i1l,ltlfl~ lJn.'YI'YI.1'l1tlflflI'l5a~nlJ 1,l1f111 elQ"l1'''I'I.,a~ LLllt 1,l1f1"l1 ..:..: '11I,lii~m"l~fI"1"l1a~aL{1'mi1~ 
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'lh~nD13f'i1.t~ tin."'''', (LllYn~) if 1'IJ.J.,!bet tl~ t'I'J ii.lI.bet 

LL\j1tl{jum\jn11i'm~11111112i\jfl~tli'lElfl:rfJt'llLtlDi \In . .".". lluuif (fI..h;f'Ulf1fJjj1'flqtl~~i1~~ 
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fl1111'mi1Ltltl{jtl'iiL~El~1~~nM~HLLi'I~I'IElflllti~tiwt~rll1fJi(<IIn~11 ..f-rif L;:jElt~u.'U1'llotlm'Um';n'l~nfl1,\U 
'" _L-.. ..,.. f' .... ~___ • ... '" ~ J .. .... .,_..2. .. 1.... 
U'UfI'W<lDflflfJ I'IIL13El1 un."''''. UII1'lULU=,\fl'!1\j LLi'ltflEl""fI~nun!J'\.12J'\fJ't'ILnfJ1'IJEl<ll ~~~mnLL'U1u!l13" 

llUud'fl'\U ".1.tl:'.hti1fJq'ln112J"'~ilLiin"''1eiinfl "."'.~" LLi'I~ ".'l.u.m'l;n'l~nfl1'\u2i'UMtlflElPl:rfJL'IILtlEli 
"."'.,,~ 11uii~minmwln NIST SP 800-37 Rev. 2 Risk Management Framework for Information 

Systems and Organizations: A System Ufe Cycle Approach for Security and Privacy, NIST SP 

800-53 Rev. 4 Security and Privacy Controls for Federal Information Systems and Organizations, 

NIST SP 800-53A Rev. 4 Assessing Security and Privacy Controls in Federal Information Systems 

and Organizations: BuRding Effective Assessment Plans, NIST SP 800-60 Vol. 1 Rev. 1 Guide for 

Mapping Types of Information and Information Systems to Security Categories 1Imfl'l1i!, 

vf~;f ri1'\.1'Uflt'l1U.\j1tlotlm\jm'l;n\'J1f111u2i'U!'I~tlflElllllifJl'llL13Eli un."''''. LLti~DElnttlLm. " ft1tJ 

RD LL'U1tlOu1i~ttl (General Guideline) LLi'I~LL\j1tlOtl1iLll'W1t (Specific Guideline) 

,4'1,,;1 • LL~1\t1 (General Guideline) t!1::nwA''lfJ 

••• m1u.ti-n.lmtmihm;wti (Asset Categorization) 

t~~~LLtl'ltUU'IJEl~ \j'IJfl. un."''''. j'jm!1m'Um1LLti~tl1~U1't'Ia\j"';'l'UJfl1'1i'1\jL"''''fl''lULL\j1tlO~ 

••••• WIffllLlfl=iflqUmwMm-tIl~eMfJt'!lMli (Cyber Security Categories 

and Objectives) 

(1).(1).(1).(1) tl'l~Lfl""'il~1'I1'\U2i\jI'l~tltlDfllifJ\'IIL13ili LLti~ltiLm. Q1 ,~i(u "'\Ullfln'l~"'U 
.. 4.r .. " H" .. x .............. 1"_-,_-,, ... .. { }

"'~Ln\ll'!J\jn1J1Ja!;IM111'\\jL"'i'I WILLn ,..""U'W\j!'l'Ll (LON) '1VP1UU Il..nl'l~ ".""""",,,,e} LLi'I~~ULm~fI High 

(I).(I).G).!!> 1'"qtl1~fI~l'l1'Um'{n\'J11'11'\u2i'UI'I~tlflElfllifJt~LtlEli {Security Objectives} 

LLti-ttti.~\j Q1 tl'~Lfl'" tti'LLn 

Gl."'.(I).!!> {(I)} m1;n\'J1l'l1'\uii'tI {Confidentiality} 

Gl.<I).(I)." (,,) m~i'n'l!l11'1112JQnPiEl~fI'ltl!11'U (Integrity) 

G).G)•..,.!!> (m) m';nl!fli'lm""~Elut.uoll'1\J (Availability) 

1•.•.111 mn.l1:n.iI'U••• 



•••.ID n1'J'lh:Wu1::"tlNftn1:'mJ (Impact Assessment) 

1Il.1Il.~.1Il ~::m.wi~~aMal'!A.uai u.ti~~L~U Q1 ~tl~uti ,tfi\Jff, (LoN) 

,::lIi'tJtl1umm (Moderate) 1.Ul::'::"\J~~ (Hi~h) 
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(AssIgnment of Impact Levels and Security Categorization) 
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Gl.Iil.Ql.1Il (b) ;J'il\la;;1'U01'iilo~ 

1il.<II.Q1.1il (n) oU'ilSJftti1'U01'u.'I'I\'IU 
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•••.c' m"nmnNfI (Data Classification Document) 

i:Mmmruuiltmfmll.,j.~ffi'T<'MWi mtl_1!> - _111 Mtuu.~ 
Jl12J;lI'!~\J.'I'I'VI1' n1V1Uft 

•.lD m,n'nNflU1fI,n",,'N'Iu (Selecting Controls) 

t'l>1U1EM'VI1'~i'm;11'1'l12J,rUfI4tl~tlftli'!l\~L\Jtli u'III'I.\Jn.'I'I'I'I. n1V1U1'I1J1Jl'in1'1'I'l\Jfj1J (Controls) 

1'I11l'lhwl'l'l'lltl4~~tl\llli'!l (Security Categorization) iMjjnTI~t'I1titriitll;laa'l'nruL'I'Il'I'IItl4mh!l 

tufa CiI.CiI.II1.1't ~4d 

I 

I 

W~Mfj 

-mMfup' 
tIwvlmIe.... I~fj 

.~rm'l4' 

~fj i 

......rw.;...r•., 
: AC-l, AC-2 (1-4), AC-3 (1-4), AC-4 AC-l, AC-2 (1-6), AC-3 (1-7), AC-4, AC-S (1) AC-l, AC·2 (1-11), AC-3 (1-9), AC-4, AC-S (14) : 

AT-I, AT-2, AT-3 AT-I, AT-2, AT-3 AT-I, AT-2, AT-3 
i 

AU-l, AU-2, AU-3 AU-I, AU-2, AU-3 AU-1. AU-2, AU-3 

i CA-I, CA-2 CA-l, CA-2 CA-l, CA-2 i 

(M.I, CM-2, (M.3 (1-2), CM-'! (1-2), 

CM-5, CM-6 (1) 

(M.I, CM-2, (M.3 (1-2). CM-4 (1·2), (M.5, 

CM-6 (1) 

(M.I, (M.2, (M.3 (14), CM-'! (1·3), (M.5, 

CM-<> (1-2) 

CI>-I (1-3), CP-2, CP-3, CP-4 CP-I (1-3l, CP-2, CP-3, CP-4 CP-I (14), CP-2, CP-3, CP-4 

; lA-I, 1A-2 (1-2) IA-I,1A-2 (1-3) IA-I,1A-2 (14) 

IR-I, IA-2, 1R-3, 1R-4, IR-5,1R-6 IR-I, IA-2, IR-3, IR-4, IR-5, IR-6 IR-I,IR-2, IR-3,IR-4,IR-5,1R-6 

MA-l (1-2) MA-I (1-2), MA-2 MA-I (1-3), MA-2, MA-3 

MP-I, MP-2, MI>-3, MP4, MP-5, 

MP-6 

MP-I, MP-2, MP-3, MP-4, MP-5, MP-6 MP-I, MP-2, MP-3, MP-4, MP-S, MP-6 

; PE-I, PE-2 (1-4) PE-I, PE-2 (1-6), PE-7 (I), PE-8, PE-9, 

PE-IO 

PE-I, PE-2 (1-7), PE-3, PE-4, PE-5, PE-6, PE-7 

(1-3), PE-8, PE-9, PE-lO, PE-I1, PE-12, PE-13 

Pl-I, Pl-2 Pl-I, PL-2 Pl-I, PL-2 

PS-I, PS-2 PS-I, PS-2 PS-I, PS-2 

RA-I, RA-2 M-I, RA-2 RA-!, M-2 

SA-I (1-2), SA-2, SA-3 (1,4) SA-I (l-51SA-2, SA-3 (1,4) SA-I (1-10), SA-2, SA-3 (1-4), 5A-4 

SC-I, SC-2, SC-3, SC-4, SC-5, SC-6 SC-I, SC-2, SC-3, SC-4, SC-5, SC-6 SC-I, SC-2, SC-3, SC-4, SC-5, SC-6 

51-1,51-2, SI-3, SI-4, SI-5, SI-6 S~I, 51-2, 51-3, SI-4, 51-5, 51-6 51-1, SI-2, 51-3, 51-4, 51-5, 51-6 

, 

I 
, 

t Jftv~ !f. v v ._~ ., ..__ _ 
'1'14U '\II\JUl'lnNfl011n"MUmr11'11nTI1'1'ltJf!1l'll14JlU l'I11l!,l;uunv,lIl'I I'I'II\J,'I'I'VITI rr rmm 

.,lD,. m''''N'ISKl1nf1ii4 (Access Control: AC) 

@),.,.CiI,CiI n111'11\Jf12JnTILoU1a4i'1mruL'I'I1'! (ItC-l />a:'£!:;s Control Policy and Procedures) 
• ~ v .. ~ _'I! J. v v '" tI

'I.I'IlIll. tJ n."''1'1. 1111 L'I.I'I.I n1'H'I'ltJ,,:IJ n1'WU1"H!1' 1'1\1L'I'I1'I1'I1:IJ\I,!JtJ1!JUutJ'I.I • 'VII'IU I'If'lCl Utr I tJ ".ItUl'l'l'UU4 

1'I'l1lJll'UI'I4t1ftal'lllfJ (Security Categorization) fl\liilm,ti1V1Uflt 'I1tY\J'6'al;l~i'l1':il'IULWI'IIa4'111'1.bfJ 

(iI).I!>.(iI).1!> m1<[\iln11Uf.l!'iI~.ft (AC-2 Account Management) 

CiI.I!>.1i>.1!> (CiI) 'InIfI.tJf1.'m'l. 1t'4tl'WlmJa.ruqfilr;jt'li4'M1l'1..1Ul'11'mJL~1fJ 

http:m1<[\iln11Uf.l!'iI~.ft


m.irl.m.irl (m.m) ~~u.I'I,jqrilqL.u (Account Manager) 


m.irl.m.irl (m.irl) ~~u.I'I'::'U'U (System Administrator) 


m.irl.m.irl (m.m) ~~l.LiIffll;!l'I~'1~'flflmbLmJi (log Controller) 


m.irl.Gl.irl (m•.r) qL.u~1U (User) 

• " ... 11. - " .I.. ,,~ ~. " M( )m.irl.m.irl irl n1'\1Ufl'\1U1V1 flI11h'UJ.lfl'!lfl'U "'Y1~'\II':imtfl'U'!lU\UO"L'!l1"~ mn 

..me 

imm.ne 

1;:ft'U-iutlJ 

n111;;,m 

1'lII1i1 
L'Ii'1ii41« 

'!i!l~1~m' 

L;;1!i4 

fellelU'lItaglf ielUt'lMJ ielUtfeVMTln rltf,'l'U 

flfll.l'ihUloi 
.~ 

i1111110\'!I1m1~'U'U 1!'UJ110Li1!1~1~'U'U ••1!'UJ11C11'IJ1m1W'U 1!'UJ1'O\;n!l~1~w 

M1l!lJL'rIl'ltlJtfllJil 1I1'i1lJI'rI1'I 1I111llJI'rIl'ltlJiI~lJil M1I!lJI'rII'ItlltfllJil 

L"Ul;;Il~rru nTIm1~ tlltfllJilL~~~ifHti'U LiI~1;;!l~ti'U m1 LiltI"lia~iM1lJI'I'UJ 
(Create) LtJflt;;~ m1i~fh 1Ut::~1Ut 1'I1'l\1I!W jiflll 'UJ mI1il fI'l'UJwllPl'!lw 

(Enable) wi'l'IJ (ModIfies) ';:1J'U1!11I!lJL'rIf'I'IJ!l~ \In\la~ ial;jIl\l11\1' ,.,!anuiltllw 

!lflLiin (DIsable) IUt::llti ,.,1l'ltl f1!lmL9I!lillJ1::W 1I~1I1~ 

(Delete) 1i'll~';;~1lJ if1'lIlJL'rII'I'II!lmm!l 

';:1JtlII1'i1lJL'rIl'I'IlfH~~ 

"'<I: '!IIJ. 1iJ L1111'1'II01' ,.,!il 

Li1ai1f1"l11J'il11;fu1l'UJ 

Imi\\1 

- '::tltllI'liflJl'rII'lII'UJ/mi\\l'!lfH«'IUtUII!~';; - ';:1JtlII1'i1lJL'rII'I'Il!l~ 

- 1::WIl1'IM"'l'Ifl1lJ1l1'ii\l'!lil~~~LLfl'lMJ \I1l'l!! 

- '~WII111!lJ\'rIf'I"'UJ1111ii\l'!lfHi~LLriIll;jI\~11\l't'lilIIih\lllEl~ - '::tltlil111!lJ1'rIl'I'IlfH 

tin."''''. 

Gl.irl.<il.1!:> (m.m) qL.u~1U U'lJM.'UO.\'I\'I. Ilifl~toU~1U'::'U'Ui11'mAL\'If'I 

'!lfl~'\II,.btl t'\1lJ'U\'I'U1'Y1 '\II,hil fl11lJi''Uiifl'!lfl'U 1'"qth::i1~fi"'lJfl~':::'U'U 'nlJ'ltJiiumii~'\II~flL~MU1'nJW 

Gl.irl.m.irl (m.l!:» ~~um:MJ U'IJPl.'UO.mI. ~mi1U.'l.MffiiwM~1U 
1 "n" " 1 _.'" ".I. - ::':i::'U'Uil1'ilUL Jll'Iu.l'lt \ '\III;! '!l~1IJO'fln'!lfllJl'Il'I~ \ uu. 'U'Unfl':ilJ L YI fl"'n~ftfl'U,,\'I~U.l'ltfl1LUUnT~"1lJ'lJU"flU 

n1'M'Y1tLiitllJqL.u~1U 

Gl.I!:>.OI).1!:> (",.m) rr~u.II~:::'Uti U1III.tlO.\'I'Y1. ~tl~~;:'I{~tlUI\I;J 
'liqLii~1UU.t10tiUL~U'1t1'lfll'lfl 'bi1l1.ftflutiu 

<il.I!:>.<il.irl (m•.r) ~~U.fl':::'U'U U'IIIII.un.\'I\'I. ;;fl~"'1~i1fl'UU.fl::: 

lJfltl'\lllJ1Val'l~ t Ufl1'~Lihfi~'tuutiL'\IIlJ1::ft1JtiU'\llU1v(fl111Ji'ujjfl'!lflU'IJa~1!li~1U fl~h~UflVIl11Jvlri1'\llUfI 

tuU'fl <il.I!:>.<il.1!:> (1rJ) 

/m.I!:>.<il.1!:> (m.&:) ~~U.fl.•• 

http:fl~"'1~i1fl'UU.fl
http:U'IJPl.'UO.mI


-b

.".~..".~ (,".cr) ~~u.il~tUU u'IIl'I.un.VlVI. 'IIfJfJ'LliliitJQI~~i'~1U 

LtJUtl1vlTnmUtin'tl~"fJijfJ'LjiliitJQI;)~~1U ~~;j 

1:WeI11ft\1l'11f'1 IfI'IIil4'IlMl «~lIIImru «ilIjiiiIN ~~ 
00.'l1'li. 

- ti'flm~U'U1!'I;8'1h!! MISlC"I 

- U~n1111'1~8~1UMj1!! UfI.'II'II. 

- 11u\d UfI.'II'II. (rtarf.ml.th) 

- 1=W~1'11fi~'11'1i'111~Ul'ln'lI!W 

tJ1~'llI, 

- 'lIMJi'~!!\"'U!lf UfI.'II'II. 

un.mI. 

UfI.'II'II. 

un.'II'II. 

mn!J~ 
fuiimlw 

UfI.'II'11. 

I'I1U'1'I111 

1'111.'11'1111 

IIlt'll'l111 

i'l1!.'II'111'l1m.i1!J ..~ 
'llru~mI!lU 

f'I'IItI. '11'1111 

~n.I'II'I.'II'I111 

'ilfI.M.'11'1111 

~n.l'li'I. '11'1\11 

• .. 
'II'II.'Il'U1!J'II 

i'UNmI!lU 

mJ.f'I'IIU.'II'I\11 

~n.I'IMm11 

'ilfI.I'II'I.'II'I111 

'ilfI.i'lI'I.'II'1111 

'ilfI.l!i'I.'11'1111 

mJ.f'I'IItI.'11'1111 

U'IIIII.00.'l1'li. 

- 1tWIM!l,j,!Jil1!Jl'11 .. .. ~ - 11'I1~1W'II'!Jil1!1 1J 

- f1'UWI;lIIil1!! I'll 
- I~U\'IIfrtte~!J 
-1tW~1W11!JI'II 

'II'!!1'1.Ufi.'11'1\. 

'II'IJIII.UO.'II'11. 

'l1'li111.Ufi.mi. 

'II'IJI'I.UfI.'II'11. 

fl8~ili'uilml£lU 

ClOmn!! 

ClO mn!! 

CIO 'IIli1!! 

ClO 'IIli1!J 

ClOmn!! 

ClOmn!J 

fI!l~~fuNfI'!!!lU 
fI!l~ili'uiiPl'IJ!lU 
CIO "Y1!J 

fI!l~fuiiml(lU 

Clomn!J 

CIO '11m!! 

ClOmn!! 

CIO 'IIli1!! 

ClOmn!! 

" w • 
.".~.<I).~ ( '".b ) I\l~u.il~UU '11'111'1.un.VlVI. 'ilflYi1u.iltII.'ilflLfJ nt'l1~ 

.. ";" '" .1' _.1' ~ .. '/."I.!' .. ..,.'{ .... w - 1."1" 
'VI'~fJn ~VI u."ft~L'UUil1Vn n'tltl.lvfl,!;11 '\II u.n ~ I'U~1U L'!'IfJ u."ft~ fJ~"VltI u.ilt'\llU1V11'111lJ1UUfl'llfJU'llfJ~I\lI'll~1U 

t um1L,j1ii~'tUU"11"UIVII'! ~~~!l~1'I1fJUI'I,,!lJii~ulVU1VQtJu;j '1lJ~~fi1'\IIUfIt '11~i'~1Uil~U1lJi'UVl11U 
tUL!ln"11~~n~11'111lT~'il1nm~';1f'111lJL,j1t'ilu.lh 

<I).~.<I).~ ('".~) ~~u.m:nru 'U'II1'I.un.'II'II. tJuiinu.fl:WflLilu1im,jfl 

" G).~.<I).~ (~) n11VnLiifILiinfJ~QI~~i'~1U (User Revocation) t'l1ii'liuflfJU 

<I).~.<I).~ (~.G) ~~~ 'U'IIfI:un.'II'II. mLOUfl1Wf1liin (Disable) 

'\II~fJflU (Delete) ,jQl~~i'~1U1::UUIl1'IIULVlI'!'II!l~mhv Lil!lfl1!lfJn LtI~VU,{1u.ml~ lfJu~1v ~U~I'In11~1~ 
lfiviin1,,juVin'\ll~~"iiLtJufl1vlTn'tKllan'!;1 

<I).~.<I).~ (~.~) ~f~1u U'IIfI.un.YiVl. u.~~L;;wt~~u.fl,jQl;)~.u 

(Account Manager) VI'1U Lil!l'\lllJflI'I11lJ'ihLtJutUn1'H~1U,jQl~~.u '\II;fJu1fJ~fiin1'LtI~VUu.tlil~'\II,J1il 
1'111lJi'uilfl1!!lUmfJLilfJrJn1'LtI~VUu.tlil~fI!lUn1WilVil~1ULn\ll~U 

<I).~.<I).~ (cr) I'll i~~ 'U'IIfI.un.'II'II. u.ilIM!IYI'\II1'rl"mnm'llJ:li''I.II'mIooMv 

1'ilLUfJi '11'111'1.un.VlVI. ;;flfl1lJn1' t i'~1U,jQI;)~f~1U':i::UUII11I1ULVlI'!'II!l~ml1VfJ~1~"!lLil!l~ 
<I).~.<I).~ (Iu) n1':iY1uVl1uilYi~,jQl~~f~1U (Review of User Access Rights) 

http:LtI~VU,{1u.ml
http:tUL!ln"11~~n~11'111lT~'il1nm~';1f'111lJL,j1t'ilu.lh


-gj

" .,,..t. ....
Gl.i!>.Gl,i!> (b.Gl) f;!~~"I::\J\J tI"tI'WO.'VI'VI. 'VI\J'VI1l«1'V11l01"U"tI1t:H 

WIlr;I"tirna~_!J (j) I'If-lli1 maLilaiim"lL'Ilii!J\ILL~.tJ~'lI ~o LtIiI!J\I,j1LLml~ '&:ru ihv i'!Jtlflfl1"l4'~ 
G>.i!>.Gl.i!> (b.i!» ~~LLII'i::\J\J tI"tIIIl.\JO.'VI'VI. 'VI\J'VI1t1ii'VIRi1\111\J 

u'lI~il~ii~'VIij~~ (PrMlege User) 1"!J~a~'VI\Jmtl~1!J1'I1111g~1I10011ili~1t1..t11'll 
" .... ____ .!O.t. 

Gl.i!>.G>.i!> (b.CII) f;!~~W 'U"IWl.\J0.'V1'V1. 'U'l.MO~H '''~'1J1'r'l«I'VIll 

LfltlIl1!Jao'HflJam:f'i L Vlat ii1.tlO1'illl'i1~lIa\Jttlm!J\II«~Piattl 

(j).i!>.G>.i!> (gj) ~~LLM::W \I"tIPl.\JO.'VI'VI. t,j''l~WII1'iIl'UL'VI!'ILVla;)flI'I11I01''1t1lrn 

"tIS~U'lIoil€l1I~1'U'i::WIl1'iIl'UL'VI!'I"tIa~\II1l1!J !JoI'i1S~1~L'II'U \1110'l'lUl1U'll;j r,it i~1'U111ii1'11111LI'I~a\l1\111 

Lfl'U'i~!J::L1111 III L;is'U tl1'l::\J\J'i'i1m'lLL,j~L;;s'Ult16~~~LLIIU'lI;jr,iti (Account Manager) L~sfi~1'itll1 

!Jmfio {Disable} \II;8I\\J (Delete) u~ili~1'U~mh1';slt1 Lfl\l~\I 

Gl.i!>.G>.i!> (..:) ~~LLII'l::W 'U"tIIIl.\JO.'VI'VI. 'i'i1m'i,f~fhr'U\II1I\IIa1f.!i1\111\JU'lIoil 
rll11~1'U'iI:\J\J1I1'iIl'UL 'VI!'I"tIa ~\II1l1!J t1'l1:Lil'VIU'lIoil,J1f'1"111 (Temporary Account) \111 atl'i tLil'VIq mfl'U 

(Emergency Account) mh~8I'1L'U1I" 

G>.i!>.G>.i!> (,,) ~1\l~"ItW U1111l.'U0.'V1'V1. ,.hm'l!JoLi\o (Disable) malI'Ll (Delete) 
... !!! ~ II I ...z • "L!- ..J "I ..l I,. ... _ , 

'U'lI'U~1'Ifrn'itWII1'iIl'UL'V1!'I"tIa~m.t1!J 'VI 'I'I'U11 blJlJ f'l1111Lf'l1I a'U\\II1l'11lJ'it!J1:L1111'V1\11'U1!J01m.t1'l \II'laLn1J011 

b LilS'U ;f'Ufltrl1"1tVtL1111tl'l1!a!J011tru 
tI 101,.,111 ........ 


G>.i!>.Gl.i!> (Glo) ~I\lLLII"ItW 'U"tII'I.UO.'VI'VI. 'i'i1m'lpj~f'l11\II"::U'U1I01'lLL~~Ll'la'U 

lt16~~I\lLLII.ua\lIl~'i1;)'li'lslJii1LIII'J'i (Log Controller) t'Un"Iaiiiiim'iIli'1~ (Create) LtJI'IH~1'U (Enable) 

LLm"tl (Modify) !JoLi\o (Disable) \111SIl'U (Delete) U'lI.u~i~1'U"I::WII1"18'UL'VII'I"tIS~ml1!J 

) .. .• "·t" .. :..In ....G>.i!>.Cil.i!> (GlGl r;~LLII"I::U\J tI"tII'I.UO.'VI'VI. "ll1m'lI'l~f'l1 \II'U'lI'U~ 'lfIllS~SSO 

;)1n"1t'U\Ja~1~aI'l1'U~ \1110U'lI;ir,itiii'~Oft11L.u1~1t\J'ULL«1jjl"'iiii~0"I'i1lt\ll 'I !'I1lJ1t!JI:L1fniiti1\11'U1'I 

(InactMty Logout) 

G>.i!>.G>.1ll m"lf'l1'U~lJ011L;hii~Lf'I;S'I.h!J <AC-3 Network Access Control} 

G>.i!>.G>.1ll (G» 8II.mm l'i~thm.t!II1II'U'IJII"I"L~i~'lI a~_!JtI''l::08'U.r1!J 
1IM.JI'IElIJii'lLlllm LtI"lLLn'ilJtI"lI:~O,j ;)I'I\IIlJ1!Jii~o'VI"ls\iml1t'U'ULf'I;81i1!J 'iI:WLf'I;SVl!Jli'81!J iitlL'VIsidll11 

maa'U'VI"l1Lillll ;t"I'iS~ii01'it,j'~uU1'Uui01'iLf'I!mi1!J"t18" 'U0.'V1'V1. ~tfi8~01'if'l1'L1fl1l01'iL;hii~ 1I'I!Jt~~~ 
L!I'I'I1::01"ltiUuii~1'Ul\1\11thii LLlltPi'S~ll'i;''U1'I1111L~ 'U'II8U;)1 O~U ~I'iuu'lI'lf1"t1a~\II1l1!J~1\1L,j1"t1a~1::'U\J 
~ .__.. 1/., :: II !'J .t.... 'if:"1 t 

L1..MI'1!JIIO'tIWafM 11lJ'VI~l'Ia~'VI\I'VI1'U"'VIlI\II~01l11S!J1~\lS!JlJlI:: Gl 1'11~ 

Gl.i!>.Gl,CII (i!» il{~1'U~~L-61ii~::W81'i8'UL'VII'lYiLLPiLfi~ui01"lm"'i'mI'\.I'lI11'1 

•• ,.'t. .. _---"-J! ,,",U .,j. h ..._.....
Gl.Io.Gl..... (....) O1W"UfJtIIII1'4!'1!'fCf" ....'».II'IInlI1e~1l"l!lUm \V= AJrtr,uelB'lliltiCacatictiOl:n, 

for External Connection) jH;e~,m~~;f 

http:Gl.Io.Gl
http:U"tII'I.UO


- d

1il.l!>.Iil.1iI1 (1iI1.<il) qLf~1t1;ril41'itlij'tlpj1~l'Il'Ift (Authentication) 

riiltlLoU1tf41t1Lfl;il",h61'I1":n,'ItlL"I'I'11il4 un."". ~1nm6t1iln ;1161Gn1'unllil ~~.")l1'i 01)11.191 ~J!i14'1iil6 
;y t ~, 'tI"tI'lznilU~16'11U"ilU~4"8~ tI 

~ 

1il.l!>.<il.1iI1 (1iI1.<il.l!» i'\J"'l1u1iU"iltln1'n.u1tf~1t1 .. , 
LI'I'lB'lI16f11'lflUL"I'I'11B4 un."". ~1nm6UBn 

<il,l!>.Iil.1iI1 (1iI1.<il.ml1'iufiuPi1'lfll'lftn8ULoU1tf41U 

<il.I!J.<il.1iI1 (1iI1.1!J) ~Ul)111 ;;B~n1'MtI"t-Mii1l1"'ln1'iVl14LVlflUI'I 

t Un1'l1'l1\Jl'j1ln1'lL"fht 06~1ULI'I;B';16f11'lflULVlI'I'II~ un,VlVI. ~1nil16Uiln mh~u86t1'itniluii'16 

<il,I!J,Iil,1iI1 (1iI1.I!J,Iil) .ril~iin1'lt06~1ULthLl'Il'Iilftilii 

n1'lLoU1n1~flOO~,rUI'I~l'IiI'6 ,y.ni;;il~'W'liil6f1"h TlS 1.2 -mil f.E5 -mililn11 

.,.,I!J,.,..1iI1 (1iI1,l!>.I!J) ;;~rm1'i'U!iuA'1'Ij1'lfWJ'06m 

Lflmlli'lMl1LiM;t'06~1Upj1~~~1IIam'l'l06_1U mm1'it06l'DJ1iVlmi~ -mm1'it06 User Token m06LV1I'ILUW P!<I 

) "'" ...... ., II"'"<il,I!J,<il,1iI1 (1iI1,Ii?IiI1 "~m'l\l1JV1fl'!1eytn1'iL'II11'l1 

LI'I;8'lh6f11'lf1t1LVll'l'llil~ un,VlVI, ~1nm6UBn LLflt~~t-M l'I'11U,VI.,,11 L;jilPi1LUUn1,LlJ1'lZ1~LLfttl'l'1~tu 

L"'f!n1'lflliI'W?i~tI'lt~fl 
~.If ~ ~ ,

()<il,I!J.<il.1iI1 1iI1.1iI1 1'I'11\1,VI.",I'l 1'I~1H1'Z1~LLflt91'1~~\JL"'l'In11W• 
iI'W?i~tI'ltfl~I'I'tln1wiht 06~1ULI'I;B'th6~1'lflULVlI'I'II8~ un.VI". ~1nm6t1Bn 'I'I;811LL~~L;i8t1t -M fI~.VI'M1'l 

<il.I!J,<il,1iI1 (<iC) mTIt'l~tlmfll~mh6 (E~ Identffication in ~ 

tl1 fI~.""'1' ti~flmJ1!JLft'lliB?i OP Address) tl1l1'~tln'lW'91'1 ilL;1illl,j88~II'\I'ltUULl'l;il'Ii16L;jiltl1m1l1'itl 
,z'lii~~tJn'fllLI'I;B';1mftliii'il~h~Qnpjil~ tun'tiiiI'Wfl11111tlt06"'1I16Lft'll'lBmUn1''lt'lii~~tln'fllLI'I;B';1!J 
iii' t mw1l1!JLft'll~tln,fll (MAC Address) 1un'''t'la~t!tln,fllLl'l;B,;,aLLVlu 

1il.1!J.<il,1iI1 (ttl mnlMII'1.J'I'roimitfa,mu"~B\JLLftztJi'uLL,j~ZW (Remote 

Diagnostic and Configuration Port Protection) tl1 flfI,VI.,,'1 1'I1UfJlIn1'iLoU1a~'I'IBil'lm06if1"'i'UI'l11~flBU 
.._,'" j ..;; lot ... ... ... ~ 

LLft.nJ1ULLI'I~'tW Tl4n11L'II1tl4V11~m6m'l'llLftZV11~LI'I'il'll16 fHtI 

<il,I!J,Iil.1iI1 (ct.Iil) ,j~~oUUrt~~'M1'1WB'li16 
1Il.l!>.<il,1iI1 (C,l!» UI'lfYl'l"t06-mmBl'l'l'U!'!1If11'iLoU1iimaimnfa,mu 

ffl1~~ilU ~~U~4 ~lmfmlJi'Bv~tJlI'ffltatL11l1L,,1YI~1L{JuL~6;;MlJi'i'UfYl'l"Blf'il1l'l~1n~i'uil~B'U 

LWfl1ali'n'licl~n~ 



-1Ii

1I).1!l.1I).1On <Iv) m"lLLI.i~LL!Jmf'l;G~h!J (Segregation in Network) I'll i'li'I.'Vl\11"1 

'Vl1m"jLLI.i~lWmf'l;G"tha ri1\1iumill~.u~11JG~1.ruGa.r~i1' 

1I).1!l.1I).1On (10. (1) nqlI'11G~"j~UUi'l1"1i'11J~'Vlt'li!i'l1111"1UL-b1ii~1~ 

~l1nma'UGn LLfI~mlll'llG~"I~UUi'l1"1i'11JL'Vlt'l~i'l1111'H1L,j1ii~1~~Q'II1~'il1flfl1a11J 

1I).1!l.1I).Q1 (n) m'l'f'm.II'JlIn1"lL~mniavrnIl'liEl'li1!J (Netv.ok Connedk'Jn Control) 

1Wlm"l1'l1u"lllm"iL~GlI,ja'Vl1~LI'l;a'ha ~~i1' 

II) .I!l.(1). m(n.(1).m) ~~LLfI"I~UU'llG~ 'U'II".un.'Vlfl. 

i a~1.lr\J'lJ\ ~ Lf'I~G~f'lall,"1L"a{ 1";L;j 1Jl1.l"111f'1a'UT! mnm"I'11''Ui1J!11J~ ~i1 f'l1111 ~'UIH1.lflGfli1a 

(Secure Baseline Configuration) "1~a 1I).1!l.ct:.1,I) (1,1) 

....I!l.....IOn (n.....":) Fl'~LLfI'n:uU'lla~ 'U'IIfl.un.fl'Vl. 

L~allfla~I'l~G~!'Iall';1L"a,Lob1~L!'I;a'll1V MIS \1;a C41 '[flat 'I1ilm"l1i'Ua'U9i1~f'll'lfiL~aL"1t -«~1'ULf'I;a,ha 
"111ofia ....I!l.n 

1,I).1!l..... m (n.l!l.m) Fl'~LLfI'nuu 'U'II".un.'Vl'Vl. 

1.lfu1.l1~LI'l~a~!'IGlIill1L"an'l1LfJoul1.l"111 Security Baseline "111-00 CiI.I!l.ct:.1,I) (...1 

1,I).1!l.....1On (n.I!l• ..:l Fl'I3LLf1~uu'IJa~ 'U'II".un.flfl. 

L~aliiaLI'l~a~f'lGlI'il1L"a,Lob1~LI'l;a"li1a'lla~\1"bv '[fl at 'I1ii m"lll'Ua1J9i1~l'll'lfiL-w'aL,,1t -«~11JLI'l;a"li1a 

"111obG CiI.I!l.n 
*'.. .. "I" .. I t~CiI.I!l.II).1On (n.1I1l n1"ll'l1\JfjlJn1"lL"tI1Mma~"tI~'lUU'I'i81l1!J M M.'I1'Im 

~ 'U'IIPl.un.m'l. ~a~;;fli~~1-«mIlJ'I~~LW'hmi1!Ju;mw"m"j (Domain Controller) LTlaU;\11"Im'nob1ii~ 

..natfn'ULI'l;a'li1a'lla~\1'lha 

http:1I).1!l.1I).Q1


GI.lt>.GI.1Il (<i) m~f'I1'Uf'\:lJm~~flU;1ml~U'I;(),j1tJ (Netwolk Routing Control) 

l Wjm~1'l1\1f'j:IJ 011iflL';U'Wl1~\lULI'l;(),j1tJ L ~()l ~m1L~a:IJ,ja'lla~l'la:IJ'W1Lllla{ LW!:m,ii~~hum()l~flL1tJU 

'II(),w()l;jfl~;()f'l11f'1UL'Wlflf'lijllll'l~()~n\lLLU1tlli,mm~1'I1'U"l:IJ01'L~1n~m()m'tl1::~0fIi'loU~1ufl1:IJm,ii'il ~~ 

<i>.lt>.<i>.1Il (<i.GI) t.'It.'I.'WI~1' 1'l1'U'1:IJl:IJ"hiYl'1n1,L tlflLC4tJn1,H 

~1tJLfI'IIlafi OP Address Plan} 

(J).lt>.(J).1Il (<i.IIl) t.'It.'I.'WI~l'.i ti1~lIIfl1'1~01,t.gL«U'Wl1~'UU1!:'U'U 

LI'l;ij'lhtJ (Network Routing Table) 'UUf!tlO'W~IIIL«U'WI1~ (Router) m()E!tlo,WO'.i!:'il1tJ~'ll'll1M~fI 
.. .'1'>! r.'I ~ , ~ 1A' v ~.... ~ '.1 ••(Layer :3 Switch) L'ImlJ~I'I'U1;t ~'II~lU I ~t.'I1:IJ1'.i1WDLf'lU'WI1~LI'l'()'II1tJL'II():lJlllml'l'.iij'll1tJufl1tJ'WI1~C41U'II()~'WI1~ 

ilti1V1ulII11' ~;()i1nl'l~mU01':itf'U~m'.iLI'l;(),j1tJmfii'tJffij'll1I11L'Ih'!u 

GI.lt>.<i>.m (<i.tt) M'U.'WIVI11 ti1V1ul'ltWjm'lfE!tl01tu''IIi1ijfl~ 

L~aI'l1\1f'j:IJU;U'Wl1~'UU'::\I'ULI'I;ij'!htJtWjI'l11:IJl7UI'I~tlflafllitJ 
• ~ t"" ... ... I<i>.lt>.<i>.m ()<i.1f f'lt.'I.'Wl~1' 'il101ll011 'IILt.'IU'WI1~'UU'::\I\lLI'l'.la'll1tJ 

'il10fltlO'.iWI'la:IJ'W1LlIIijimffiUltl6~LI'l~ww.i,j1tJm~'U~01',j~, 1IIItJ01'n~a:u,j()L~1~U'I~a~w.i,j1~mn01' 
Litij\l~Vl11 ~1II0111::'U'Uliti1V1UflIQTt1::'I!III~:IJ1tJLfI'IIlijW'IIij~~~LLfI,::\I'Ut.'I11t.'1UL'WlflL'Vh'!1.1;/t.'I1:IJ11t:IL.g1~~ 
LI'I~a~w.i,j1tJtWu~01,'!u\fi 

<il.lt>.<il.m (~) 01'1'l1\1f'j:IJ01'L'li1ii~'::\I\lLI'I;(),j1tJHft1tJ (Wireless LAN 

Access Control) ll11tJi'iLLu1tlfi\lfi ti~ 
NI.-!" .,j ... .. .. • t~51'

1J).lt>.<i>.m (~.<il) ';1."O~1U'Wl lIIa~01'L'II1(l~'::\I\lLI'l'()'111tJ 'lft1tJ 

~ \10.,.". 'il::"ooi1fmM'WI::Lii~uti~'JLLmtW LLfl::fi~Vfi'tJ01'.i!l'ljim'il1O 'il0.M.'WIVI1'.i m~~TuoouvimtJ 
mh~1~Ufl1tJeiO'l:lW.r0'\;'.i 

~ "...<il.lt>.<i>.1Il (~.lt>) I!;I~LLfI'Ij\l'U \l'llfI.'UO.'WI'WI. fI()~'WI101'fI~'WIIjL\ltJU 

ti1~lIIil'Wl~Ifl.g~11.1 t1.101'.1I'liln~'::'U\lLI'I;(),jl tJtit.'l1tJt~L~:lJ11jt.'l:IJ i\'\lml,il1'l1l1J i'\JiJ lII'IIij\J t 1.101'.itlli,m~1U 
, ... "... <II. "" ..I ~..( .... , ~ lJ"x II " ... '" o aUL'II11'11':i::\I\JLI'I' ij'll1tJl':it.'l1tJ ''l:IJTI ~'Wl\J'WI'lUa 'WI601'lL'II1MatJ 1~t.'I:IJ 1Lt.'I1Ja 'WI ~U 'il::flij~11II '\Ja~'ll11!l 

'il10~~LLfI'::Wfll:IJI'I'l11Ji1L~utU011toU~1U 
... ... ~t ..

<i>.lt>.(J).m (~.IIl) I;t~LLfl1::\J\J U'IIIII.\JO.'WI'Wl. lIIijl"101'fI~'WIIjL\JtJU 

f/tl01ah)0,nm-!i;;lIIfiij'.i!:WLI'I;(),j1tJ1;t.'I1tJ 
.. .... . ,

<i>.lt>.<il.1Il (~.tt) I;!'JLLfI'::W U'IIIII.\JO.'WI'Wl. flij~01~I'lPl1LL~U~ 

nm'MfltlfmUrn::'il1~t:\It:U1tu (lMreiess kJ::ess Point) t,xLWJ1IjftlJ L~aL(JUfl11I'I'IDfI1Jw'1.,xilt:\l'll1~tJmru 

~'llV1f1a()o1tlUijO\J~L'ltum-!i~1u 'n:IJii~L.;j()\l()~nu'bJti~'Irl'~;jftl1J1'mf1~~LLfI::I'I'l\Jf'j:IJf!tlmtu'lIi 



1§l.\o:I.I§l.en (~.cf) Ij~LLa'::\I\J 'IJ'IlI'l.\ln.'Yl'Yl. LLa::'lJ1~'YlWl,fn'lfi 

f'l1111,r'IJf'I~tlt1a~tr~1~L\Ja{ 'IJ'Ilfl.\ln.'Yl'Yl. fia~;111ti'IJ,f~l'h~tln,rum::91~i'll'll1W (Wireless Access 

Point) t mif'l1111,t'IJI'I~tlt1al'ltr~ath~,ja~tI'::ntl\lt\'1~ fi'~d 
1§l.\o:I.I§l.en (~•.r.I§l) Lul~Ul'h SSID (Service Set 

Identifier) ~~nthmAI'lL;~hJl'h,f~,j'IJ (Default) 1I191n~,mPl'li'uYI 
\J).\o:I.\J).1Il (~.cf. \0:1) aYlLI'lPlLiH1ILl.1'fw~~tlmru 

~ 

1§l.\o:I.I§l.1Il (~.cf.l£) fi'''';~tlmrum::'invi'll'\!1W 

Lm.jj~1'IJttl,11'lI'lat1 WPA2 L{Jutlth~,jtl~ 

1§l.\o:I.I§l.1£ m'Wl1'Ufj1lrmL;;1~~Uiln1'l (AC-4 ~ng System k.a!5s ControO 

1O!.\o:I.I§l.a: (I§l) n1'n1'11UI'l,rUPltl'IJn1w~UilL~tln1'Lf1H~1'IJ~,t'IJI'I~tlt1tll'ltr~ 
m1L;;1~~::\J\JtI~UilnT~ 9::t\'tl~1'I1\J"l1l1fl~LI.t1fl~16m'!i'lJifufi11'l'IJ~ri'UI'I~tlt1afltr!J Lfl!Ji'iLl.1J1~'ii fi'~d 

1O!.\o:I.\J).1£ (1il.\J» n1':IL'U1t(~1U (Secure Log-on Procedures) 
•

~;;~1'IJi/itl~fi'~tN:M,::wtI~Uilm,ilm'v'IJ6'IJfi'11'l'IJrimlLflL;;~1u 

I§l.\o:I.I§l.a: (I§l.\0:1) m'L;hii~LLa::n1'1'I1\J"l1lLIit1J11n1'vU if'IJ~11'1'IJ 

L:M "''''.'YlWl' LLfl:: U'IlPl.\ln.'Yl'Yl. fia~;ifl,f~L1.fl::t;;~1'IJLI'I~a~LUi'/1~'/1!J\J~'I1T~9flm' (Domain Controller) 
.. - "... - • , • '.". .. ~ ~ ,.~..., "'.1/ ,"1<1LYla\l1'111,m'L'Il1(HLf'I'MI'la1!Yl1LI'ltl'JW.uI'lJ1!J LLfl::n1mAfI.'1111 m'!J'IJ~'lJfl1I'1U .1'1 r1\J1;! I'O~1'IJ'::\J v vo,J \JI'Im, 

'!Ja~Lf'I~'ENl'la1l;bLl'lai 
1§l.\o:I.I§l.1£ (\o:I) ii~9ULl.Il::V'lJti''IJ,r1PlU'Ila~~(~1U (User Identification and 

Authentication) 11'l~ilLl.1J1~Uil fi'~d 

.. ...." t"·\J).\o:I.IO!.a: (\0:1.\0:1) I;!~LLIl'::\I\I 'IJ'Ilfl.\Jn.VlVI. l'la~n1n\J~LLfl '1111 

n1'fl~VI::L;j!JU~;;~1U'::\J\JtI~~fl11"lIa~LI'I~a~f'lari1Ll'laflu'I1'U1!J n1lii~m'1'I1111"l1ln1'L';1ii~ LfI~t:M 
",afll'l«a~ti\Jul!J\l1!JQUud 

\J).\o:I.I§l.cr: (en.Ci) ~~LLfl'::\I\J 'IJ'IlI'I.\ln.'YlVi. "'a~9f1'th.ntl9f1L:Mil 

'::\I\I\J;'I11'9flm"~,,,ei1'IJ~"'1111'Clvi1~1'IJL'ihlfifltl\J (interactive) t1;ailm'ni1~1'IJt utinmu::aPlLw'ii 

~~Lta"am'n1mAfI,m,ei1~f'jWfl1Y1 
1§l.\o:I.I§l.cr: (1Il.\o:I) ~~LLa'::\J\I 'IJ'Ilfl.\Jn.VlVI. 9ia~n1mAflh1~f~1'IJ 

t1~U111t 'IJLtlflt11'L-Ra LL"'fI~ilVl~ LLa::'\1U1~1'I1111;\lill'l'lltl\J'lltl~~i~1'IJt 'lJn1'Loi;'ii~'::\J\I"'1't'lULVlI'I'!Ja~mh!J 

http:1�l.\o:I.I�l.cr
http:J).\o:I.I�l.cr
http:1�l.\o:I.I�l.en
http:1�l.\o:I.I�l.en


6!.l!l.6!.IC (..,.<1:) t!li41U;re~"e\l~uVun1~,;ri'un1aIi1u 
~ ~~ ,~.... 

6!.l!l.6!.IC (..,.b) 1ij~1J.i'l~I:W ~.\ln.~~. PI~~PI~~I:\l\l'l1'1111'H 

t!lfnua1:U1~ClLtl~uu~i1.'t1i1U;;'lU"u~e~L;; 
" *""0_",,() 1i;!~u.ft~I:U\l UUPl.\In.'I1'11. Ple~1II1~wm':iL"b1':iVli'l6!.l!l.6!.ct ",.g# 

iie2;jfl,iftIi1u iMuHlu':iI:W1.'t1':i1.'tUL'I11'1'IJe~mhUeth~L'I!:U11:1.'t:u 

6!.l!l.6!.ct (..,.~) ~tju.ft':iI:W u'lJPI.\ln.'I1~. ;re~fi1'I!UlIItit!l;;~1U 
~ ~ 

a1:U1'Cltdl1aIi1Uil""fl1I11t~uiLiiu '" f'li'~ n'Uilrdt;;~1Uii:U""l1i'1illll~iiU '" f'li'~ ':wlIie~':i:r\ln1':it;;~1U 

1J.i'l:t!l;;~1U;re~~1~~e~"be'l1ali1Ut~~1n~tllJ.i'l':W"be~'lU 
<J>.l!l.6!.IC (ct) n1'i';;~1ultl,u.m:ue"{ltl'i:tuw (Use of System Utilities) 

( )" .. ..(~.u £ .. 
<J>.!!>.<J>.IC IC.<J> I,itju.mtW ~.\ln.'I1'I1. Ple~~nfl"~!in~~'lI1C1~ 

lJ.i'l:~vtte~mfl~:utun~8\j'lfl'llmfhhwmJrnmn:wwlworl~f'lembLlllei~e~mulumh~ 
6!.!!>.6!.ct (ct.!!» ~~IJ.i'l'i:w U'Ilfl.un.'I1'11. "'e~ClefI{leuttl'iu.n':i:U 

, ...... ..... n" " 6!.!!>.til.IC (ct.",) IUmW'l1:Uf'l'l1l.1~1~lJU Ii;! 'IlnUPle4'IJee'll'll1P1 

1i~1ultl,u.n'i:ue·n{ltl'i:law"ltl!)'4«tllJ.i'l,:w"be~'H'hv 
<J>.l!l.<J>.IC (It) n1''I!:uftL'lfl1lf~1U~:\l\la1~i'lUL'I11'1 (Session Time-Out) 

'\'. u < '·~".l'I .......... I<I-" '" ,,,, .. t~ ..IflV~nlflW'rtf'l'l'lVQll,'lft1I'1l. 'H,uvv"1l\lPlm'iWm1~L'lU~1fln1':iI'll~1UIU':i:U:L'l"1'HU~ 'Hf;ltjU."':i:U\l 

~iMJ1':i::W met!l~1u mn1':i~~f'h~~el\1~jjm':ilf~1U':iIjUU'lln~fl1"ru ",~d 
U'mtImI84f1'l1~8MII 

.':iI~J11l' 
U1:LIlmI8-1"'l1I1INf1.nlaeW 

• ':iIivtrn.lnft'-I • 

\I1:LIlmI8iIl'l-nutu..wa8MII 

",Aiulll'l-lmfl" 
'bJLnl.l <110 1.11" 'bJUha 11:>0 1.11" 'bJUha (1)0 1.I1fl 

til.l!l.til.IC (b) m':ii1nfl':V::L'lfl1fl1':i~~e:u,je':lI:\l\l1.'t1':iau~'I11'1 (Limitation 

of Connection Time) 1I1lvfi1m.IfIminLflam1un~-;hnl1l':i::u::L'lfI1~L~e:u,j!l'iIMJtlij~n~ 111«tllJ.i'l'ltW 
:'..Ii. .. "". ~ • :;. "'" """.. ,,, u·" , . -.A)/__ ._ ~ ;r
'.1"MJ1':i::W 'H':ier,tI'IJ~ ~1m':iPl4fl1L"!lI'HI,iI'IJ~1UiI1~al'IJnUIl'IU1U~i'/1li mVIU':i::V=~11:l1'Y1ml'l1.M I1I~U 

U':iILnMfl~flWftflNiIl U'I=LnMfl~aflNiIl WLnMfl4f1'l1111iufoH\1ftfltlnfJ 

.':iI"~J11J' -'I"..tiVI.I11Jfltl14" ",ttl'",un<Qft;fI'It 

'bJUha i!:><£ flw~ 'bJ1.ii1.l M flw~ 'bJLnu b flw~ 

http:til.l!l.til.IC
http:J>.l!l.<J>.IC
http:6!.!!>.til.IC
http:6!.!!>.6!.ct
http:J>.!!>.<J>.IC
http:J>.l!l.6!.IC
http:6!.l!l.6!.ct
http:6!.l!l.6!.ct
http:6!.l!l.6!.IC
http:6!.l!l.6!.IC


- mQl 

m.ID.m.d: 111"'I1'U~lJl11'L,j'1iM.'I.hu,I1'l11\J'IIl~l1fl'lll;au,m.J'WflLI'l-rUU,flllil1''iNL'VI1'I (AC-5 

Application and Information Access ControO 

m.ID.m.d: (m) 111'1·\hnflf11'jL,j'1ii~il11i1ut.'VI1'I (Information Access Restriction) 

m.li:l.m.d: (m.m) ~.g~1U 'j1lJii~L~1mil~'III;a'4l'll'lfl~l1ll1VUal1 
~ L.r1lJ1t .r~1U 'III;'m,j'1ii~il1'jf!UL'VII'I i'l~n-ru (Functions) .h~ '1 'Ua~·hhu,I1'jlJ'1.I'IIl~ I1fl'lll;au,a'W'WfiLI'lW 

lia~i]u;nmhu'Ua~111'1ft1'U~lJI11'SL;hM\1i1atll'liia~fl1wt!J'lJ1V,nr'Ud 
m.li:l.m.d: (m.li:l) ~~LLmIlW Wfl.'UI1.'mI.lifMijf11'jft1'U~uml'11rnI 

~1N11VUal1 (Outsource) ~ijl11'1~1~L'IIIlJ1,j1LWI11'jL~mn'lJ'jllWil1'1'iNL'VII'I'IIa~mhva81~uavfl~ 

m.Ii:l.G).<t (m.l!l.m) fh'\lll.lfltmiL~1'\IIU~~ft1'llf'lm1tl 
L~al'laVfhn'U~u,fll11'jfi1Lilu~1UPh~'1 'IIa~'WUI1~1U'il111I11VUal1 

m.ID.m.d: (m.Ii:l.Ii:l) u,v~tli'W,rm11J~I1I11!J1Jal1 

~ii111'1<S'1~L'IIIlJ1fi1Lilul11'nrlmflU'jllWil1'jilUL'VIft'lla~ml,v i''U'VI'j1'UU,flll'1.li]utiLR v, flU111'j'l.li]'Umu~ 'lU 

W"~W " ~ ".r'Uwl11'1l'1'l'Uf'llJI11'n'U1t:l~ \'\IIiIatll'lfla~fl1lJU \V'U1VUU'U1J 

.".Ii:l.m.d: (m.I!l.Ql) mn'UfJLi.fI'W'Il'm'Ml1N11!J1JB11 

~iil11'j~1~L'\IIlJ1,j1LijUI11'jL~V'lmj'jtWil1'j'iNL'VII'I'IIa~\.bvath~PiaLi1a~ 

m.Ii:l• .".d: (m.li:l.aj rh'\lll.lfltmnrl1rnl~l1ll1!J1Jan 

fI~1lJt uil'llqJ1i'm~I1I'l'l1lJMJ (Non-Disclosure Agreement) 
,,",W./W "M~.... _~, ,.

m.li:l.m.d: (.".IlI) I';! \'II~1U'VIfla~m~L'II1m\1nLLl1 ...u'lIl~l1flN11J'VI~ 

'jIl'lJULft;a'li1Vf!11!1'jWIl tmoii'lia~~'jIl'U'ULma'li1vi'i'l1J'4ftl'lflLiliiau (VPN) u,flllIia~iil11~~'Il;r1fl1J1';!,.g~1U 

~'I.IflaMV'l1lJ~ iliI.'VI'\II1'j fh'\ll1J't 

m.ID.Gl.d: (m.a-:) ~~1I.ft'jIl'lJ\J 1J'IJfl.'llI1.'mI. LI.fIIl iIiI:mm lia~"m11 
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Self Assessment) 'U~!II.'Ufl.'11'11. fi1LiiUfl1'.i'll'.itLii'I..I~ fIfl1'.ifi1 L ii'Ufl11!1111J1J1!11'.i n111'11'U1'1IJ'~'bi'.it~1nULLJI'I..I 

fl1'.ii'fl'l~nf'l111J,r'l..lf'l~'llaaMtl't'lll'U'ilfun~'M'IhfJ I!i'~ii 
G).IeJ.<£.10 (<i!) iII'IIU.'11 'M1'.i 4'iII'V11 LL'UUMa{IJft1'M;'tI11!J41'1..1n11'll1tW'I..I!II'I..Ila~ 

'I11~LlIL'\Jni U~!II.'Ufl.'I1'11. (Self Assessment Report: SAR) L~nt.n'Un1'.i!llm'll'.itW'UI'I111Jihh::ti'l1iil11Ytt'l..lfl1'.i 

fi1Lij'I..Ifl1'.i!ll11J1J11111 fl1'.i1'l1'U"IlJi1I1IJiI'M'Ih!Jn1'M'I..I1II l'Ii'nlJvf~t -MU"-,LLw'lia{lJl!i'~mh1t U~ ilnfl1'.i;fl'tl1 

1'1111J11'1..1f'1~'I.llln!lln!JLlILuni U~!II.'Ufl.'11'11. '.i1!l't'llii~fi1LWfl1'.ii!llfl1'.ii1fln\J'.iIJ fl1'.i t i~1uLL'U'U'liaflJfi~flril1mtl 

G).Io.<£.1o (10) '1..11 !J'I1'M1'.i;fl'tl1f'111IJliuf'I~'I.lflnfln!JL'IIluai 'U'IIIII. 'Ufl. '11'11. 

ifl'V11LLJ1'1..1 n1W1tLjj'U!II'ULn~ti1uf'l111J11'1..1t'1~'lla'ililln!J't'lll'tIni (Security Assessment Plan) ;I~aEh~u'il!J 

Pin~'ll'.itflnuti1!J '.i1!Jfl1'.i1J1111'.ifl1'.i1'l1'Uf(1J (Security Control Baseline) LLIlUfl1'.i11~1J1111'.ifl1'.i1'l1'U"I1J 

(Implementation Plan) ~a~jth'MU1~'I.l'.itlW'I..I m~L1a1fl1'.i'll'.ivWu LLflvLLw'liaflJ1II1lJ'iia /i).Io.ct.1o (G) 

<i!.Io.<£.1o (m) '1..11!J'I1'M11;fl'tl11'1111Jli'I..I1'I~'llflnIllK!JL'IILunf '1..1'11111. 'Ufl.'11'11. 

'IInn'4m1I.LJ1'1..1n1'.i'll'.i::Lii'l..lIll'ULa~fi1'1..1f'1111J,r'l..lI'l~'llfIa!lln!JL'IILunf !111lJiln G).Io.<£.1o (G) ii~~'U~1'.if'l111J1l''I..Ifl4 

'llan!llnfJa1'.iaul'l1t'1'.i::lliu~~ 'I..I~III.'Ufl.'I1'11. 

/i).Io.ct.1o (<£) '1..11fJ'I1'M1'.ii'fl'tl1f111IJli'l..lfI~'llfln,ui'!JLlIl'Unf U~III.Ufl. '11'11. 

fi1Lij'l..lfl1'.iIll'.i1~'ll'.it:W'I..I1Il1IJLLJI'I..Ifl1'.i'll'.i::w'Utuia G).Io.ct.1o (10) 

G).Io.ct.1o (~) '1..11fJ'I11oI1nfl'tl1f'11~'I..I~'llaa!lln!JL'IILUnf ~!Il.Ufl.'I1'11. '.i1fJ41'1..1 

Nan1'.i1ll'.i1~'I.l'.itlwuii~ loIU.'I..I~!Il.Ufl.'I1'11. l~a;U'l111'UNfI ,.,;nia!ll11~uL~mtrUn11atW!II'UWU1!JQuuii 

t ufl1wilYlUfl11atwfIt'li 'I..I~i1I.Ufl.'I1'11. n1tr'U~LLat-Mil fl1'.iLLm ~iai1l'.i1"l'Iufi4flri11 L!IIfJL;1 'l'i4if ft!l~'hiLn'U 

G(o 1iJ U'Ui~LL,}1iJ~ 'M'U.'I..I~i1I.'Ufl.'I1'11. Wm1U'.i1!J~'I..INftIli~flth1 
•.ID.« n'l'.ii"n"'11If18'UWOIfl8L'W (Configuration Management: eM) 

<i!.Io.~.G) flntlYlmflnL'.i,jtl;f'l..lJ1'U;I~ilfl111J,r'l..lfl~'I.laailln!J (CM-l Secure BaseUne 

Configuration) 
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oo.ID.<I:.oo (00) fI'Iru.mf11 ~iII";1 fl'Umu tli'utll~ UlItu,'\Io<,heJfl()uilmmnm 
.¥ .... ~ tI ~ ... ~ ..,.r
'l'iUf1U'N:lJfl11:IJ:lJUfI~ ~l()illml "1'V1~'\J'~t'U'U"'1''''ULfll'l'll()~ 'UO.flfl . ..~U 

oo.ID.Loo (00.00) ~'Iiii~~LIl.i,j1fJ (Server Operating 

System) 

System) 

oo.ID.<I:.oo (oo.lll) ~tlmtULf'I;()'1ha (Network Device) 

oo.ID.<I:.oo (00.«:) ~tlmtU~1Uf'I11:IJ,tUf'I~tI'<'I()iII:iat'llL'U()i (Cyber 

Security Device) 

oo.ID.<I:.oo (ID) "''<'I.fl'Vl1' 1li1LUUm'f'l1'llf!lJm'~~(\jlimtfljtLllYI1tii~~'lln1tU 
.t1f'1m"'1a~~1'IJ~ 'IMI.'UO.vm. tliilm~'t'4~()f'I11~~ilf.Jl:lU~R'Utli~V1m'11()~i'm14P1111K'II'II,(()Vlan'U 
tlo.flfl. '\It"fl4fi11uum,tli''Utll4t li~t'U'U'<'I1''<'IU\fll'lf4'\1tlli1 L ilum 'ill1li~t u 'UO.flfl. '\ltPi'fldio1,i~,h 
Pl1:IJf'lfluiimOflL'W~Uf1UtU~fl oo.ID.<I:.oo (00.00) oo.ID.Loo (oo.lD) oo.ID.L'" (oo.lll) 

oo.ID.<I:.oo (Ill) f'I'II'U.mf1, 1li1LWn1'I'I1'Ufj:IJm'~I1I"ri1f'!wlimtfljtL~4~'llmtU 
,T1f1m'<'l1aa()'<'I1' (f'I11~ufl4t1'<'1()l1I:iat'IJI'Ufli) 'Ilfl4 U'llPl.'UO.flVl. t\1iim~'t~flfl11:IJf~iiNflU~R'Utli~1a 
m~i'm~~~()Vlan'U 'Un.mt '\lt~~lilun1Wi''UtIl4t~\'VIf'ril~~~nu11~UM 
...... ~~. .-I_...e - - t, ".. li, _.:. ....11..¥ ' • .11
1J<l.,lMa~'IlW~ 'II"""",1IU1J0111'lI1lPl~IU tlO.f1VI. '\lt1'l~011P14f111'l1lJf'1"1mOLO()L'nIWUf11J"wfl OO.ID.ct:.oo (oo.ct) 

" oo.ID.<I:.oo (<<:) ~f(!U,fI't'U'U U'IlI'l.tlo. flVl. fi1Lilum'lf'l1t1f'1:IJ01,;'iI1l,r~'ttiti 
, .... ~.¥ , .. 

'<'I1''<'IULVlI'I'Ilfl~'VIU1a Pl1:IJflflynmOm''Il1J'l'iUf1U1U'lJfl oo.ID.<I:.oo (00) 
" oo.ID.<I:.1il (<I:) ~~U,fI'ttl'U U'IlPl.tlo.flVl. 1li11ilum'fl1'Uf'llJ01,;'i\ll,r~L'll,U,O,:IJ 

.'1 w ~ w -I • t • , , • , 
1Jfl~OU~1''<'IPl1lJfl l'I'1ltl.fl'Vl1' m'VllJiII VI~'UUlfI'fl~LI.:IJ'Il1au,fltlfl'fl~~O'll1a 

1il.1D.<I:.1il (tl) ~"J u,a,ttl'U U'Ilfl.'UO.flVl. il~'1a~1U'<'Il'llNflm'l1li1LilU01, 

1'l':IJ~fl 1D.1D.<I:.1il (<<:) t li~'U;'VI"fI'l1:IJ,tUfI~'lll:lflfl:ia'<'l1''<'IULfll'l,ttltl\1 ~'Il()~'VI'Il1a L~ flVl'l1t1U,fltf'l1t1f11:IJ 

m'.i1lilum'ltliL~ttlI'l1:IJU,U1'll~~flil flfi1~Ufla Iil f'lfiftl 
1il.1D..t:.1D Om'l'lll'l:IJOTI\U::auu.~OLO()\'l'&'u (CM-2 ConfigI..ration Change Control) 

oo.ID.<I:.1D (Iil) '<'1'<'1. fl'VI1' fl1'Uf!:lJO"\ tlil auu,tla4f1auil m Ofl mju.fl1a'VIli~ 
_ t .,-r 

m'lfl\llfl~\l'lJ1ttltl'<'l1''''ULVli'I'Il()~ tlO.'I1fl. iII~U 
" oo.ID.<I:.1D (oo.lil) ~~.,;'i\llfl1:lJfl",r~I'i'fltMlmfl()L,.uU\I'IJ 

11'11~LIl.i,j,a LI'i4~mha UlIt~'llmcULfl1fl'lha a~\"'lJ() 
Iil .ID.<I:.ID (oo.l!o) hi ()'lI '111fltli'Ittltl'<'l1''''UL'I1i'1oi~ii m,i~1'i1 

f'lauYlOLnBL,b"iwflaMfJLifl:IJl'iflL~1ii't1Lfl1fl,j1a'IJfl~ tlo.'11'11. 

6l.l!o.<I:.1D (oo.lll) '1anulim~KUtm'LtI~aUu,'llfl4f1()uilOLn()L'W 
" ."

.fl1a'VI;:i'~m~;'i\ll.r4\l'lJ'ttlOO1''<'IULfli'l'lJa~ 'UO.flfl. tli fI'Iru.'I1'V11' 'I1'1'U()fi14"'~'~() !Jfi1Wfla Iil f'li',vlfi!J1J 

.. " , w" ,~. ~~ ..... ' '" 
'iNfl!J~f'I'OOflq:IJIU'VI1'IJ!Jfl() ~=L1JYefJ1~ea 
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<it.It>. ct:.1t> (It>. <it) "Tl~ i'IEI\llla::;\III"11ln1~i~!'hl'lEluTimntlL'lW 
\luLI'l1a~IIl.Mha LI'l1a~~n~1a lla::'l\Jn'lWLI'l~a'thaa~Li'llla 

<it.It>LIt> (I",.It» \Ji\n~~L1Eli.u'lJ'llEl~'MJU!.liiUiinTI Y.l1lii~LTlillIl1i 

LLa::Lt'l1a~ijn'lha tmfui'l~aEl~Li'lllEl 
....I" .. .,., v .0:11 .....

1iI.1t>.ct:.1t> (III)tUn~WVl~~lla~:rutJ u"".\ln.VlVI. 1l1'l111l~1L1JUIIIEl~Lu"aUlllJ"~ 
t'Iaui'lnLn a L ,1T'LI~djIin'I!IW::Illllnili1~aan'L\J~1nfla'Lli'lnLnaiL~.u'LI;/iiI'l111lll''LIt'1~\Jaallln'a t \1'<iPI'li1'Mlinj1u 

fl1'lL\J~a'LIll\Ja~"i'allL'M'lf.la\J~::nEI\l 

1iI.1t>.ct:.... YI~n,rUn1~'li1~1U;/'ii1L\JU (CM-3 Least Functionality) 

<it.Irl.ct:.... (iii) t'I'II\l.VI\'I1'l f III'l'i1Ila::ll~n~1a~1an1'JThn1T'LIn1,'l'i1~1'L1 

;tw'h\J'LIPia~L\Jillti~1Utl'LI~::\l\li'l1~i'I'LILVll'lt\1'fltl '1.1"".tin.VIVI. L~tlL\Jum~1'l1\l'tllm~H~1U"Eli" (Port) 

1\J~l111t'1aa (Protocol) Tlllii~tI;n1~ (Service) \l'LI~::\ltli'l1'Ji'I'LILVlt'I'IIa~ \In.VlVI. t \1'iit'l111lll''LIt'1WaEl"n'a 
• II! .,.3 

aa1~aa\ll~'L1 

<it.It>.ct:.1Il (eil.liI) 'I'IaiPi t\J,lP1t'1aa 'M~a\l;m'l ;twiit'l111lll'Ut'l~ 
\JaEl\lln'aL;;a~"EI Ila::'Wa\jqJ1P1'h.;,..ii~1'L1 L'liU Telnet, 5MBvl L\JUInl 

eil.It>.ct:.... (1iI.1t» "EliPll\J~lf1f1E1a 'M~EltJ;m~ .y/a\jqJ1P1tmf~1'L1
• v 

'LPiLll'I'I1::nqll LW SFTP, SSH ~a'4qJ1PIL\1'LQ'I'I1::nq1J~~LLa'l::tIti manq1lt'l111JIN~allln'a'L'IILtiai L,J1U'LI 

1iI.1t>.ct:.1Il (It» I'IW.VIVI1~ f\ll'li1Ila:::LL~n~1a'l1am~o1i"1l1i mEl'lla'l'lfi'1l1i 

;twjjl'l111Jll''l.lt'lWaallln'aL;;a~t'IEl (Unauthorized Hardware and SoftwarelBlacldisting) L~aL\1' U'lllll.\ln.VIVI. 

LfL\J'LI.uaii~'lw1Lum'<i~E1 'M;Elii"i~to&'~u 
1iI.1rl.ct:.1Il (lI'I) L'LIn,tll;/ 'Ll'llPI.\ln.VIVI. iil'l111J'ii1L\JUPiEl~tf~1'L1'1'1E1iPl l\J,lMElft 

\'I;E1t1;m'J ;fwjj1'l111lll''LIf'f.l\JaElPln'aL;;a~'I'IEI L~Il~~'L\J6~ l'I'IItI.VI\'I1'l L~E1ii~1'~W1LL'lJ1V11~LLm.".y/L'M1I1:::i'llI 
<it.It>.ct:.... (<J:) Lumtll;/ u"PI.\ln.VlVI. iiI'l1111PiEl~m~L.u~1'IJ'I'IEliPilthl111I'lElft 

'M;EI\l;n1~ .y/iiii'n'I!IW:::IlPIn1li1~~1nn11L-unu>tT1'L\Jt~Il~~'L\J6~ t'I'IIti.VI'M11 L;i EIL\1'PI~1~i'lEI\l1'l1111L~a~ 
iK1UI'l1111'Wll'UI'I~\JaElMa mEl'liEl~ivrl'll~"EliPi i\J~l111I'lElft mEltJ;m".l~~nll11rlElu;/~L~1I;'i\lli~LLa:::t-u~1'IJ 

<it.It>.ct:.<J: ~1am1t;'LIV1i"1'1fi (CM-4 Information System Component Inventory) 

eil.It>.ct:.<J: (iii) €~~tJ 'IJ'IJPI.\ln.VI'I1. f\llm,rqJ1lt;'IJVI;"fii'l1~i'lUL'I1I'I'II&1'M'IJ1a 

iIIIa"'E1~I'l~EI\lI'lqmf~rnPILL1i 'llEI'I'I,JLL1i <j\Jfl".IwLI'l~E1'tha LLa:::':M!f1'IJ~EI\IfI;/E1~tUl'l11ll;tJilPl'llEltJ'IlEl~'M\.ba 
v 

'ttl'MlIfI 

1<it.It>.<t.<J: (1",) Lumtll... 
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) ,. .. ...!'! - I:~. ' - :; .. ",'" :; ,Gl.ID..r.~ ( ID .'Un~()jYllJn'nfl"fl~.WJ ClEl'Um"lflfl"~ mm IiIEl'ULLtlIMm"lfl~f'l1 

8umMlimN~'l'll~~1.I.Im\JU 'IJWl.1Jn.'t'm. \Ji'\.I'\Ji.rutVilftumMlimNY1¥I'lWi~oo~1mJa 

Gl.ID•.r.~ (III) ~fJLLIiI'tU1J 'U'lJfl.Un.YlYl. ~fl'VnLLlilttifli~~tU1JU1'Vn'lft'LI'VIi'w6 
ifl'l1'l'Ui'VIl'! (Information Asset Management System) i;;aiilllfl'W f'I'lUI'!lJ m'Vn~ ft'IMi'WVifl'li'l'Ui'Vll'l'llNI1'LbEJ 

lllieEh~~flt'LI2m 

1iO.1D• .r.ct 4ia'll1lJn1,t1i~1'UlIa'Vl,j'LL1' (CM-S Software Usage Restrictions) 

1iO.1D,.r.<I: (ell) '111lJiit11i1n1'lt 1i~1'UlIa 'VlPlLL1ifttWflil'IJft'VItl 'U'ltUU i'l1'li'l'LIi'VIl'! 

1iO.1D.<I:..r (ID) '111lJiitl1jjm'l'l1i~1'U11aMLL7fthtUl'VI Peer-to-Peer i;lEl1ja~n'U 
,.,~.. U1. ...... < < --"'.( ... ~~ .. "' ... " ... , ..
lJ.WJn1'~ ''!N1'U1I"nflIl.1'lfttWflft'IJ,,'VIli "l1lJMn1"l. 'IJ~1'ULwm'lJ1M'lJa2Jft'VI WLWJ1ti'llJa'U'l 

Gl.ID.<I:.<I: (III) l'Ii'I:mm f'l1Uf'jlJLLlilttJil~numl1 'U'Ilfl.un.'VI'VI. iihii~LLliltLi~1'U 

lIil'VltiII.1ifttWflft'IJ8'V1tl'U"lt\J1Ji'l1"lI'l'ULYlI'!'lJil~ un.'Vl'VI. 

m.ID.<I:.b 1I!lYlPlLL1i~ti"i~tfl!Jr!l1i (CM-IS User-Installed Software) 

m.ID• .r, b (1iO) 111lJIDWim ,;jIll.r~lI!lYlPlII.1ifttWlIlil'IJft'VItl'U"l t\J1J1'I1'li'l'LIL'VI1'! 

1iO.1D.<I:.b (ID) mlJiit'lijjn1.,;illli~1I!lYl"LL1~jjf'l11lJ&f'I~tIft!lflfl!JLW!J~W!l 
(lJnauthOOzed HaniNare aM ~ fl'W"l1mmll'l1l\J.'mm ~~~ 11fl.'VI'VI• 

••III.b LlNUlAi'llL'M'l (Contingency Planning: CP) 

1iO.ID.b.1iO fmi'n!l~4i!lIJIiILLlilt'lt\J1Jf'I!llJml.fl!li (CP-llnformation System Backup) 

1iO.ID.b.@) (m) n1'l~flLftan"lt\J1JI'I1"li'l'UL'VIl'I'IJa~ 1Jn.'VI'Vl. i1'Mi'un1"li'n!l~oU'a2J1iI 

Ll1Lwltlfl1lJ 1D.1iO m"lLL'li~tl"ltUl'Vlft'U'Vli'wv 

@),ID.b,1iO (ID) n1"liflvi1'lt1Ju";1"la~y(L 'I1lJ1ti'llJ Ll1a""l'Ui'I,/11WW;illJH~1U 

@).ID.b.@) (ID ,1iO) n1'11Ufl'lt!Jti1ft1~~~ lilY( EJalJLl1ia2JftL~EJ'I11!J 

(Recovery Point Objective: RPO) LLIiIt"ltEJtL11i11\1~~fl~~tQoU'al;llilll'i (Recovery TIme Objective: ATO) 

i1'11i'1J'ltUUi'l1'li'l'ULYll'!fl1ma m.lD.b.@) (@) eEh~uaEJ~~ii 
WIll'ml84ft?1~ft1lMU 

.,:R'1.AuJ1\l" 
WIII1'I""4ft?'W~IIIf11iu 

"llItnllhuna14" 

WIIlMIMI'I1'1111fuft~eMU I 
"~iuIlli4.m. .. 

RPO ~ ",b ,t7~ 

ATO = qji, f·jw~ 

RPO~ .. ,t1~ 

RTO~ m:,t7~ 

RPO ~,d·jw~ 

ATO ~ ~ ,t7l.u~ 

m.lD.b.1iO (ID.ID) (~LLIiI"ltU1J U'lJfI.1Jn.'VlYl. LLlilt i'li'I.'Vl'Vn'l ~fl";1 

i'Ufl!lutlij,J;i LLlilt,h L U'Un1"1i1 "I a~oU'a2J1iI";1'11i'U'lt1J\Ji'l1"1i'I'ULYll'!LLfi flt'l t U U eEl1~u!lfJl'iil~'htn!lulIi"UJ 

lIaYlfiLL1i,h~'l yjL~!J1oU'a~nU"lt\JUi'l1'li'lUL'VI1'! oU'al;llilf'lil'UYlnLflilL"li'U (Configuration) LLIiItoU'al;lIilL'U'lt1J\J 



<il.I!!.b. <il (1!!.1lI) rt~ u.~~::tltl 'U1l1'l. tln. 'VI'VI. u.~~ aa.'VI '111' 

~1'I'il'1tJ'Uiln01'1'i1'(J~oV(J\l~ (Operator Logs) 'I.h::n(Jtllli1!J'1!J~::~8!Jftn1'1'i1'(J~oV(J\la 11'l!Jii 1''UL1~1 
• w ~ 4 

L;lJlI'Uu.~::~,,!ft 'IIil~1'i1,e~oV(J\!~ 'IIUftlltN;;il\!a 'VItJ'Uiin 1'i1L''l!W1'i1L;'l 

<il.I!!.b.<il &.a::> \lhu'Um'l'O.m'U'Vl1~fl1!JIYlWEl~~ii~OOM'Uii 

W " ~" 
(<il.I!!.b.<il Ill) ~~LI.il'llMl 'tltI1'I.tln.'VI'VI. ~ aa.'VI'I1TI l'I~m.JI'I11ummJ\'II~ 

u.~~~nfiil~1'I1t1t5'1'Ullil~oVil:IJaI'i1'(J~ .f'Ul'le'U01'1'i1'il~oVillJ~ LI.il::~l'Ia'Um'Wi'UoVillJail~LalJa 
<il.I!!.b.<il (~) m·noV1'ia.gm;\ai1'il~ (Encrypted backup) rt~u.a'::tltl 

'U'IlI'I.'Un.'VI'VI. u.a:: aa.'VI'I'I" fiil~~1'1tiiin1'noV11iaoVillJal'i"il~;!I'i'~'Illft!Jn1'tiL'VI1'Ihi[aam'LoV11ia 
4 ~.'t '" '" "".. • t ...'VI~'mI1::alJ~'I'Iil1Je~II'UlJ ~'I11J(JlJ~"1'(J~L'I1a1'U'U~mul'lLN!J 

<il.I!!.b.1!! U.U'U~1'I1!JlJI'I11lJ'I'I!illJn,1ilqmii'U <CP·2 Continuity Plan) L'ilil;tli'iilrttl 
'4' •• ~, .1_ ~- " .,.L'I1111 m,III'VI a1'la~uan'::'VI'UI'Iil1'l11lJI'IilL'U il~ \ 'Um, u!)tl 1'1 01'1'11'U,::tl tla1,a 'ilL'VIf'llIil~ tln . 'VI'VI. \9!!Ju.u'U 

L";!JlJI'I11lJ'I'I1illJft~m;11'l~,jil~'I.l'::niltl,r'!Ju.U'U!i il!Jhi'!!il!Jn-h U.U'Utl1'111'1'111lJ,jilL;j(J~ (Business 

Continuity Plan) u.u'Um,;j9!IIi(Ja(Ja1'~u.a~'I.l'~'II1i\'lJ'Ii'Ud (Crisis Communication Plan) u.u'UnT~il'l'l!J'I'I 
Ll'laa'UEl'ltJ (Occupant Emergency Plan) u.u'Utj;\'U1:!tl'U (Disaster Recovery Plan) u.u'U;tli'iaL'I'I'lm,W 

'VI1~L.rLtlai' (Cyber Inddent Response Plan) LI.il::u.u'U~'U~ (Recovery Plan) 11'1!Jii'1!Ja::w!Jl'lft~;l 
<il.I!!.b.1!! (<il) aa.'VI'I111 ~,m,~'I11'I'I1UaL~M (Business Continuity Plan) 

a~1~,ja!Jfia~'I.l'::natlIl1!J «~;:i 

(BCP Committee) 

(BCP Coordinator) 

(BCP Communication Team) 

aen'U;! (BCP Physical Security Team) 

(BCP IT Team) 

L.rLtlai' (BCP Cybersecurity Team) 

(BCP Personnel and Logistic Team) 

/<il.I!!.b.1!! (d).I!!) n1'l1'Ul'l... 



@I.~.b.~ (Oil.ID) ~Wjrmw"lnqjim~WjtmfllqmQU 

@I.ID.b.ID (@I.m) 1..h~WUfl11lJ1am~e~l"'\nTUl.I1'nq;i U.el~ 
.<1 ~ ii ~ ~ ~. ~ .! ~ v , !'I.~

fl11lJmV,.1V'I'1a1'\1L "WnU'lIjUU~1'~UL'I'1l'1'1Je~ un.'1'1'1'1. 'n':imlfl1~IIl':it"Ufl11lJ1~V~'I'1VmI'UI"\1'I1I1Il1'\11.1 

til.ID.b.ID (@I.cd fi1"Uf1fu~eUI.Lel::ti11iiufl1'l~1lJlUju\J7"1'l . .. 
1'111lJ~mUe~ 

Oil.ID.b.ID (ID) I'IQ.I::n':i'l1Jfl1':i\J~1'l1'l111J"eL~e~ ti11ijUfl1'~1lJn\J n'l.'I'1m'l 

i"l'i1IUjUfl1':i;;",jeaa~T~u.el~tI'::'!I1i1Jiu6 (Crisis Communication Plan) L;;elmufl1':i;;""eamm 

l.Lel::tI'l::'!I1ilJiu6n\Jmj·W~1'Lltf~fl1vlLll.Lel::fl1VUefl un.'I'1'1'1. ·h.lt11~~Liif1L"'lfl1':iW"lfl'lM eEh~uev"'e~ 
tI'l::fleu;l1v ",~;i 

(Call Tree) 

Oil.ID.b.ID (ID.ID) lilel'l~fln1JrmU~m':il'l111JfiaL~~ tI~n1l'il-« 

lUlW~m'fI11lJfieL~a~ 1'1ffi~·.h~1~a~1':iI.LelM!:'!I1i1Jiu6 (BCP Communication Team) U::u~til1~1':i 

ii~mh1~1lJli'mmlafl1':lI.L~~L"'1qflLW;!fh~" 
Oil.ID.b.ID (ID.m) tI':i!:'!I1i1Jiu5~m'LIfl1':iwtf~fI1vtUl.Leltfl1V'LIen 

Ufl.'I'1'1'1. 1"riEl\jfltnmuf\1':iili::'!I1i1Ji'LI5 m.'I'1m':i '\l::"'a~U1Ll'1UaL;;~afl11lJLihI'\l1flfl~m'1Jf\1M'I'11':i 
fl11lJfieL~a~ ma <i).ID.b.ID (Oil.<il) ~ooau ~rmlU!JLLmmJfI~L\Ju u.mhU\lfl1Wtl~aL~M 

...! ~."'b" ....l ...... "'~. ....I .. .f 
ma~~~mm~~11~rmQ.l'l'1~1IlW 

<i).ID.b.ID (IDJCl fI~vnn1Jf\1Mm':ifl111JPleL~a~ wlLuu~n\J 

~1.'1'1'111' i"l'i1I.LIlUf\1,a'nV'nLfI«a'LIU1!J (Occupant Emergency Plan) L'i'1etm'LIn1,a'nV'nfhi~'nel 
,; ~ ~ ~ 'tl v ,~ ~ • ~ ~~_, ~ J!t ~ 

LLfIIja~~LfltJ1~a~1 V~~U!J~El\jela1':ia~ \Jfl.'I'1'1'1. atJ14UeV~""1J~na\J1Il1V "4'LI 

Oil.ID.b.ID (ID.tE.Oil) 'Ii 
~ 

u~aut'LIfl1,a'n!J'nthi~'n~ 

\;\fu\J1"L~\J l.L{jtt~fl1nbtJL'I1iia 

Oil.~.b.ID (m) f1nj::n'S':i1Jtl1Mm'1'I11lJfieL~eJ4 iIlll'i11.L1l'LItjMl':i~ (Disaster 
~ ~.. ~.3 ~ '.M .9 • .¥ k

Recovery Plan) L"EllJl'1\1't:'U'Uel1'eI\lL'I'If'I'I'I"11'11\1'!1a~ 'Un.'I'1'1'1. W t:!'U611al;\fI..1~e~ \In.'I'I'I'I. e61tuaVl'1a~ 

tI'l!:flaU,j"W ii~ 

http:Oil.~.b.ID
http:Oil.ID.b.ID
http:i).ID.b.ID
http:i).ID.b.ID
http:Oil.ID.b.ID
http:Oil.ID.b.ID
http:Oil.ID.b.ID
http:I.ID.b.ID
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.".il.b.il bn.il) iflLfl;ElUfj'tln'nu 'IIa'l'lflLl.1i LfI;a'hElm'i~a,,"'i 
Ll.fltfj'tln'iWl'l'li\Jl'I'lfll91WI w ~1I6o/ia~fltl1'ia~ 'Im.tltI. 

Iil.il.b.il «(ij flwt:n''iUm'Unn'fl111J91m~a~ ';1LWm,'b1JflU l'I'IIU.tI'I11' 

ifl'hu.r.nJwijaL'I1'lm,wtl1~l'11Luai (Cyber Incident Response Plan) L;lawijantJn!J"lnfl11Jtl1~l'11Luai 
.J..... 1 .l"" .. #t# "" t IV IV 

tla1'l1JjijM't:tltJ\IIa't:'UU"1'''lILtll'ltln1f1qj'lla~ 'Un.tltI. W~U!J'Ila~fln1,a~ tJn.tltI. aEl1~lIa!Jfla~ 
.1 uu,tnatJfI"l!J fl~lI w.r 

.".il.b.il (a::• .,,) ,fuflallll1fl1,;,'UiIatitJnElf1nfl11Jtl1~''ilLuai 
.. _"'. ..... ~ ru ... 
tla1~jijamttl'U\IIa't'UtJ"1'fflILtll'ltln1f1qj'lla~ un.tltI. W ~U!J'Ila~fln1,a~ un.tltI • 

.".il.b.il (a:.il) iflLfl;!Ju'tu'ULII1'~1~Ll.fI~\II'1'li'UL'I19!n1'W 
!It I. ..... I ~,.,.... ..... :"1--'- ..,.., .... 

tl1~I'IILUa. Ll.lI~'~'UU1tJUaflaL'I1'lm'Wm~I'IIL'Ua, '11JCl~mM'I'IfI..u!lUM11JtlLnEl1'lla~ 

.".il.b.il (&:lI'lWl!ffl1UmM'I1TImUaL~~ im'h~U'Ij (Recovery Plan) 

L;ja~1J'I3,~u'U"1'''1JLtll'I W~1J6o/ia~fI'I1lin un.tltI. tl1El'l1Ii~L'I1'ln1,w1nqjj~h1Jl'tlLl.Ii'1 aV1~UaEl'a~ 
.... u w.ru.tnaUfl1El "'~1J 

un.tltI. 

liI.il.b.il (<t.il) ~EJ'I11!J~El~au 

lo/i~11J'1la~~u6o/ia~lI'I1Iin 'Un.~. TI1J5ML1w1nft~rn 

.".il.b.il (<t.",) iflL\II;!JUfj'tln,w 'IIa'I'lflLl.1i LfI;a'li1!Jn1,~a.,1''l 

Ll.fI~~'tln,wI'l'll'Ui'l'lf1JPiWI w ,!!1Jv;;a~m"rn un.tltI. 

liI.il.b.", m~fli'Ia'ULl.jijUL\II;EJ1Jfl11U'1'1;tlUmwqnLil1J (CP-3 Continuity Plan Testing) 

"".tI'I11' tlU~1ULl.flttl\ll.,aULl.jij1JL91;!J1Jfl11u'I'Ii'aun,wqmil1J aV1~ua!J iii flf.ml 9l11J'ttiUfl111JL~!J~ 
~!Ja1J'Mfi 'I1;tlli1ai1L'I1'lm'~ih~'qj 

liI.il.b.a: fm~na'U'ULl.jijUL\II;El1Jfl11u'I'Ii'aun,wqnLil1J (CP-4 Continuity Training) 

i'Iff.m11 iflm,ilmlm1lLl.jijUL\II;!J1Jfl11U'1'1;wmwqmilu l'11tfuma~'I'I~LfI!J1o/i~ aV1~ua!J iii ,J~ 
...... ~wLl.ft~il1Jtiui1..\I (Identification and Authentication: tAl 

liI.il."; . ." m'tJ~'I11,iflmnm-tU111 OA-l User Password Management) 

.".il.";.1iI (iii) i1n11L'tl~!Ju,m-t~hul'11i1f111u1i'1JfI~'\JfIaflnEl 

.".il.";.Oil (il) m,1,j'~1UUqj;tf;!,,y~11JLl.a~·nii'lrJ11J,ja~LI.!lm~1J'1!J'll'lflfl 

L;ja'm-t1u1'Clt\91\ll·UJn1,'-U~11JLl.fI~ti1'111JflL~'m1Ji''Uil\ll'!fauw~Ll.91a~fl1J1,j 
.".lem . ." «(01)) m'l~~nli'lli1vtf1f1111iffN!JniElfl1'$W11 u.atif~m11JUPln,;~ti1J 

Wlta'lfqj1fll'11~.u~1uLaanmaL'tl~!J1J'm-t~h1Jl,j~1!J'Ma~ Ll.ati1.ff1JflawD'imL~ailufiu~l,hul'111i 

http:IIa'I'lflLl.1i
http:liI.il.b.il
http:Iil.il.b.il
http:IIa'l'lflLl.1i


<Jl.Iom.<Jl (td fi&lfi~mru~€t.grnl -rnar.i1uf1fl'fl1 t-Mt1tJ€t,j~1Ufi")tmm' 
il1.lnsPl.fiu IPlu"ll~m~u~n1'l,j\jf'lf'ln~u ti1t,jWn'll1il1,fI~fi~Htfl~il~tlflNilnt-ML;UtJi'ilU "111sfl~~\Il"ll2J1U 
... J! • 't ~,~, ~"'~!':'I'" T "'!':'I"'" _'" "~,, II
1I1.11 n\'l'ilUnil Um''IIflil~"IIilN1U 1"11 ntJ~ I'If~1UlflUI'I'N LlIil~ I'If~1U\IlS~'I'11m'n~ilL'If11'If~1U'IZtJtJ~1Uf'I'~u:m 
tWI'i1n1'jL1.l~u1J'J"'il~hutTu'"mi~~nl,j'i'tJ""il~1u.f")f'I'm 

<Jl.lo.ri.<Jl (.t:) n1'L1.la'uu'niilN'1Ufis~i1n1'I'I'")'IIililtJU'llti'i s"t"hf ~1U 
u, '" ~~"'" '" 1".il!! ~~,LmZ'j"llilN1Uu'll"ltJUI"IIQnl'lil~n81J\'I~::S~'ll1\1l1"IILu"UU~ 1"II2J 

@>.lo.ri.@> (b) tumiiiiif'l")12J,j1Li.'Jufis~1~\'IUflLl'ltmtJ'cr~€t,j~uvliiim~\,!~ 
"''' :: ,,~ ,,~ .'1.... - v -!O 4 ... - ~ !!! '" v(Privilege Account) ~ 1'If~1UUU'II::I'IiN IPl'ltJf'I")12JLl'l"u'lfiltJ LLnts'l.j2J\Il'll1n~il~2J\Il"\'I!!LLn::~S'l.j2J\IltJ'll"O~ 1'If 

l"ufiil~n1"11ufI'jtUtL")n1loii~1U LLflt't~tJn1,t;;~1utTuYlujsiu'tUtmI1ft\'laYlLI'I'\1m~;'tJ-i1L;;11mk~::~ 
1"1,j'u1~ Lm::9i~n1"111J"t -M""I'IU'll;!€t;;~1Uvliiim~\,!~,j1~'II1n""I'I~1U'lfS~U~€t,j~1U~")11.l 

v,.! v .¥' "''' ... 1 ,.I.... lo.ri.a) (ri) \Ilil~ ~LLilfl~~illJn'1'II'1N1U'lfS~~ I'If~1UtJU"II1J1'11ilIU'::w)1 ~\'I 

€t.u~1u&n1a~tfI;;il2;/n~ilnaU 1\4LLI'I"~Li.'JuLf'I~S~"ll2J1u"snW (*) tJ1JW1'11S 

<Jl.lo.ri.<Jl (c;i) rh"ll1J~'MUf'lf~U82Jt~~,j~1UtfI",li'lhuNPl'lll"b.iliiu In f'lf~ 
<il.lo,ri.lo "II,j1~f'I")12Ji'tJilfl'lfStJ~s~~,jnu OA-2 User Responsibilities) 

<Jl.lo.ri.lo (<il) m,t;;~1u''''il~1U (Password Use) 

<il.lo.ri.1iD (a).<Jl) m'n1"111JfI""il~hu 
",v v. ~, 

<Jl.lo.ri.lo ( <Jl.<Jl.<Jl) ~ I'If~1Ul'lil~m"ll1J"'"IIilIl1U 

~U1nfiiln1'lL\Il11"u~~u s£h~usu9iil~n1\11U",tTil~hut~il~")~n'\1,,j1u")U2J1nm1mSL,ht1tJ ~ ~")~fl'\1' 
LflUllil2JnU't'l'r.h~~")~n'\11~LUU~")Yl1J~1.lfl(il fl")Ln'IJ LLfltft'llamffiMhlli1Ut1U 

a).1iD ,ri.1iD (<Jl.<Jl.IiD) ~,j~1U9iS~'Wn1"11UPl''''l'Ilhu 

ri")U\jf'lf'ln'll1fl~ilmSU12JilfJMil~\IlULil~ mS\jf'lf'lfllUf'I'iltJf'I;")mS'4f'1f'1f1;jiif'l")12Jfl2Jiu1i'1.n~;)flntJ\IlU "111S 

~nfhK~fl!lt'lm~fl'j2J 
<Jl.lo.ri.1iD (<Jl.<il.In) €t;;~ootiIl1IiIrnfl11thvruf1 

""$l-Ml~1~Sfl11I'1'W1Lfl1 L,jU rnjw~L;rnfi'U (123, abed) mil flq~~~~L"IIilil1Jfi'U (111, aaa) 

<il.IiD.ri.1iD (<Jl.IiD) fl1,t;;~1U,tTil~1U 

<il.lo.ri.lo (<il.lo.<il) ~,;;~1U.rs~w't,)','111'111' 1U 

User Equipment) 

http:il.lo.ri.lo
http:Jl.<il.In
http:Jl.lo.ri.lo
http:Jl.lo.ri.lo
http:il.lo,ri.lo


....I!l.qj.1!l (10....) 'M'Ihu9i'8~ili1~fI'l1IJPI'::'MUflt \-ilnt1f1'l11JL<U1t~ 

t'W.I1P1'fl1W8~ri'IJ~tlfl1ru''IJ'IIru::«Wii~'H{~1'IJ~~fl1al 
....I!l.qj.1!l (1!l.1!l) r;toU~1'IJ9i'8~~8flfltln'lal~thilllu18w'lmi~1'IJ 

'.'I~ ~ II,,, ~ ~ _ < 
....I!l.qj.1!l (I!l.m) ~ ~'II~1'IJPl8~\Mfl1Mn'M'IJ1~8lfl'l8~fl81J'W'll9l8'l 

tlfh~tluml~~1nw'lmoU~1'IJl(Nrunliliii'IJ mo 'lJ1;; 1IoiI::9i'8~tth*",~1'IJt\-i~fl9i'8~i~~ti111J1'lCll-ti'1t;;~1'IJ\tIi 

....If!).qj.1!l (m) fl1'lI'l'l'UipJ8'IJYI-rY1Elil1'lil'IJlYlI'lIloil::fl1'ltoU~1'IJ'l::'U'Ul'ltllJii'JlPltli 

(Clear Desk and Clear Screen Policy) .. 
....I!l.qj.1!l (m....) r;t oU~1'IJ9i'~'W VI ~~mmtlu8'IJYli''W6i11'lil'IJlYlI'I 

'IItl4 'Un.YlYI. t \1tl ~'l'lJt'lCl1'IJ~«WtlI\8t1.ti'U 'M;tltl~1.'lJfI1'J::l~U~';8fl1'll-ti'1~4LPI V~4'Wjj8Y1~ 
CiI.I!l.qj.1!l (1Il.1!l) r;ti41'IJ9i'tl4tltlml1fl1l:'U'U (Logout) LIIlV~'IJ;; 

u18li1~~i'lJm~t oU41'IJ liImJ84ri'IJ~'lJl-ti'1t oUll'I~tl4I'1tllJii'll9ltli 'M~8'l::'lJ'lJt'l1'li1'IJlYl1'l1f1uw'ltlli''Utll!1lI191 

CiI.I!l.qj.1!l (a:) r;t';41'IJtl1~'1hflm<U1'l~t'lIJ1t ,;ri'UoU82JI\~lfJ'lJfI'J11J1'U 1t1ut \1 

tI!iUii""lJ'::liiu'Ufl1'li'm~I'1I'1'J1lJ~'UYl14'l1'11fl1'l 'W.I'I.I!ld::a:a: 'lllJlimtl!iUiili~lJl;jlJ .l4;1 

Cil.l!l.qj.1!l (<<.'.00) -ti'8)Jfle~nmEJijfl" "~uYI'1f1" t\-iiinl'll-ti'1'l\1t'11.,.j& 

(Ale Encryption) 'l'JlJli4fl1'll<U1'l~t'1~8,j'IJ;;n<U8J,1I\ (Media Encryption) 1IoiI::fl1'll';1'l~t'lfl1'l-r1.Jti4<U8\l1\ 
N1'IJ'li84Y114fl1'l~tlt'l1'l (Communication Encryption) 'lnflf4 

.!! -" -.£ v t~.. "v ....I!l..n.1!l (a:.1!l) 'll8JJI\8li1flYl"l8'IJfl~ "l\1.JlJ1fl" 'M1Jfl1'll'll1"l'Mt'1 

~8,j'IJ;;n-ti'8JJI\ (Media Encryption) lIoiI::m"ll';1'«t'1fll'li''lJti4''8IJfl~1'IJ'li8~Yl14m'l~tli11'l (Communication 

Encryption) Yjnl'lf~ 
....I!l •.n.1!l (a:.m) <Utl3Jl\ih~nYl'l8ilnfl .''U" t~iifl1'Wti'1'\1t'1 

fl1'li''Uti4~M1'IJ'li8~Yl1~fl1'~8t'11'l (Communication Encryption) 'lnl'lf~ 
••1II.C:;: fI'l1ftJii&l'M'lfl'l1'vr"'~\'IIl\l8~ Oncident Response: IR) 

CiI.I!l.C:;:.CiIILU'IJfujj8l'M'lm'lalYl1~1'11l'U8i OR-l Incident Response Plan) 

....I!l.C:;:.... ( ... ) t\1iim'l~t1';11LU'IJ-r'Ujj8l'M'lfl1'lal\11~1'11l'lJ8i 'Un.YlYI. ~~8V~oU8U 

....I!l.C:;:.Ci1 (00.00) 1"qtl'~::t'1~fi' 

CiI.I!l.a.... (CiI.I!l) '118'Ul'llPi 

CiI.I!l.a.Ci1 (Gl.IIl) ilUMJel.ll'M'ln1'lal~l'11lum <Belt an::l. We It) 
~ ~ ..I J!. - .J u ..(i).I!l.C:;:.Gl ((i).a:)1fI'l~t'1'l14 'M'lJ1Y1 1'I'J1IJl'UUt1'118'U'II84C1'J'U'l'U1J8 

Gl.I!l.":.Gl (CiI.It) tI'l::~l'M'lfl1'lalYl~t'lll'U8i (Incident Type) 

<J).I!l.a.Ci1 (CiI.b) u'lJl'l'l'llJl'U~'M'ln1'lml'11lum Oncident 

Severity Level) 

CiI.I!l.":.<J) (<J)..n) ,r'U"8'UtI~Uii 
CiI.I!l.a.<J) (<J).":) lLU'Un1"ljit1fl8~8i11' 

/Gl.I!l.a.Ci1 (I!l) uMl'ifu••. 

http:Gl.I!l.":.Gl
http:i).I!l.C:;:.Gl


• 


1i!.~.<i.aI (~) uia't.r'ftln1'tJ':rtf1111~ ll'UfI.tln.VlVI. u.imtJfa~i1.."r1~ 
111tJVI~1,'fm;11'1'l111iul'I~tJa()flfttJ't~LtlEli'Ua~mhtJ't~ ,",tI.VI~11 Vl11t1LfltJL;'l L;lil't~tf1111'{1U.til'Utl'll\11 
'l1nL\1'ln11cUVI~'t~Ltlai1'l11titlLi,.."r,;l'U~thu'f'Ui1ilL1Mjn11cUVI~'t~Luai I'I1ltI.Vlm, 't~aEh~\J1:riVlfll11'fj 

aI.~.<i.~ m'ii1n'ftliim\1'1m'icUVl1~1~Ltlilf OR-2lncident Response Training) 
,,,..... ' '" ""'lit"""..1..1..., Jt." .,. .. , ... " " •
~\111n1'H nn1,,~'I'IaYlu~ \J ..mJ1Y1 LntJ'lntln1'ilWilL\1'lm,a.IVI~ ~~L\Ja'i'Uil~ tln.YlVI. L'I'Iil L\1n1a~'l'lafl~nal'l 
.. " ",..1.., "..I ..... " .I.,~ ." "" ::1I1'1'l11lll'l'l111L'II1 ~'l LntJ'lntl\1U1V1u.a:rl'l'l1111u"fI'IIil\Jfl111Y1n1mJIil ~'l LUUJruiltJ1~UiltJua:: Ii! I'I'~ 

aI.~.<i.Ql n1'mfitfil\Jwru'f'Ui1ilL\1'ln11cU'l'l~l~L\Jili (lR-3 Incident Response Testing) 

1".. " .. • l.f. .. t" .. •u~11m'Vlflt!()'UU.Ull'tl1I m~1I!m'lW Yl1~ ~L\Jill 'Un.VlVI. L'I'I a \1 VI"1'U{1~1'I'l111L~1I1::t!1I'U()~u.Ullfl~m'11 

'1115~Liifln1T\1'lW1n1'~LLIlu.r~nti11L;;1ti'UUJru~U~L~tJ1;;il~ mh~u()tJua:: Cil I'I~~ 
Cil.~.<i.t£ m';'Uiim~flm'cUVl1~1~L'Uili OR-4lncident Handling) 1\1'i1m'l'lf9IJu1 

;jflI'l1111tf11l11~1\ln1'lofuijaL\1,!n1'lcUVI1~l~L'U()~ 'Un.VlVI. ;~()fh~uatJfiil~tJ'ltna'UA'1tJ 
Cil.~.<i.t£ (Ill) 'lf9IJU1'lttl\Jtf1'tfULVlf'lL;lil1'Uii()L~'ln11cUVl1~'t~LtI()i'll~ tln.VIVI. 

( ) .t!_tJ! "" .. Il't-" ".~ .. Ilit-_ ... ·.I N..:'! •Cil.~.<i.t£ ~ 'IIml rnUfI"'''''\jtllll ~m::Ltluu~...'Uflillt~1 L'I'I()ltnJaL1Mjm'lW 

1Il.~.<i.t£ (t£) ..rlill\1'i1'1l()~Vl1~n1'iilil,j()ailt!1'1'1t~11~~bll'f'UiiilL~,!m.,cU 
Vl1~1'llL\J()i f'I~tI.VI\11'1 ti'U u'UIIl.'Un.VlVI. L~()tfLun11u.til'tlil'llm'i'l1ltiu 'I'l1Iihm'lu.i~L;;au~tJ1tiOOtJf'lnl'l11l 
l~LtI()i~1tJ 

Cil.~.<i•.r m'iilil"111L~II!n1'cUYl1~1'11L\J()i OR-5 Incident Monitoring) t'IUJm'luuiin 
_ • ~ • ..1 _ .f, .1 .." • ( )

u.aljflflm1lL~'lm'WVI1~~~LtI()'lVlLnfl'llULll \In.VlVI. 1J'ltn()'UfI1v an'lffll::'U()~L~II!n1'lW Incident Overview 

t!mlll11'1'1'11mL~fln1'lcU Oncident Status) ~~-A1JI'I1'l'l'l\J (Observable) m1tJ~u;tL;qil;\Jiim\1l1!m'lcU 
(Incident Task) u.a::\JVlL;vu;nfi'f\J (Lesson Learned) L;latofllln1'tJ'f\JtJ\~1I1!11'n1';m;11'11111illfH 
tJailflftvt~L'UEli'llEl~ 'Un.VlVI. ,j()ltJ 

Cil.~.<i.lv n1'l'1V~1\lL~'ln1'cUVl1~1~L\Jili (lR-6 Incident Reporting) 

aI.~.<i.lv (Ill) l~iin1"1v~1UL~1I!n11cUVl1~t~L\Jai~Liifl;futll tlfl.VlVI . .. 
1\1' U'U.Vltft'l. Vl11'U ilti~UilV«'lIfI_ aI 1'I'f~ 

1Il.~.<i.lv ~ll1.ll1,al~ 'Inl!II.'Un.VlVI. "'1'l'I'I\JL1Mjn11cUVI~1~L\Jaimvlumbv 
'IIDmU t~u1tJVlmnmrlf'rl'U.l3l'u~'lIooMvl"lll.uai'lloo·n.bumlll1\lL1Mjm'lal.r~rnll'll\1'I'I'Il'U.VIm'l VI11'ULMLh 

•.m.« nTni'14,n'lin (Maintenance: MA) 

aI.~.<i'!.1Il lJ1f1'n1'lf'l1\Jf'llJn1'lU1c~'fI1'\'j1 (MA-l Controlled Maintenance) 

1Il.~.Q(.1Il (aI) t\1'i1fl1'11~U.UU fI'1L'ilun1'l UllY!n u.a::YI'UYI1Uu.U1V11~ 

nmi1'l~;'n'l.n'SIru'Ui'l11tfULVlf'I WI::'lIj'U'Ui'mnf'l1~uI'I~tJ;;j€lflftEJ1'llLutJi 'IJ&I \Jfl.vm. ilV14Ltrua1Vlimtal£in1!l'l 

€lti1~u€lv'l::fia~ill11~'l::'I.!L~EJ'lti\JuiWL~1'Ua~uii!llftcu'l1 (Manufacturer or Vendor) iu (ModeO L1€l~fu 
(Version) i~ijutln'tVI'U!lial'l1111illl'l~aafiftEJ1~LtJai'll€l~'ttI'Ut'l1~"ULVlf'I 

http:t\1'i1fl1'11~U.UU
http:1Il.~.<i.lv
http:aI.~.<i.lv
http:Cil.~.<i.lv
http:aI.~.<i.Ql
http:1i!.~.<i.aI


w 

~.~.Q!.~ (~) hifi-u'UPla'U 1111ii~fl11';1~U'Ufl1111aat{iii fl1'ti1(d'm~1 

'IItltltl1'tI'U~Ylfl ~U1II'lItltl7m~1f1111lj'U1'I~1.1aaflnal'1f~tlaf lIa~ tlfl.YlYl. mh~~{J'U~l1mrfl'etNDm~"1 
;!~~II;ra~fI"IatlflipJ..f~01"1';1~U'Ufl11l'U;li~ (On Site) fl1"1fi1Liiufl1"l'Uan;l.r~ (Off Site) lI.allm"l';1Lil\jn1"1 

,nnma\jan (Remote Site) 

~.~.Q!.~ (Ill) l'Ufl"lnivl ~::,jfl~1l1 !l1.1n "INi'11"1i'1\jLYlflt1.1ti1'~~7mn'Uanvli ~ 
1~\1t11 a \ 'I\'1'!Ja~!l1.1 fl"IN';1 L U\j n 1"lPl"l1~i'1fltl lI.all'ri1a1!J;{fll;jaH1f'1''lItl'U~a1j'U;jn;rfl2Ja Pl11l\1einLnru'll 

;In1\11..1\11\it1..111.'U11.1~'\Jflil 
~.~.Q!.~ LI'I~a~iial'Un1''lti1(~7n'et1 VAA..2 Maintenance Tools) l~iifl1"lf'l1tlf'j1l 

LfI~ fl~iiat'Ufl1'ti1'l~7m~1"llltltli'11"li'1\jLYlI'I lI.all'lItltl7fl"11'1111lj\jfl~1.1aa\llnat'lfLtla{ '!Jfl~ tln.YlYl. 

flEh~L\11l111i'11l 1.1"lllnatll'i1a 

~.~.Q!.~ (~) l~i1n1"1l1fltl\11J1 !Jfl111Ji'tlNfI'lfatlt~ntl~',y~1\j\f'I~ fl~iifJ 

1\jn1'thl~i'n"1 "'11Jm11;1llilllfl1111WilPlllfltla~1~LUtlfl1!Jein,;a!Dn,,"1 

~.~.~.~ (Ill) 1~iifl1"li~f'i1Lf'I~fl~iifll\jfl1"lti11~i'n"1 L~fl\Jfl~n\jm~~;imA' 
i'tla'lj'll1f1i'111l1"l11106~1\j Lf'I~a ~iia;{~mi11tA' 1.1"l1lnfltltl1!J 

~.~.Q!.~ (IIl.~) n1"1\Jfl~n'lJ'rl1~fl1!JIl1," 

~.~.Q!.~ (IIl.~) \1;afl1"I\Jfl~num''lL061ii~ !Access ControO 

~.~.Q!.~ (IIl.IIl) mam'lt'i1\1\jflij,ffiLti1'iihtJu (Least Privilege) 

e!.~.Q!.IIl L~1m11;iti11~i'n", (MA-3 Maintenance PersonneO 

( ),,_Z __ • AI.J ........-.-.J!..,!'l, .," .... 
~.~.~.IIl e! \\11l1l1..lfl81..lfl1"l8'lj1lfl ~'WI LIfl"",. l.HlJHfI'IfatJ \\1ma.ma 

lIa~mhmi1m11'iiL(1m1,;itil1~i'fl1!1"1I1Wi'11"1"'ULYlflllill$1l1tltli'n1!1fl11mt'Ul'I~aflflil'al'lfLtlai'!Jfl~ tln.Yl'rl. 

"I. """,.I ... Sol SoI.I ... 0 "" 

~.~.Q!.", (~) .\jfl"jru'rlllL~1\11l1'r1~1fl111auflm'!J11I1tll1~n"'''Il1tltl''1''li'1\jL'rI1'I 

LUIII"llltltl7n"11'111IJj\jf'l~1.1MfliI'al'lfLtla{'lJa~ tln.Yl'rl. \1~a 1..I'!JPI.tln.YlYl. \1t1 ') aL'I\'111a~"llltltl~lI,ja~~fI 

1~ii L'I\'1\1U1vi '!Ja~'I'It11!J L;r11J1f'11tl,,!1l n1 ntl~II.fl L'I\'1\1U1v1ti1'~~i'n"111l~nri11t ~1.1fiuiiPl11l\j1!Jtl1a 

1lilIlIl.\j11.1~'\JflQutlil '1mr~~II,jfJ~iifl1"luuiin06fll;jflL~!J1tfun1"l~'\Jfl;{~nri11HM!J 
• .la.eo n1-rll8~nuilWuilnf8\111 (Media Protection: MP) 

"'.~.e!O.'" 01'n;,'1ii~~w'U;jn;ral;lfl (MP-l Media l>I::t:.ess) t~m':I\Ja~n'Um''lL;,'1ii~ 

Sauuiin06al;jfl ;!~fl1"lw;jfl'ilallfltl1'tI\jL'rIfl'!Ja~\1lh!J ~~ 
(,.,) fl11\JfJ~ti'lJ'rl1~01!Jm," 

(~) 'I1;a O1,'W«~~aw;jn';alJflm\ll!J'Wii«~lI.fl 
(Ill) 'I1~a fl1'L;;1"1~.,~au\jVTn;{ilIJfl 

/\S).~.~.~ nl"l~... 

http:O1,'W�~~aw;jn';alJflm\ll!J'Wii�~lI.fl


",.Io.CilO.1o n1'nhmJllli'lliln~~enjuiin"SlJ<l;;~~<l (MP-2 Digit3l N1edia Marl<ing) 

1umw~ilmru,mn'l7al;1mlil.fum'Wii\n.Ju~oou-vin'l7al;1";;~~<l m::nautl''lu L1Nu;i",ti ([)iskettes) L'VltILWLWln 

(Magnetic Tapes) ~rl"Ml'Itil11mmn (External or Removal Hard [Ask Drtves· Solid State, Magnetic) u,'wiVrJ'ImYI 

(Flash Drives) flil1Ju,;ifl;;",ti (Compact Discs) L~U«U 1\1iin~fi1mJ"'i'llil~\JtI~ilU,mn'l7SlJ<l "nil1f1l'1f! 
!"t ~ _~ ... • .11. u ~ ..., .. IV IV .., .r 
1J"''VIml~1Jfl1~fl1mJ''''''lI<ln'tKl.l "'11J~~LtJU\J'l1"''lUm''i~ntt1f1'l11J<lmlil~'VI1'1'n'l/n1'~ 1'I.t'I.Io<tG:G: III'I1J 

... _ ... <iii 

,:,1If1I1MlIlWon 

Wilnfy~u "w" 
«.-~ "'on 

Wilnf8~1I7UIIu "amnn" 

d~"~ on 

Wilnf81J1I~ ·w~..• 
au fttJl.I11l au;!iI" 

",.10..,,0.111 il'u~ffl.I1'Uailuuiin"ill,j<l~~~<l (Mp·3 Digital Media Storage) 1umw 
~ilmwuiin"ill;l<lv!il.fufl'l11Jil'U'Uuailuuiin'litll;l<lii~~<l 1.lwntltJ~'lu uUuiil'lti (Disketres) L'VItJLWLWln 
(Magnetic Tapes) rrrllll~l'Inl11Wiln (External or Removal Hard Disk Drtves . Solid State, Magnetic) u,Mi'll'ImYI 

(Flash Drives) flilllu,;iR;i",ti (Compact Discs) L~ufiu 1\1ilm~fflLl1tJailuuiin'liill;l<l~'1na1'lmuil'~i~il 
fl11111fufI'ItJ<l illllIi'U111111 ~~L\iutJihU'nu1uni'111U'"~'11,r'lum~i'ntt1f1'l111 tJ <l il III Ii'uu,\1~'II1ii 1'I.t'I.Io<t<flo 

"1JiMu,u1tJil~Lfiu1ti'tJm'ifl1\J"l1Jm'Lo6'1i1'u~«'lU 
.".1o. .,,0.G: nT:lLR~ilU61UailUuiinfill;l<lii~~<l (MP-4 Digital Media Transport) 

1\1iln1'i1il~nU'M~ilR1\J"l1J1u,~w;i1'1n1"R~ilU61Uailu,mn"il'dfl;i~~<l ~,a L1Nu;il'ln (Diskettes) 

LmJLUiLWln (Magnetic Tapes) rnMl'Inl11mmn (External or Removal Hard Disk Drives -Solid State, Magnetic) 

u,'I'I~'II11II''ii (Flash Drives) flil1Ju,1ifliil'ln (Compact Discs) L\lUl'iU v!iin1"iUuiino6'ill;l<lv!il.fuR'l11Jil\J 

Lilia1\1L\lul1.l"'11J'~L\ifJ\J11«,afmi'ntt1R'11Jil\J'!lil~'VI1'1'1'!Im"i 1'I.t'I.Io<tG:G: 

.".Io.Glo.<t m";1f11ufilldfl~iluu9in'liSlJ<l (MP-5 N1edia Sanitization) 1..Mul1.l 
.1 ~ .1 w ~,x"'11J u~~U1'V1'IJil'lfl111J1J'Uf'I'Iuflilllll1a fI'IU 

' 1"--.1 ............ ,x
Gl.I!:1.CilO.<t ()Gl m'MUIIII'M1J1fin1'hI1f11fJ'IJtll;lfl\Jtl<liltJ1JVIn'IJill;l<l III'IU 

., ... ~.tIIII 

"'.1o.",0.<t (",.",) m~fI\J'lJill;l<l (Clear) 'M1J1aCHI15fl1'i 

';1fnu"il\jIl\JU~ iluuiino6'il\jfl «,flO1'i1'Ii'llil'l'lll1'u,'li'M;ml1'flllu,'li ';1m,.1iau~\JiI'u;j\JU~ iluuiin;Jil\j<l 

(User-Addressable Storage Space) 1ii1a'lim~<lvll1iiluau~lih~''lI .,;'il:il't\1~~UI'I11J1'"t'liiiim'i~'l1tJ 

1um~r.jiliU;JillJflmi'lAJ1t« (Simple Non-Invasive Data Recovery Techniques) 

"'.Io • ."o.<t (",.1!:1) m,i1'106'il\j1l (Purge) 'Ml.l1aii'l i6m'i 

';1f11ao6'il\jll\Ju~iluuiino6'ill;l<lti1flm"i1;L'VIfI;jfl'VI1'1,."n~ (Logical) "nilmflfl1l'1 (Physical) L~ilm\1~~U 
1'I11J1,,,tfi6n1,1u\1a'ltlfit1jin1~tum~Wiufil\j<lmi\J1J1'1J1 (State of the Art Laboratory Techniques) 

GI.I!:1.Glo..r (IIl.Ql) m,ti1<l1aailuuiTn'liill;l<l (Destroy) 

'M1J1ai'l~ iiin1";1a1fl';ill;!~ilU,mn'l7SlJ<l ti1fln1"it;L'VIfI;jIll'Vl1'1"'1m~ (Logical) "niln1flfl1l'1 (Physical) 

L,;'ilm,.;(gUI'I11J1"i"tfiiln1"itU";il~tJii~n1"itun1"itj'i!U(ill4f1 ''l1Jii~11i1'l11J1,,,t;~1ui1iluu;jn'liill;lfl 
fi''1na111tili"lfl 

/ 1Il.Io.CilO.<t ~)1m;... 

http:Io.CilO.1o
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mh.? 



- 1110 

\In:lIl'IIilu 'l!nmru 'l!fl'l'I'Ii1nl'l!n"I1~ 
V'uWl~iI 


tl'lln~wI"';mi1a 
 - Full Manufacturer's Reset - lin 'II;Wf\-m'\i~~t~1Wlrn.ii~ 

-t1ll1'11i1;tw~'\itm~ - IWnil-lU 


- 1111 

1'111fttlmi!)a!) 


IRouter, Switch 

- Factory Reset (Erase All - Factory Reset (Erase All Content - on m!)IJIIl 
u.;lIJ~1Il I Content and Settin~) and Settings) - u.amnu 

- 1111 

fl'IlmW~1,jM1U - Full Manufacturer's Reset - lin 'II;1l\J1II 

Printer, 

-m'\i~ul~ 

-tUfl1N;l1il1'm~~!)lIla!),juiimi!)1J1I - IWfltl'llJ 

Multifunction, 
 !)!)fl'\it,:m~umu!)~amMin - 1111 

Fax 
 -t~Iil1U1'I~'\ilm~ 


u.Uu~i'lti 
 - 1;j!JlJ'ii'el;j~IJ1IIl!Jt,",!lYl,ju1i - Degauss - ~n malJlll 
• to- 'M1!lIJU Windows 'II Format - 1111 

91U'lIJwue!Jn11 '" wfi ~1V 
~ Format X: 1P:3 "replace 

X with the target drive letter 

uriul1filii 'i;;/IJil - ~fl m!)IJIIl- fl11ilii' W11J'1~';1m' format l~ -
l,v - 1111t"mm format 91u'l1J ., 1Il\J 

814f1iiao - I;tM!lIJIl~IJ1I1lEflf"!JIlYII4u.1f - Degauss - Ofl mWIll 
• to• '1110IJU Windows 'II Format~[Ask - \111 

[)Ne) 91u'l1J'll.hloom1 '" wf~ tl'1m;,ti 

Format )(:/1>:3 • ~ X -Mth 


the target drive letter 

- 'II;!)IJU Linux t'li Disk Wiping 


';1 v",', II" ~ dd if= 1devlzero 


ci=lctN/sdX bs=lM 'replace 


X with the target drive letter 


- on 'II;!)IJIIl- l;;vuf!)I;jIl'li'U111lvtf"!J!)W,j'U.1f - ml'ihil'u ATA SSD u.1I~!j1ln,al"HfIJ1I1f"~lilti 550 
.... t 

(Solid State Drive) tmf,h~\h~1.Il'I1 Block Erase m!)!lV~U!)!J ., f'I'~ - 1111 

Sanitize CrypI:o Scramble 

-ml'ihil'u SCSI SSD lU'It:tl'lln'M!)~ft 

mmn~SockEraseWi!) _, 
-.~ 

Erase 

http:f"!J!)W,j'U.1f
http:I;tM!lIJIl~IJ1I1lEflf"!JIlYII4u.1f
http:m'\i~~t~1Wlrn.ii


- "'00 

t1n:umilu ilImnru ilInm~ ilIm'nhnl 
Wlnfevll 

Lmliuimiln -an ,.;mM-\'vu~a~mnulftat(~uW~~1i -Degauss 

hJ1u'Wuaanl1 ~ I'If~ - UI1 

- 1;;!J~illJi'I..rulII!Jtiklayj~141i~!'lMll"n1 - - lin 'I'I;auPl 
~ 1"- 'I'I'lauu Windows '1'1 Format -1/11 

1i1u1u'Wuavnl11c I'If~ .A'1!ll'h.t~ 
Format X: IP:2 "replace X with 


the target drive letter 


.(;;aui~i'I~ut~!lliklil!'l~141i~b;lm;" -lin'l'l;euft-
SO, SOHC, MMC, . 'I'I~eU1J Windows 1,. Format • UI1 

Compact Flash 1i1U1U'WUi)!ln111c 1'If~ m!J,i1li'~ 
Memory Format X: IP:2 "replace X with 


the target drive letter 


1il.i!>.IilO.D m'.il.mama;ino6'a\lfl;;~hYfi (MP-6 Digital Media Use) lmin1'~l.unlJ~a 
uuiin'lif.ll;lfl;;~h;fI wnmWI'l!l ~'liifln (Diskettes) LmlwJLmn (Magnetic Tapes) Irlilllflflnmmmn (External 

Of RerncMaI. Hard Disk Drives - SolkI State, Magnetic) u.mou'ImW (Rash Drives) I'Itl1IIJ.'ill'!iifln (Compact Discs) 

LtI'lJM'IJ elEh~1i''lJI'I~tJflaflii'!Ji~il 
oo.i!>.G1O.D (00) l1'11Wt-M..mama;in;,'a\lfl;;~h1f1itbi'VITnJu.,..,~il1I1 

oo.i!>.G1O.D (lr,) ~-M..u~au'IJiin;,'a\lfl;;~li'flnml'l'a~l'Iallii'lLflai ,..,;f.l 

LUfI<jn~~iin1'.iL;jall'; a n'llLf'l;a1i1!lfl1'JftUL'VII'I'!J a~ 'lln.'VI'VI. ~~ijlli'iin1'.iMfI,f~1tJ'.i u.n'.ill-oa~n'lJUflU.'l'f fl111i1 

1'I'U'll.'VI,..,1'.i th'HUfl 

oo.l!>.<oo.D (en) w1~1nL;jf.llllli~au'IJ;in;,'a\!fI;;\lli'fln'llLI'I~f.l~l'Iallfi'lLflai 

,.naLufl<in 1l1''';1ft1'.iflu.nuti'l!JltJ'.iu.n'.ill-oa~n'IJuflu.'liljnl'lf~ ,..,;a";1ft1..i~l'hltJ..u.n"lI-oa~nuUflu.'liT.m;1 
ft1'.iftu.n'IJ~auuiin'lif.l\lflffilm,m.aii;iiin11L~alllliaL;nti'llLf'l;a~f'lallfi'lLflai,..,'aL,jill<in 

....tmOHi''IMNfl''IfJIl1'~W8U (Physical and ErrviOi me llal Probldiol. : Pa 

1il.i!>.OOU) i;'VItt'IJn''.iL;,'1;f~ (PE-l Physical kJ:.ess Authorizations) tl1'iin1'.i~1IIti1 
~ • '" ~" '" .,. _ ~ J(.,j"'. 1/ ., ~ J( '" .. J(~.,j '" 'll'II'!J'!Ja~'lf'l f'lfl'VIa'L/'II' fI L,..,L'!J1 uQ'llfI~1UL'IJ'nUVI'VIlIm'.i") n~'f'l'l111lJflalll.fl!l 'n'IJ'VI1'I'l'll1'j1l ""'.ia'n'IJ'VI 'H1~""111 

li11v9i'a~~1IIti1L;mfl1!Jtin'l!lfli~n~' '.i'lll-i~Ma~lmtJn1'.ia'Ljll1\ U.fI~tJi'Wl~1l1'iif'l'l111li''lJflUVf.l~(fIlIa 

1il.i!>.001il.i!> m'I'I'ltJfjlln1'.iL;,',;fuiI (PE-2 Physical Access ControO tl1'iin1'.iI'l'ltJfjll 

n1'.iL-e'1;f'IJilfl111i1'V1i+111i'-tJ'!Ja~U.Pifl~ f'll'l fI lIi\V~~~!l~1l1'iiI'l'l111aaflf'lIA'!l~ n'll'~djV'll111'111'n'lJ1V ni:FI'IJfI~ 

·i1~'l!ln1,i'n~11'1'l1IJtIfI!lIll.nVU.\i~ou1i! 'n.I'I.i!>tt'<t'I!l i~il 

http:n~~iin1'.iL


<il.l!l.<il<il.l!l «il) ~Unmm~nl'l'l~wimfl''IA'ICI1m1~;;~'nJUflilu(i~ 
~ t ' '1'11nI9\fll1l~~tf~mu.'YIllftIElfI1'hP»i"la 

<il.l!l._.l!l (Ill) 2m1rmnmfl'l:l'll'l'l~wimfl'~ ~fi&riii'il1'M 
... " .x • ..".... ~ ........ t.... "" _Ii'" .......

mrmn~1J'YIVl~nmn'!;1l'l'llUU"a(lltla n"lJfl~nunm~1Cl~mamn ~~ 1t1.JU1f'llI\l1M;\au 

1t\J\J11l1"l~fla\JLl.iltii~~u9i"l\l1U i~m~LMll1tfl~tY\J\l1tLl1Vlf'l"l1~itul'l~\lilflflfl~~1t'U\Jfl1'flUL'YII'I,7u 
Gl.l!l.<il<il.l!l (QI) rmd11"l'll~1iIfla\Jmnm~nl'l'l1lJ\1i1aMwimfl'~ 

W .. ~../~:: U' 'w 
~~mil'Uf'll!~Cl-m1J'Yl(!lflfl~~I'U~11J'h.~Vlf'I'tl&1Vl1J"lafl"l!J 

<il.l!l.<il<il.l!l (c£) nflUa~'lI1(!1'~L'ihi4'1J~;;fl~nn11ii~ml9i"lI1l1JLi'I!Jna1J 
../ , Ww , W v ~ ../ v w" _

<il.lIl.GlGl.lIl ( <I:) ~ flIP!1\Jn11fl~ 'lI111l1\lL~1'1'1 1J'YI U,fI "l~t(!lfl~~n11I1lfl(!l1~ 

n11\ijjUii~11J'IIa~~fll'lflli~n,h"l i~mm;n5m'Llh9\fI\I11~'YI1~8U1nVl1aijn~ \I;flm1L1h9\fI\I11~l\l1!Jtf~flflfl 
w .a '" ~ ../ w.1 w ~ ../ ,

11l1U1tfl'Ufl"l1~"11'1'lJ'11fl~'I'I1J"I1 U,ilt~111l1m1'n~1f'1"l1~1Jl'lflfltl!J"UVl'lla~\I1J1!J 

Gl.lIl.GlGl.lIl (t» U1J;tnm1L;;1flfln'!la~~f'lflil 11~it~'!lrut\l~Uii~1Ut uifu~ 
;ijjm'i'm.'i11'1'l1~\lila,ui'!J ifuiifl1'U'l~ "';aif1J~m~~1~ 

<il.lIl.(ilGl.lIl (111) tli'iim'L\l§!J1Jfl'llU,~ (Physical Key) ,\tatlfil'\Jfl'llU,~ 
(Physical Combination Key) "';flTMaU11J (Password for Physical k:cess Device) t1Jm1L;hifmliinmnnl!l1 

fl"l1Wl'laM!J ifmll'l'l'U"lu "';aifml~w flEhnia!J <ill'lf~ "';au1fl'1'1\JL'llfjm'Niifl1f111fl\lfl1N';~ni;1"l 
QnL;;1fl1'U"l~lfl!J~~\l'ta~~~ 

Gl.l!l.<il<il.1I1 m1fl1\J1')uaainliitun1ntRi~;;tl2jil (PE-3 kcess Control for Transmission 

Media) t Wlm1fl1'U"lUaflmoiitum'li''Uft~oiimJl'la11aUL''I1l'1t1Jif1Jiiiiiimnnl!l1fl"l1u\laaflfl!J if1Jiifl"l'U"lU 
.. ~../ _~ .01 .... _ , ..,.!w ..../ 

\I1a'l'l1J"l1m~l'l1U L'I'IflflflMln'n:Vl'U'i11f)fl11ULI'IV~\I11~15'l'U'lI1(!1 L'lIU ..,\11'1f)(!IU,Vlt am'l'lmml'l \I1afl11~Li'lV~ 

ilLii(ll~1nu~l!I6 .'liu fl'llilL",'! m,lIinih nw;ht~L~V"'1V M;1 
<il.lIl.Gl(il.Q'l (<il) <M~fl1V«'lI'lI1ru,r'!J1f1~a~tYu 

<il.lIl.Gl<il.Q'l (lIl) i1,,~a~Li!'Ufl1V«'lI'lI1ru "';afltln1NII'l;a1h!J mafltln'SN 

<il.Io.<ilm.Q'l (QI) .Jflm'lLfufl maiJflnmlmutia~a~L;/~pjailWt',j~11J 

<il.lIl.<ilGl.e£ m'l9\flfl1~m'lL;i1~~Vl1~m!Jm'l'l (PE4 Monitoring Physlcal Access) 

tIl.lIl._ . .t (til) tWlm'S9\flI1lWm1L;;1it~~mvm""1m\J'StWfl11i'11JL'YI1'I 

fl\lf)1cl\l1t~"laUI'l ~aUu;tfl,jalJa 'It'U\J!1U;;a~ fl\lfl'lNLI'l;a1hV u.I'ltf:JUV.fifll;jl'l 

Gl.lIl.<il<il.a:: (lIl) tli'iim'l(!l11~fla'UU~flfl1'~L.fi1flafl'!la~'lflfll'laf.i1~luhLmJa 
W 

ath~av\lelt til l'Ii'vtl ",;a"1u~111l1fl11i'fl1;11'1'l,u\ll'laflfl!J'!la~"''1b!J 

.....I!l............: ("') 'bmuilil1J'!lfl.\Jfl.VlVl. fl1"l~rI'M'llfjfl11Wilfl\ln9\ lli'l.l1tlf11J 

fl~mt'hUtltJ 1'I'lltJ.Vl",'1 l;:l!li1~n1J(!I11~aa\Jl.Leltu,0l'llL'llfjfl11N';~fltl1"lllia\\l 



'- ..,<V> ¥ .. " .I ( .... " .I00•..,.0000...... ,1lJ'I.I\IIn~ml'ln'ilWmI PE-5 VISitor Acress Records) mMJeml'ln'ilwmI 
t..4 d.,j":r ., ~.t.,j • .t.,j .¥ ,,,.. ~.. w 

w .. u" 'n:um~ l n'l!111'11'l:Uua£ll'llla 'WU'n1'l1\J"I:U 1-1~£l'WU'n1-11hI1:U 11-1:um'l\Ju'nm'laa::L€ial'l'liutIi'u 
.,. .., ._'- If <IIi .. ., .I .J." 

'II£l~l'Il'Ifll'I~na11 £la1W£l<lu,tn£l\J1'I1a 'II£l U'l1J.,~a L1a'l'nL'II1W!MI1J WilZL1fI1'n£l£ln L'W£ltflum~l'In'il"£l\J 

mriiw\JL1-1'lm~Will'ltJn;nUll1a1-1tr~ 

m.I!l.mm.b nmloo~tJmaJ1'riihW'l::a'lalmh (PE-6 Pov.er Eqipment and CaI:lIingl 

t'l1i1nwu£l~nut!tJmaJ1'riYl1ILfI::.,1a1 yjihL iI£lflfl~an'l::'n\J'il1nI'l11:UL~ a~1'I1:U1l'l'l1J'll1ii L'IIU ftl'liol'llL'n:: 

M1'W£l1mf'l m£lI'l1'l1J~a-rilLiiI'l'il1n:U'fdv L'liU 'lUJiL1-1'l mnht'l1Liiama ,r~;l 
m.I!l.mm.b (<il) ,;mi1mrufl~£lI'I'I1~ m£ll'l1\Jl'I:um'lL;;1a~~~fhLilfllwrh• 

M1£l~1ufl1\J"I:ULI'I~£l~fi1Lilfllyj.;!1 m~l'Il'Ia;twLila1;;£l~"1m'lt:1L;;'MtIi' 

m.I!l.<il<il.b (I!l) t!tJmaJ1'ri'hll.flml1almhil£l~uoo£l1l'l'l'l 'iI::PiOOin~ 

.i1a1'"'lili11'111:U'Vl'I.l'Il1u 1-1;£l1J'n~l1tU~~,.;£l'lj':uillL;;~IL'H'n'I.l'n1U 1-11£In1'1~IlI'lt!tJn~rulK~mh1';1a~1lI1L'iI 
ilu.~~u.~~'n'I.l'n1U 

<il.I!>,<il<il.01ILwl·l\ha1'l'illrnOu (PE-7 Emergency Pa.ver) tmi~fI'I11ILwl~1al~rnOu 

a11-1fm::\J\J.,1'1aUL'n~~iifl11:ua11'i'llIi~i!1'I11:uhi'Ju,;m"1m'lCl,h~1Ul,;£lEh~,j£lL~£l~ i~;l t'l1I'i1;j~ii~ 
~an'l::'n\J"IlIl1'1ii'il~n'II£l~ \In.'n'n. 'l1:ut'iml'l'll£l~fi1a~'I'Ia Li'JUft1';\JIL'In IK~ 

<il.I!l._.01 (00) tmim'lL~£J:uIII1l1L~1alwt1fl'l11 ~~1'i11nu.Ma~~1alyj~u 

(Alternate Power Supply) i~mnlL1-1a~~1al'ri~n'W<11:U1'1t:1~1alldlli' 'ilt1:u'tlii'f~an'lt'n\J'il1nlLwl~\halyj 

Mandu ..f~;l 'l::a::L1a1n1'1'iha1'riYl1'11£l~1L1-1a~\ha1'ri.w11'1'l11 'iI::';£l~L;ja~'W£lii'il:rn,.t'I1<11:U1'1t:1\)fl'lt\J\J 

MnM1l,; 1-1;IlLila~'Wllfl£ln1'l.,eMtil;;1L1-1a~~1a1'riqmiiulfi t umwilLi'Ju'I::\J\J.,1'1.,UL'nf'lili1I'111:ua1RIlI 

<il.I!>._,Q'i (I!l) tmim'lL~Il:ulll£lu.wi~~1al'riqmilu ~~1'i11nlLwi~~1atyj~u 

(Alternate Power Supply) i ~'I'I1nILMfi~~hulyj1-1.,n1si<11:U1'HI,j1ah11,; 'il::\sillli'i''U~an'l::'n'U'il1n 

u.1-1a~~1U\yj~n'liu 

" ILMa~~1alyj~n'W<11:U1'1Cl~1alld';'ilt1:u'tlii'f'U~flmt'n'U'il1nu.wi~~1u'Lyj'l'lan'jju 

<il,I!>.m<il,Ql 'III\J'U';Il~"11~qmilu (PE-8 Emergency Lighting) t'l1:iin1'1~fl1-11u.flt 

iifl~~'1t'U'Ui'f 11 ~<111~qmil u ,h'l'li'\J'It'U\J"1'1<1UL'IIf'1i~:ii1'111:ua11'i'llIi~:ii1'111:u\i,Li'Jutii'£l~<11:U1'1(ltiWIU11ii' 
• I .... 1:.1" ... 0...... I .... ~ .... !!.... 4,j:1 !i4., III

£l U1~I'I£lLU£l~ 'II~U I'I'I1'I1U4M~an'l::'II\JI'I£lIl1'ln'il1-1an'll£l4 'Un,'n'll, 'I1:UCl~1l11'1'11£l4mC1~'WaLlJUfl1f1'Uu.'m 

£lEh4U£lU';£l~I'I'I£l'UI'lq:uluiI ,;~;l 
m.I!>.<il<il,Ql (<ill ~uv;;£ll;!a 

<il,I!l,_,Ql (I!ll -M£l4tJ~UJin1'1 'I'I;Il-M£l~1'I1'U"I:u'll~RWIll'll1 

<il.I!l.<il<il.Ql (on) 'I11~£lllnqmilu 

!m.I!l.<il<il.11< '1t\J\J... 

http:m.I!l.<il<il.11
http:il.I!l.<il<il.Ql
http:il.I!l._.01


!;).Irl.CilCil.~ '$~'U'Uilo~truel'lrrft~ (PE-9 Fire Protection) t";iln1'$ifl'VI1U.~~j\fI,f~ 

'$ ~'U'UiI El~nusI'l rr ftmf1'VIi''U~~'U'U'''1 '..,UL YlI'I;i ~ii1'I111J';1~'\111 ~ii1'1111J,j1 L ~U,rEl~'"11J1'mi1~TIM{ 
I'", I ........
::.1,.,.....

El~1~flElLUEl~ YI ~U I'VI1'l1U~tl~Nan~~YlUflElll1'n~'VIao'llO" Un.YlYI. ':i11Jii~il1f1'11El~tf1fltl'lmttUft1ftULL'0 

mh"uEl~«El"1'I10'Ul'lq1Jif.u~ ~,,;i 

Cil.Irl.CilCil.~ (Cil) ~ua;;Ol;!~ 

Cil.Irl.CilCil.~ (Irl) ";El"'ll~-uilft1' 'VI~O";O~1'I1'U'l1J'Ii~~'U'U'\l'll1 

Cil.Irl.CilCil.~ (111) Yl1~OElnqflLiiu 

Cil.Irl.Cil.UIO '~'U\JI'I1'Uf\1J~CII'V1lJiiu.~~1'I11ufu (PE-10 Temperature and Humidity 

Controls) tmln1'~fI'VI1~::iifli,,'~1'l1'Uf'l1J'lCII'VIlJiiLL~~1'l111J;fw1mU~Ua;;a%J~ 'VI~aif.u~f"un1'fifl~~ 
LI'I~El~I.Ui';1V'UU'~'UU"'1''''ULYlI'I ~~iiI'l111J';1~'\If"iiI'l111J\'i1\ttu«a""'11J11tl~1,'j1u\;rmh,,"m;jo,'j i~;f 
t ..... - - d ~,¥
m.Jm~flflfI11J..,mU~'Ila"'lCII'VIIJ1JU.1iI~1'l111J'IlU MU 

\h:IIlmJ04f1'm1ifuM1laoMv 

"1~f1\I' 
I 

U'IIIUl'll1l84f1'm1ifufl4'lla.Me 

"1::iut11un1n'" 

U'IIIUl'iI1I84 fI4'IIaIlMe 

"milJllriw.." 

- ~MlIJil = "'''' -~ !WI1L'IlIlI4l!l1l 

fl1~ =.eo - be Iuoil~u,j 
,/MllJil =11>0 - lI>.t £I,I1'I1\'IlIII~!liI 

~u = .elf: •« IUO{LWfi 

mnmrl1i'1mU~'Il0,'jflCII'VIlJiiLLatlI'l111J;fu'bMu\ 'll fl11Jfl1 '1";;1~;rU t lffi'1 L Uu011U.tiL'111f1VLTI 

6).Irl.!;)!;).!;)!;) 'tl'U\JilMnU,y1i'1~1J (PE-ll Water Damage Protection) t";iifl1':i~flm 
lLatliitll,T"':itlu'U\la~flu,y1~'~1Jd1m'U'!Iua;;El2J1iI 'VI~a,iu~f"iln11jjt1,T"LI'l~El,'jI.Ui';1vUU,tl'U'U"'11i'1U\YlI'I 
~ - ~ .!' '" .. • '" ~ • '1" ,'" ~ ,¥'M1J1'I111J "1"'\I'Il,'j1J1'l111J~1L1JUfla"i'l11J11IlYl1,'/1UII'IOV1,'jflOL00" MU. . , 

!;).Irl._.!;)6) (!;) jjflMflu01tUfI'S1~{'Uu.atlu.~L;'im.n.i111~1J 

!;).Irl.(I)!;).(I)6) (Irl) ii,J~'llmtUlli'fI\WR11!v1aster Shutoff ex IsdaOOn Valves) 

(I).Irl.!;)(I).(I)1rl n1'nl1El'llmnh;;1 - aoo (PE-12 DeliveIy and RemovaO t";iifl1':iEl~1m 

iiflfl11J 1'l1'UfJ1J mru1El'llMtUi'l1':ii'lULYlI'I'II&n."hvL;;1 - OElO ~~U~ ':i11Ji~~tl;(El"uft1wu;Tnm'l1l1El'lln1tU 
II ,8 -III ., 

L'Il1 - aOn ~1nYruYlWlEl'lnI'l1,'j 

!;).Irl.(I)!;).(I)<T) ,iu~~-uil,'j1ud1'SEl,'j (PE-13 Alternate Work Site) t";iim'LfI~EJ1Jm1 
'" ~ - _ d "'.,_ _ .3 

11,'j1J1f1':in1':i1'l1'U'I1Jfl11JILNUL'hV1J1'l111J'YI':i01JMCllqmIlU'IIa,'j Un.YlYI. CII 'I'IUYllJ!j'UfI,'j1U,,1'SO" 

•••••• m'S11411MJ (Planning: PU 

(I).Irl.(I)Irl.6) ~Um'1m!l'11'1111J:I1'UI'I""MMV\1fLUa7 (PL-l Cyber Security Plan) 

6) .1rl.(I)Irl.(I) (..,) U1VYI'VI1'i;n1!Y11'1111J:I1'UI'l"UIiIOfltr v l'llL'UElf U'lifl .'Un.YlYI. 

f fI~'l~U01'1fl'~11'l111J:I1''UI'I,'ju~aflftV \ 'ilL'U'1l7'IJO,'j'VI'lhv L~a~1t ";1tl'UUi'l1 'l:i'lULYlI'I'IlEl ~'VI'I.b ~iiI'l111J:I1'UI'l~ 
.1 ~ ~ ,. "'.1 Ii '¥, ~~ • .1.1 • - •
lJlilaflIlV I'IlL'UO'SO~1,'jLUUllJIl111J YI,'jU 1'VI~f1f11~Ufl11JllJU.U'UYI 1'I'Il'U.'Vl'VI11 n1~Ufl u.flit",ee~IJIIPle 

'VIU.U'lJfI.Un.flYI. L~ua1vftn,;tU€fl'I;,1";u.IA''lLi'I~~m~lu ~o 1U 'Il''U,f''U.''ulv'U1vll'li'U;fiiNa'li,,~'Uti 
'YIi'01J~~';~d1LU1'IJO~~u.r~nfil1t,.; 1'I'Il'U.'Vlm1 Yl11ULflVLTI tflEJ~ufi~ofi11oEl",uOV~tl;rMiifto'\!tM:fi~;f 



-~-

..,.1!>•..,10..., (..,...,) flafll'llia~ti\Jfla1i191fJfl'$'$JJa~"fll Clhfl) 

..,.10...,10..., (..,.10) flafll'llia~ti\Juw\J1fJU,j\Jif 

..,.10...,10..., (..,.en) fhmJ9I~wilfl'llauilf"LW 

..,.10...,10..., (..,.1£) ti1mJflm~L1f111um,,j1Luum1 

..,.10...,10..., (..,..r) n1mJlII'iiim'SlUflTn1fJ~WHa 

..,.10...,10..., (..,.10) n1mJl'I1Ia\JWIII'IlM'SZ\J\Jfl1'SflULYlI'I 

..,.10•..,10•.., (..,.Id) fh~Ufl'lh:;U1Y1W~1'I11JJ,rUI'I-nJflalllnfJ 

..,.10...,10..., (..,.Q) 'S=~.,tU1Y1'1la~ii'fJf!flI'l1JJYl1~''IlL\Jai 

..,.Io.IIlIo•.., (IIl.~) 'Z'lJJ1111'Sfl111'11\J"lIfil~:;,ja~1Ii1Luum'S 

..,.1!>•..,10..., (10) U1fJ'I1~'l'Sffl\'t11'111JJ,rUI'I~'llaaflnfJ''IlL\Jai 'U'IIfI.\Jfl.'I1Y1. 

'I1\JYI1U UlIt'llfwi~ LlHUi'fl\'t11'111mtul'I~a9lii'fJL'IIL\Jai'lla~~,hfJ aa'l~afJ .., I'Ifv'tl 

..,.10...,10.10 m'Sri'lmJflJJ1f1,m'S1'I1\l"lJJ (PL-2 Baseline Selection) 

IIl.I!>•..,Io.1o (Ill) U1fJYI~1';fl\'t11'1111J,rUI'I~'llaaflii'fJL'In\lai 'U'Ilfi.\lfl. '11'11. 

mmailllJ1911m'SI'I1\l"lIfil~,j'€l~1LWm.. 1111IJfl1'S1~W ..,.10 

IIl.Io•..,Io.1o (10) I'IW.YIm'S r11mJ111l'lll.L\J\J (Template) lum11t'lJJ191'S01'$ 

... 1." 0 .... ~~ 1 

1'I1\l"llJ'lla~ ~fI.\lO.YIYI. LYI'€IL~ 1IIlfl,\J0.YI'I1. <fW1"Qfl1LWfl1'S9I1IJIJ191'Sfl111'11\lflJJ."afJ1~Lw.nZfIIJ 

•.111••111 m,i'mnfl1111'lltU1MrJ\IftflliI (Personnel Security : PS) 

.."10•..,,,,..., fl1'Sfl11~flaW':;1ih-ll'll'lfi (P5-1 Personnel Screening) hi U'IIfI.\JO.'I1'11. 

91'S1~fla\l'll'S:;1ii'lla~ri1~~YlfliI~:;'llnUil~1uti\l'SZ\l\lfl1'SflULYlI'I'Ila~~'hfJ fI1lJ'S::LiirMhil'oU1fJof~u9I; 
I .. " .1 '" 1ft.... .. ...... ..1 ..

11911fJfl1'S'fl\'t11'111lJuOO9lSlfJl.L~~'II1" YI.I'I.~ 11IJ{I~':;L\JfJ\JaU'I1LflfJ1'Ila~ 

"'.10."''''.10 fl11L'll~U\l1Ii11.L'III'Il~ ma"'Umoo~,j;j~ (P5-2 Personnel Termination 

and Transfer) mfJ~&V~~1flri1&V~Ylajjfl11L'llafJ1.1';11.L'III'Il4~~a"U~10fl1ruii,j;j~1Urr\J'~::\J\lfl1'U'UL'I11'1'1la4 

U'Ilfi.\JO.'I1V1. 1\.111i1LUUm1fJ OtaO~VI~fl1'SL;ha~1:;\J\J"'~mh11f1fJ~u~ 

•.ID.." mwn:diuft71SlLilu4 (Risk Assessment: RA) 

..,.10,..,1£.$ fl1M:;I.ilUI'l111JuifJ~1uL'IIMli (RA-l Cybersecurlty Risk Assessment) 

..,,10. IIl<£. III (Ill) r!\l~ ~1'1'I11S1,rUI'I ~'lla'€lillsi!lfl1'flULYll'ln 1Ii'\J~~ 

U'IliII.\l 0. VI'll. l1m1'UHflO1'$'l.l1::1.ilUI'I11IJLtifJ4'\WL'ilLtJ'€Ii'llM'III'Il1fJ1\.111-mU1'III'Il1flm1\l LilUfl1fJ~mKlIti0l't'S 
• • _ A ./ ~ ~ < -" ./.J. u ~ ~ , ~.I t 

L'W 8'W'il1'III1£1,.1.19114U1Y114 m'\l'S~1'1'I11IJUIfJ~91'lU.'11 L\J81 11111.11:;", \l1'l111.1 La fJ~YI fJ81J1\J .111 fl8 L u 111.1'114 

~:;,ja4"'4d1Lu1'1!l~1'UHflm1'll1:;l.iluI'I11IJLtifJ~.r~mh1L\.1I'1'11\J.YI'M,)1 'lOl"'IJ'lflillo 'IIa~\i~\J'll':;1J1111 
riau D.I'I. 'Ila4'1'joil 

;IIl,Io.M.IIl (10) 1'I'11\l.'I1,.,..... 

http:11111.11
http:l1m1'UHflO1'$'l.l1::1.il
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- <olv

/J).i!>./J).r./J) (~) f'I~U.VI'M1~ ~1V~1'UFl~ t11~1.h:ail'Ufl11~~6~~hlJl~Lu!li 

UIl.mI. li~ FlU.VIm!. t'Ufl'lJ:ir1,uiJfI1l!lU~~ilfl';!lffi1~~v~,j1'Ul~Lu!lfIJ&! UIl.mI. L;j!lYiV1'SllJ1!l1j~u.'U'lm~ 
t11'lUM'Sffi1~~6~fi1'U1~u!li fI1~'SIIii'uffi1~L~6~~6~nilfi,j!lltl 

(i).i!>.~./J) (<0) f'I~U.Vl'M1'S i"~1u.uu\'I!li~~1'Mi'u U~".'UIl.mI. L;j!lHIt'U 

1l1'StI'SIILii'Ufl'l1mi6~fi1'U1~L'U!l{~!l~ 'U~fI. Ull. VlVI. LMill''U'S'S'i( u.uu\'I!l{I.lti~ll~1'l111'U!i'ii!l 

m'l'n'l:t1fl11~,r'Ufl~1.1~!lflflv1~Lu!li U~9I.Ull.VlVI. Yff!l~~~'\1"t";ii n1,il n!lU'l~LY1!lt ";1'11~1'Hlt 'II'~1'U 
U.uuTl!lil.li~llft11l,j!lfh~QIl,j!l~ 

/J).~.~.~ O1".ihm!'l11l.l~rn,j1'Ul~'IJ1li (RA-2 Cybersecurity RIsk Management) 

(i).~ ./J).r.~ (til) 111 V'Mei~"11lr['Uh'1'fl11~,r'UI'I~ till!l"flVI'lT~I'I'ULVlf'I 

1ziu~~ U~fI.Ull.VlVI. '.11 V~1'UFlM111.1'SZLil'Uf'I'l1~La64ti1'U1~Lu!li~!l~·.."hvl";\-l'1\1,j'1\1'1i16V1'S1U 

L\I'U1l1 veiIl'I:tWBn'1:111";r1u7\11'lf'l11~,r'Uf'I~1.1~!lflflVI'l1'SI'I'ULVlf'l1Z;(U ~~ \I~fI.un.VI'I'I. ifl~1I1.Fl\lt11'SU7\11'S 

1'I111.1La 6~,r1'Ul~LU!l{ 9I11.1U.'U'UTl!li~ii' f'I'!l'U.VI\lT~ fi1'M'UfI ~!l!l",r;hi!l\-l'1'M,j'1\1li1ElIY1 !l1'f1LU'Ut1111"; 

l'I!lflf'lfl&!n'U'nv~1'UFlIlt1111.1'Ziii 'Uf'l11lJLav ~fi1'U1'!lLU!li'll!l4'M'Ii16 1:fI 6'ilZ,j!l~ii Il1111\1illIlFlIlt11'Stifiu;; 

LWl'I16lii'n'I:tWall'l:t'S 

til. ~ ./J).r.~ (~) f'I'!lU. VI \11 '.I '\191i1 II.'U'U\'I!l{~;;1\1i'U 'U~91.Ull. VlVI. 

L;jillit'U t11'Si"~111.Fl 'Ut11'SU7\11'S1'I'l1lJ La6~,j1\11'!l L'U!li~!l~'M'li1V191 V 1 ";U'S'S'il II.'Uu\'I!lilJlIi~mh111l'U ~jj!l 

n11i'1l'l:t1f'111lJli'U l'I~tlll!l"si'6 1 '!lLu!li 'U~fl.Ull.VlVI. Y!7!llJ~~'\1"l";i'it11~ilnilu~lJL;j!ll";l'I1lJ1':ml'Ii~1U 
LL'Uu\'I!lilJi~nft1'll,j!ld1~~Il,j!l4 

••111••« n"ttnn'S:\JtJILftl:\J;n" (Systems and Services Acquisition: SA) 

/J).~./J)ct:.(i) mZ\J1'Un1'~ifl'M1 (SA-1 Acquisition Process) 

til.~.(i)ct:.til (/J» l'Il'I.VI\l1'S L\I'U\ltbvi'uiJ"~!lu\Ilii'n1Ut11'l~"'M1'~IIUULLIlZ 

U 7 t11 'S'SII'U'Ul'I1'l'I'ULVlf'I'Il!l~ 'Un.VlVI. L9I v n1'.1ii"1'S llJ1"1llJlii'Il'lmZLIlY!111~~~tIn 'S ru,r'l1'l'S1'll'l1Va!ll'm1 ,.;nu 

'U'IIfI.UIl.VlVI. ~4"1I,j!l~f'hUlMflllJfI1Y! 1.1'SzaVl6f11'W f'l11lJ~lJf'h LLftllf'l11lJQIl,j!l~~!l~ft~aVlg 

/J).~.tilct:.til (~) i'I'II'U.Vim, L\'I'U\Ili16i'uijfl1J!l'U\llii'n1\lt11'{fI\l1'~Z\J'U~Z 

U 7 n1 '.I"iZUUI'I1'S11I'U LVlf'lfi1'Uf'I 'l1lJli'Uf'I ~1.1l'I!l fIfl6 1 'II LU!l i'll!l~ \Jn.VlVI. l"v ll1'sii'il1~llJ1"1llJflll'l:tllJZLIlY!111 

a~'ltlmru,t'lf'ln'll'l16a!ll'l1~ (1'I11lJl1uf'l~tll'I!lflfl61'!lL\J!li) l,.;nu 'U~91.un.VlVI. ~~"z,j!l~fhil~ii4f'111lJ,r'Uf'I~ 

1.1l'I!l9ltM'!lL'U!li'll!l~~~'l1.1mru;(~mh1 

/J).~ ./J)ct:.til (<0) t 'U";1~'II!l~n1'.1<ij"i1'S16n1 'Sf'l11~fi!l~n1'Sa~~ tI n'.lru 

,r1f'1'mI'l1aa!ll'l1'S m!l1'l16a!l1'l1'S (f'l11lJ,r'Uf'I~tll'I!lftsi'61'!lLU!li) 1";'U1vVl\l1'Si'Il'l:t1I'111~~f'l41.Jl'1!lM61~LU!li 

U'llfl. U Il. VI VI. VlumU'S1 vl'I:aa6"~!l~a~~tI m ru'M1!l 'StU'U11I1'11I'U LVI "''II!l~ 'M'Ii1 6 1 uti"illLflu~1'Ut'l1'))J,r'Ut'I ~ 
1.11l!l"si'v1~L'U!li 'Wi!llJri~FlIlt11'SVlUVl1Ul"; 1'11'1.VI'M1'S \l1!l f'I'!l'U.VI\l1'S ~~ii\l,j'1;1ii"1'SllJ11'111lJL\llJ111111lJ 

~!l~'S1Vll1'Sf'I'l1lJ,j~Hn1'Sii'4Ilfl11 L9I6iii\Ju.\J'U9I1lJ9I'l!l !h~ ii'~~ 

http:t11'Si"~111.Fl
http:U~".'UIl.mI


- mQ'I

~ 11th "«'UllhmSIl:dI6,."fl'ln'fll1 ,.1 ~\J'f:IfIU"I ftlllNtllI1/: 

Lf";8~f'lfllJWnfl8f Windows 10 CVE-2019-1384 Windows 10 iif'l'l'WLWI'1:IlW mil 
.oj ",n ~:: tJlj- •u\1"~LW1l1V II CVE-2019-<l721 f'I~1f1f1M'f:W IJflfl1111'l1l1J 

t1ill~fl CVE-2019-0719 h'IIII,ll'lJf'I'l1WIIIlMV t 'li'Lilu 

CVE-2019-1365 11aiWllli111 


Ijtlfl'WU\;!l'lilV 
 Cisco SG200-26 L2 End of Sale f'I~1titllfllfluiu;nmlfl'h ua~jh:vt: 

Switch End-of-Support mJIJl'I\j'IJilV11'1J1'IJfl'il 


Date: 31-MAY-2023 


'!l1lY/fiu:l; 
 Microsoft Office Supported by Microsoft f'I'l1titaflllllliufltml/r.h uaM~VI1 
2016 until 2025 IlWII~V111l1Ufl111'1i1l Microsoft 

Office 2019 
i 

'bl'l~mUi!Jilll Samsung Galaxy A 7 Android 8.0 f'I'l1titllmfluiufltmlfl11 IW 
ver.2018 Samsung Galaxy A30s ~t'fi 

1:UWljUftfl11 Android 9.0 ilil 
, 

f'I'lluUll!lfUlV1Jlflfl11 


L~IJ1'!l" ,nlJ 
 Joomla! 2.5.28 End of Support f'l11titlJmfluiufltmln11 .W 
.I~

Joomla! 3.9.13, AppServ 9.3.0 'lUI 

f'I'll1JUllilM!)1Jl0ml 

L1IJllirIIiilf'lW AppServ 8.4.0 

<fl,l!l.<fllf.<fl (tC) 'u\i'H't1~~fll'1ifl'l'il'11Vfl1'1f11111"~~fll'1il ~~ tlfl'lru 

f1f1'11181V~~81'S 'II;~81V~~81'1 (f11111,rUfl~'llfl~"tlV''IIL\J~') l\i U'IIfI.\Jfl.YlYI. ;j~1'11U1\J'I'I''11Vfll' 

NiifltllU..T.t~iiii'lliiYltQfl"~~1Il111fl~'II2J1V '\ifl'l~\JIUI2JvfUI1'PlLL1' IIfI::'II~1l,r1l1' ;t~~::"~~'f~lU":h 
Li~flfliI'il'll1;1Li\fI"lflfl'l'S;jfl,f~ti~1\lNftfltllU'Pf"'::Wflii'lliiYl~ll1tJ'11Mfl'l'S~fI'IIlui1U't;~ 

<fl.l!l.Gl,r.Gl (If) 88.YI'II1'S 11ft: t'IW.YI'II1'S ~~m71;1;j"1'IIUlf1112JL'II1I1::~ 

'II~~'nVfl1'1f1112J~~~fl1 '1il~'l tlfl'.ltU f1f1'11181 Va 8.m 'II~~81Va881'1 (t'l11).1,rut'I~tla~ lIltlVl'11L\J8i) 

1" U'IIfI.\Jfl.YI'II. iI"1'1U1a~tl'l:~UftlUfI112J,rUfI~tlfl811ltlv1'11L\J8i'tU\\,,.u~"81'll;lL~U8fh~u~v 
Gl.l!l.Gl,r.Gl (,r. Gl) L18ifu'I!~~ 'I::\J\Jtllj,m fl'l'l 'IIa1lfl'14., 

Gl.lD.Gl,r.<I) (If.lD) '1::v::L1alqfimU1U\J8,.uNftfltilU'Pf 


Gl.l!l.<I)If.Gl (<C.m) 'li8~1'117ua~NiillltllU'Pf 


Gl.lD.Gl,r.Gl (.r.s1 fl1'lfl1\J~fl'l'lL;hih (Access Control) 


Gl.lD.GlIf.Gl (,r.1f) fl'l'lL<Ul"l\\'8 (Encryption) 


""."" J~'2()..,.lI:>. ",cr..., cr." f'I'lllJl'\I1n \HfI fl 'U':ft:'U'UYI:II a iii ~..:II 

(Interoperability) 

I 

http:Gl.lD.GlIf.Gl
http:Gl.lD.Gl,r.Gl
http:Gl.l!l.<I)If.Gl
http:fl.l!l.Gl,r.Gl


Gl. ~.Gl<t.Gl (b) hl..T'Ufl!J'U'If!J~n1~vr1lf'll'll11!J'lf1V t'lf 'U'lffl.\!n. 'VI'VI. 

~Ltl'U1-1,j'lvi'uil"'lfaut 'Um'~1~lf'lI'lI' 'mJ1i~m'~1~iafh1-1'U"1'l'l1~,j'!J~n11,Mut'Um11!Je~flUn~w . 

'li'11'l'l'11t'11V~!Jt'l11 1-1;!Jt'l1!J~!Jt'l1'l' (1'l11~,r'UI'l~u~!J"flVl'lfLu!Ji) 'ilt:~a~ilm'l't\'11-1'U,,'t~~"1V 1-17!J€i'U~1~ 
•• ,,.,.f '" ' " 
"1L'U'Um'l'fI!Jlu'UL1J'U!JfJ1~'U!J!J 

Gl.~.Gl<t.Gl (b.Gl) Jl'l!J1-1'ii~m'l'jl"l~ 'ilt:ti!J~M1Lil'Un1'l' 
uruu,~i'U'lfa~'l'tuuu~~m' (Operating System) "';!JLiI~1l1i (Firmware) m!J'lfa'l'/flll'li (Software) 

1-17in1f1fi1«~~11J1'I11l1U~!JflflV (Security Patch) t~LtluL1ai.umh~"fl1l1l11fl'l'f1U~'VI1~~~iiflt\'11-1'Ufi 
" Gl.~.Gl<t.Gl (b.i!?) Jl'lfJ",'ii~m'l'jl,,';~'ilt,j'!J~,j1Lil'Um, 

,f~'hn1'l't-6'~1'U~~flun,w,t11'1'l'11t'11fJ~at'l1'l' ,.,;at'l1fJ~!Jt'l11 (1'l'l1l1,ruMu~aflfl!Jl'lfLu!Ji) t-Hill'l'l1l1,rUI'l~ 
OO!J"fl!J l(11fJt ~L~ulufl1l1UwU1!JQIiud 

Gl.i!?Gl~.m (b.O'I) ~(I\'t-Hilm'l'!JU'l'lIfmtf~1'U~~flUn'l'W 

i11'l'l1mfJ~mm m!Jii'l1v~!Jt'l1' (1'l'l1l1,r'Ul'l~uaa"flfJl'lfLu!Ji) mh~,rul'l~U~a(llflfJ 

Gl.i!?Gl<t.m (b.or) n'l'wLi1'Um'l'~"1-11'l't:UUt'l1'l'ii'I'UL 'VIt'I 

~~iI'iin'lffijt:Ltlu Web Application ,.,;a Mobile Application 'ilt~il~t\'1,.,'U"t-Hilm'l''VI(IIt'I!JUI'l11l1,r'UI'l~ 

uaa(llflvl'lfLuai fl1l1l11f1'l'11'U OW/>5P Top 10 L'laiWil'il"l,j'U 

" • t " " .. "JIw " m.i!?m<t.m ( iii) 'U'lffl.un.'VI'VI. 'iltfla~n1nufJIla 1-1~ 'lf1V "''l'a~ .U'il1~ 

fi1Lilun1'~Pl1l1«'lI'lI1(a'lf1fJ~~fl'lln'l'wi1!'1'l1t'11fJ~aii'l1'l' 1-1;at'l1fJ~ilt'l1'l' (1'l11l1,rU!'I~'ll~ilflflfJL'lfLu!Ji) 
m.i!?Gl<t.Gl (w:) U'lffl.un.'VI'VI. 'iltMa~V(llt~U1fJ'VI"'1'l'i'1'l't/11'111l1'll~!JflflfJ 

1'lfLua; U'lffl.Ufl.'VI'VI. L,hi'lllt u..TuflaU'If!J~f'l1'l'fI'1'ili'uii~fl 'llfl'Ulhr1!'1':i11t'11fJa!Jt'l1' ,.,; !Jt'l1 vaat'l1'l' 

(!'I'l1~I'I~aaflflVL'lfLuai) Lila t ~!'I'l1l1LmALiftnnufl1'l''lln~'If!J~~1!J ",;a~u~1~Lrlv1""!J~nufl11i'fl't/1 
!'I'l1l1~'UMU~!J(IIflfJ1'lJLu!Ji 

Gl.i!?m<t'.m (gi) U'IIfI.UI'l.m1. 'iltM!J~~flt~fMl~aMfJt'IJLuai 

U'IIfI.Ufl.'VIYI. m!J~~LIMtW m!J@-61i~flufl'wi1l'lrnt'l1fJ~!Ji'I" mam!J~!Ji'I" (!'I'l1~UI'l~ooilflflfJl'IJLuai) 
Li 1~1l1fl1'l'!JU':ill fl1':it -6'~1Ue~flu f1':iW'Ii''l!'l'l'1 1ft1 fJ~ ilii'l1':i "';!Jt'l1vail~'I1':i (1'l11l1,r'U1'l~u~!J flflfJ1'IJL U!Ji) 

t~!'I'l1l1~I'l~'llfl!Jflfl!Jfl1lIibt'lm'U«'lI~!J'Il1!J 
.. ..I.. .,..1 ., ". "..I JI

<I).i!? <I)~.m (mo)tUf1':iru'VI~m'LuflfJUllufl~~ 'VI11-1U1'V1U1VYl,.,1'. fl't/1 

1'l'l1l1,r'U1'l~Ufl!JflflV\'lJL\Jili U'lffl. un.'VI 'VI. t ~ 'U'lffl. Ufl. 'VI 'VI. ~(IIt -Hiln1'l't.11V'VIilflI'l11l1fLrI fJ1nUm, t .Q'~1'U 
~~fl'lln1w,t1!'1':i11ii'11V~il~'f1'l' "';!Jfl1!J~ilfl1' (!'I'l1ll~UI'I~tl1iI!JMV1'lfLusi) t ~ill'l'l1ll,rul'l~'ll1il!J flflfJ ~'lfJ 

m.i!?m~.i!? U~fl1':1'StUUt'l1':it'l'UL'VIt'I'il1n~'lfJ~1'UIl1Vu!Jn (9.-2 Extemallnformation 

....\o• ....t.\o ( ... ) 'U'Ilfl.Ufl.'VI'VI.11~ilm,tw'Sfl1'S'St1J\Jfl"mJL'VIt'I'il1nmi'lv~11J 

Il1fJu!Jn 'ilt~!J~Il~~t-Hmi'l~1u,j~mi11'Vl'1u~'1l(ll1W1urnfJQ,j,A Yli'!J~uYifl'K'iinJ1'UL\JU1iI1v'iifl'tlW 
tifl'l!l'l' 

http:U'IIfI.UI'l.m1
http:m.i!?Gl<t.Gl
http:Gl.~.Gl<t.Gl
http:Gl.~.Gl<t.Gl


<Jl.l!!.<Jlct.l!! (l!!) u"IJI'l.'Un.YI'rI. 'ilt~s.;i"'L~ii~i''Uijfl1ls'U'LUn1'I'h~1U11IJn'U 

'U~n1''it'U'Uil1'lilULYlI'I'il1nmhfJ~umfJ\lSn l"a'ilt,js~fhmJfI'Umn'rl mj1~ ft11IJwill'1'11el'U1m;'fll'il\l 

<Jl.l!!.<Jlct.l!! (Q'I) ~i''llilfl1lS'UI'l1lJ'i{S l!!.l!!.<Jlct.l!! (l!!) 'il~,j<»fi1'l1'l1lJmW{j~.flU 

"IJS~mJ1fJ~1\l.r~neh1sEh~"'~1L"'IJS 'Wi'slJu\ltinwinpUn1'l"flI'l1IJL\JUel1fJiin1!tlllti'n'tt'l 

<Jl.l!!.<Jlct.Q'I m''1htLij\lfl11IJtll;'!Sfll1a''IJS~'t'U'UriS\lL~1J1,r~TU (SA-3 Developer 

Security Testing and Evaluation) 

6>.l!!.<Jlct.Q'I (oo) '1.1'111'1.'Un.'rIYI. ;Iii n1'i'WflI\l1't'U'Ui'l1'il\lLYll'li\lti~1\l 
1\l 'Un.'rI'rI. 'ilt~s~jjn1':1t1':1tUi\lfl11IJtll;'!Sl'1l1fJ"IJS~'ltwriS\lL~lJtii~1\l1f1a 1'I'!1'll.'rIYl1'l LL1;'Itf11Lil\lm'lLLm"ll 

'itwlli~nii11t Wifl11mtUfl~t1l;'!SMaL~a~'WSI'11m11'1'!1'll.'rIYI1'l tl1mJ" 

oo.l!!.<Jlct.Q'I (l!!) 'it'U'Uil1'iilULYlf'lfl1IJoiis l!!.l!!.<Jlct.Q'I (<Jl) '~ii'l.htUl'rl"IJs~ 

fl111J1i\lfl~t1l;'!Sfll1a "':Ittl'ULfl"~fli'l'l· 'ilt'Wil11J1'l(1L~lJt-unu'lt'U'Ul,j Yl1n'Wi'l11J1'DLLm"ll'tis~lmlu'ittl'U 

Iil.ID.<Jlct.iIl (l!!.<Jl) n,ald:!\l Web Application 'il~Pis~ 

1,ji''Un1'ltl.,~UiuLl'laIJ1f1'lf1\l OWpcp Top 10 : 2017 (for Web Application) mstmln11 

<Jl.l!!.ooct.iIl (ID.<Jl) n'lalL\J\l Mobile Application 'ilt,js~ 

1;;;'Um'ltl'l~UiulII!lIJ11'l'lf1\l OWASP Top 10: 2016 (for Mobile) mstmln11 

.. .I", 00/0,,,,.. ~:: t'"
<Jl.l!!.<Jlct.iIl (ill)'L\In'ltll'rl L u\l'lt'U'U"'1'li'l\lL 'rI1'I'rI LI'lIJn1'il'lflIMLLl;'!t "IJ~1U 

ri£1'1.1;/'iltiiuLa'U1anU'Uif LLl;'! t f'I'If'U.YlYl1., I'l'm)'W'U11'It'U'Ui'l1'lilULYlI'I til'~na11iit1,~Ul'rI"IlS~fl111J1iUfl~ 
t1t:!Sl'll1a • "t,r'ULfl"~fli'l'l· LL.iij'biiifl111J1i\lfl,'/t1"'Sfll1aL.;ja~'I'Is YlU1 aLci1"1ls,'/'lt'U'UlIi~na11'iltPiS~ 

';1Lil\ln1"LLm"llt~LL~1Li'I;'illl'laL;1 ~~if'iltPis,'/l~M\l iIlO 1'1.1 'I!'UI~LL.i1u;I\,ji''ULL~~'il1n 1'I'1f'U.YlYl1'l 

'L~"1Lilun1"LLm"ll 

IVSI -A ...§. .... .¥'t1 ........... ~., ... \"'. 1.1' "'1.1
'IIsJJ"'YlIJ'lI\lfl111Jt:!'U "l;'!'U1J1n' "Il\ll WIS IJm'lLn'U'!lsl,j"'~ 1"IJ,'/1\l S\l flLLn YlIJ1aLl:l"IJ 'i~'il11'l1 'it'll1"IJ\l 

YllJ1aLl:l'!ltl'lt~,j1'ii1'1'IIm'l fJf'I -;js - "'flt:! ~s~ L'US'i1m~m1 BLlJt:! msoiiSl;jt:!~\l'L~i'l1IJ1'lmt'll'i'1'l/flfll:l\,j 
mh!lL{1"1lS~'ltwtl~nii11'iltfts.;f11Lilun1"lWin1'lL;;''lwm;sl;jI:IlIi,'/nii11sEh,'/L~a!I'WS s!h!l,Jsal'i','/Aslu;f 

'" .I.. .. ~ '" .. • • 
oo.ID.lilct.iIl ( ~.6» "IlSl,jilYlIJ n1'lLn'U \ 1'U\lLfl'l S~LLIJ"Il1a 

'il~Pis,'/iim'L.jJ1'll1il.i'1a 128-bit Advanced Encryption Standard (AES) YI~S Hash Function t1'l'tUl'rl 

bcrypt L\J\ls!h-Nsa 

"'_ •.J '" ..1 ••Ci).l!!.<Jlct.iIl («.l!! ) m'l'l1..m~Sl;jt:!'i~1,'/I.fI'Ss.;LLIJ"IJ1fJLL1;'It 

Lfl;~atl~ 'ilt;;S~iinT,.ii1,l1il,j1fJ Transport Layer Security (TLS) ~,'/LLPiml'ffu <Jl.l!! ~ultl 
",."' . ..,ct.« n1'.1i1na'U'nJ~';fIIUT:i~'U'U (SA-4 Developer Security Architecture 

and Design) 'L~ f'I'If'U.YlYl1'l ifln1'lNnS'U'lIJLi1 a1 n'ULL\l1'r11!1n1'l'WflIU1'lt'U'Uil1 'l",\lL 'rII'ISU1,'/t1t:!Sfll1 a 

tM'U~';flI\l1"1~W"IJS~ 'Un.'rIYI. tflfJ'hil~iN"Itii''Ufl111JLi1a,'//;'u''lfL'Usi~iifis 'Un.YI'rI. 



• 

- (£0

••lD••b mrlliMtl'I.IU'U\J,*,n-m!Uftn (System and Communications Protection : SO 

m.Io.Cfl'o.m n'nfimn.~auPia (SC-1 Networt<. Disconnect and Isolation) t~ I'II'I:mm 

i'Uij""atJL~a4fl11fi"fl11'~El)J~a lflfJi'uill1lllaua'llfl1w~~~a\tJil, 
Cfl.Io.Gl'o.1il (Sl) Core Switch 

1il.1o.lilb.... (10) DMZ Switch 

1il.Io.Glb.Cfl (m) L3 Switch 

....Io.Iil'o.1o fl1':n~a~Pia~LI'I~a';1£JI'I1l!1'N:: (SC-2 Public f.v::.cess Protections) 

tM M.l'I\-111 i'uil""atJ'~iMn"'~El)J~a~"'I~a1i1f11'11mN:: tl1lfJfuj:j"1latJ!l'llmwfi~fia\tJd 
....Io....b.1o (...) Intemet Switch 

1il.Io.Sl'o.1o (10) Intemet Access Management 

....Io.mb.1o (ill) OOoS Protection 

....Io....b.ill fl1M~flCUIL~ (SC-3 Oyptographic Key Management and Protection) 

1M 1'I1'I.l'Il117 fuj:jl1lllau'~®4fl1'Ml11'flCUIL~ lfl£Ji'uil"1laUiltln'w~~fiattJil 
....Io....b.ill ( ...) Public Key Infrastructure (PKi) 

Gl.Io.Glb.m (Irl) Key Management System 

1il.l!:l.Glb.(£ n'ntlniJa~IJ'I;a1i1fJ (SC-4 Network Protection)lM f'I'Il'U.l'Im" wij,,"au 

L~iMfl1WniJa~LI'I;a1i1fJ tl1llJi'uill1l'llatJil'llmw~~~a\tJil 
....10....'0.(£ (..,) Rrewall 

....l!:l.mb.(£ (10) IDS 

....Io.Cfllo.(£ (m) IPS 

....Io....b.<f n'ntln\J®4IJ'1~iMlW'li1fJ (SC-5 Server Protection)1M f'I'Il'U.l'I~ i'uil~ 

\~a~n1':1'l1niJiMLI'I~a~LW'Ii11J l"lJi'uij,,"a"'ltln'lw~~fie\'llii 
....l!:l.mb.<f (Cfl) Web Application Firewall 

Gl.l!:l.Gl'o.<f (10) Antivirus Gateway 

Gl.Io....'o.'o fl1''lIniJa~IJ'l<6'~1u (SC-6 E'ndpoint Protection) 1~ 1'I'!I'U.l'I\-11'l i'uill1lllatJ 

.~e~fl1''lIniJa~~<6'~1u ll11lJwijl1lllauil'lln7w~~fia\'lI;i 
Sl.Io.Cfllo.b (...) Antivirus Endpoint Security 

Cfl.Io.Glb.lo (10) Host-based IDS (TPS) 

••lD.H fI'1III(In«~~ (System and Infoo.atioI. h'legIity: SO 

....Io.M.m fl1711111~1'Iau<6'tl1;jllfiau'.i1Lii'n::W (Sl-1lnforrnation Input Validation) 

1M 1'I1'I.l'I\-111 i'uil,,"atJtu\~e~fl1'lPl11~1'IaU~2Jllfiaull'lL'ri1'l::W ll11fJ,v1LWf11' '\l'N1fl1' fi'1Uf117'1i9UU1 

'S1j'U'UfI''SiI'lJL'I'I!'I'IIe~ 'Un.'I'I". l;:ttl\ \iiin1"lJl'1~&'Itl'U.vm.lll'lla~r;t;{~1'IJriau.p!~::U1'ii1Q1::U"1'I111'1U\l'Il'I 

1LIl::tl1::~1IlNIl afh~,j'a£Jm::na,,1>i1fJ 

11il.1o.~.Sl (m) tvCulllau... 

http:11il.1o.~.Sl
http:Cfl.Io.Glb.lo
http:Io.mb.1o
http:1il.Io.Sl'o.1o
http:Io.Iil'o.1o


• 

w w 

....Io.@l4'1.... (...) tuiiUflS1.Ifl1'OOflll'U'U ti~ti9llU1'~lN'U~~I'I~j\!1Ul1U1~O 
11qt,j~1U'illljjn1~1l1l;h';il\Ia;tbh.hlll'l~l'l;i (Malicious Data Input) 

....10 ...." .... (10) tilW'U1U'U'UL\Il!J01fi!J'Keinflw~1~'!Iua (Centralized 

Approach) 

(Client-side Validation) 

....10 .... " .... (a:) nli'fI~II1'~n1~0'1 f:\PfIti~"li1'111.mati1'\11UfI~al'rill 

(File Name) '\111a,r1u,'\IIU~ii'o~ (Address) LfI!Jmtl'jjn1~1'I1'Ut'\~1'li1l'U\J (Format) '\111afl~1'ill'la'UaVl~ 
afh~l'\Il~111m.J 

....Io.@l4'1.... (4:) ri1'K'IJ\Il3'liIl\J'll'lla~;;al;jai1a~f:\Pfltmt1l;h (Valid Types, 

Patterns, and Ranges Constrains) llall'W0"l'll1f1ti'l11L';1 (Reject) ,,;a1Ji~';9Ilu1~II'U\Jtijjfl1~,j'flfl1~ 
~l;jft~~fla11(San~)aV1~UI'I~'liftaflfi!J 

....10...." .... (b) ';IWU1'l1l'U\JLfl!Jtijjfl1~l';1~il'lt'\nlii~m'ilii,;ol,lfti1~'lI 
~a~qt;; (Sensitive Cookie State) 

....Io.@l4'1.... (IIi) "a~jjn~fln'ill'la\Jau6Wa\lai11l1L;;1'il1n~4it-6'~UU11Ja 
at ... ........J....~.... " 
....Io.@l4'1.10 1'1111J~nfl041'1''U[l1U1Ja~'iI.,nflIl1' h,'l1JIl'l' u.all'!lo%,ja (S1-2 Software, 

Firmware, and Information Integrity) I'II'I.VI'\II1' i''U;.J\Il'!la\Jtul~a~1'I111JlJflIli'O~I'I'\JD1u"a~'ila'ri.ru,1i 
LYli1JIl'li u.a::iial,lft LfI!JthLilUfl1'l \!'N1fl1'l u.alltWu~fl1' aV1~ua!J'li'lllfla\J~1!J 

....10....".10 ( ...) fl1'fI':I1'ill'la'U"'11J\lfl.rO~I'I'l'UD1U (Integrity Checks) 

1Ja4'llN\J'li!jUilm'l (Operatiflg System) 'ila'ri.l1l1i (Software) lYli1J1l1i (Firmware) vnal\Jaai'l (BIOS) 

....10 ....".10 (10) fl1'lifl'ri1'1!Jfl1''ilo'ri.rIlTiii'a~'lI1f1 (White Listing) 

u.a:lWa~'lI1P1 (Black Listing) t~flI4tU"t'U\J1'I1'l1'1UL'I1~1Ji}~ 'Ufl.VI'I1. 

....10 ....".10 (en) i fI t iiht'U'U'U~'\II1'l1'l111JQnfiO~I'I'l'UD'l'U1J04'i1a'ri"Il'li 

~.Yli1Ju.1; 'il1m'bumn~ (Centralized Integrity System) 

() ~t~...,.'1 ~ ~ ..I" 
....10 ....".10 a: 'il fI 'K1Jn1'l1.lfl1J041'1111JQnfl04"~'U[l1U"a~'ilOnflIl1' 

IlftIlLYli1JIl'li lflflnTu';1nl1'1ov14''II1J1::1'11J (Cryptographic Protection) 

....10....".111 fl1'l\la4ti'U"lfl';1i4;i'W'li~1I1'14rift (SI-3 Malicious Code Protection) 

"1l'U.VI'K1":i i''UNfl1Ja\Jtul~a4fl1":iila~tiu''l\llf'hi~i1'W'li":i1l1'l4rifi Lflfl,h.ilUfl1'.i ILftll\l'.iN1fl1'.i afi1~uofl 
'li'l::nO\Jtl'lfl 

....Io....".en ( ... ) i fitiiiL'li'.illfl'l1J\Io~nuli'au,1' (AntivirusiMalware 

Protection) ~L'li'llLfl'.i1JflmiWftll1i" (Host-based Threat Protection System) .?la'liflilo~EH"mriblPloi 
"a~ 'Ufl.VlVI. 

....Io.~.111 (10) ifl1. iii":lt\J'U\104tiuiil'llL 'li'il1mhufla14 i1'11i''U":III\J'U 

1'11":1I'1UL'I1,.1JEH 'Ufl.VlVI. (Centralized Malware Protection System) 

mailto:Io.@l4'1.10
mailto:Io.@l4'1
mailto:Io.@l4'1
mailto:Io.@l4'1
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II>.I!>.II>o.1Il (Ill) i",Liii n1'Hl1J'UJII1..r~1U,;' ~n'a1ifl~fi'U n1'l";i",i~• 
~flt;L';~1utthu.mtJiI!J~nu1iflu.1f (AntiviruS/MaLware Protection) u.flt;hhu.n'itJfI'l"1~i'U1iflU.1f (Host

based Threat Protection System) 

II>.I!>.II>O.G:: n1'l"~ei11IVl~u.fltlll'n~i'U (SI-4Information System Monitoring) 

Li 1'I'lf1J.'VI'II11 ;'UiliIl'tf!J'ULU~~ fl ~m'J~lf11t1~1UIt;IIl11~i1JL'11'1 n1'W'VI1~I 'If~'Ufliil11 Pi!J':lU1Jfl1,flUL'VIl'Illfl~ 
'U1l.'VI'VI. LiIla';1LUUfl1'l" IUIt\!,a.nn1'J mh~u!Jathtllfl1J;r1a 

II>.I!>.M.(£ (II» liillLiiht;'U1J~lf1,rl~ILfI:lIIl'J1~li1JL'llIIlm'JW'VI1~l'lfL1Jfli• 

v , ."." ".,j.M v .l< < ~ <II>.l!>.M.(£ ( l!>) ~IIlI'll)JL~1'II\I1'VI~1'J~1~1LfI~91m"u'll9!fl11CU'Vl1~I'IlLOO1 

ililfi!J~1J'Ufl1'JflUL'VI1'I1l!J~ 'U1l.'VI'VI. 91f1flill I!>(£ i1LtJ~ 

II>.I!>.M.(£ (Ill) iillLiilmt;'\J'lUfl11Lll~~ILfI:I"'n~UWjIl11W~I'IlL1Jfli 

ililfifl'J~'\J1Jfll1flUL'VIl'I1lfl~ 1J1l.'VI'VI. 'I'I;~~'1a~1\111f1fl1wnooi 1I'U.'VI'<'Ifl. 'VI'J11J flV~UEla«UiIl111f1t II> I'If4 

tilla~t;,j!J4'Jt'4(i~1'I11tJLila4;r1UL'IlL1JElfi1"'1~'II 'J'l)J(i411f1mwfi,mLYlfli''IJilfl~fltU.titlli]'IIlflft4mh1 

II>.l!>.M.~ n1'Ju.Ii~L;iflUlUltLm;flLflUflU.\I:I (SI-5 Security Alerts, Advisories, and 

Directives) 1'I'If1J.'VI'M1'J f'Uil iIl'tffl'ULUL~fl~m 'Ju.4'4\;1flULfla1n1J11a"ln1'I1)J'VI14L'ilL1J!Jiililfifl'J:l1J1J'<'I1'J'<'IUL'VI1'I 

11M 1Jn.'VI'VI. ILfI:ILm;flLfl\lfl~WLYlflu.titllL'MlIJm'Jwti~nlil'l t"'!J,nLWfl1'J 1LfI:I\!'Ja.nnl1 ElV~flaU1tn!J'l»i''l!J 

II>.I!>.M.<l:' (GI) liillLiil'J~'U1Ji''IJilfllLfl~1Lfl1'1Ji.l'II'M1~mWjfl1'JW'VI14I'IlL1Jfli 
.,j... 
'VI)J'" El'Jt;'U1.J'<'I1'J'<'IUL'VI1'I1l!J~ 1.111.'VI'VI. 

v , " .. " ".,j¥. ... n iI <II>.l!>.M.<l:' (I!>) 'J"'I'M)JL'il1'MU1'V1.1J)Jflu.fI~u.n 11 'II'M1~1m'M'Im'JCU 

'VI~L'lfL1Jfliil11Pifl':I\J1J'<'I1'J'<'1\1L'VII'I'IIfl4 1Jn.'VI'VI. "'ftV'" I!>G:: f1LtJ4 

GI.I!>. filo.<l:' (Ill) liillLiiin'it'U 1U m,f1Jiiv u.ft~u.tit'll'll '11'111~1m'11'1 nl'W 

'VI1~l'IlLl.JviihiPiV'Jt1J1.J'<'I1'J'<'IUL'VIl'IllEl~ 1Jn.'VI'VI. ;t4~~,jV411;iilll'l'l1)J'<'I1)J1'ClLum'Ju.4'4Lilvu U'IIiIl.'Un.'VI'VI . 

.,j v v ~ < ~ "" ... "" <Jf!'
Llla'ln1Jt1!JfJnI'l1)J'VI1~ I'lfLOO' IUI~ I 'M'IIflLflUVU.U~L'I'IVILfl ~'IIL'MIIJfl1'CUII!4nfl1'l 

GI.I!>.Glet.D n1'Jilv4fiu'<'Iu.U)J (SI-6 Spam Protection) 1'I'1l1.J.'VI'M11 i'1JN"''Ilal.I 

LUL~fl~f11'Jila4nU'<'Iu.UtJllfl~ 'Un.'VI'VI. !Jv1~!JaU'J:lnvu;r'la 

GI.I!>.M. D (GI) liillLiil,:MJtIv4n\l'<'l~UmM 1.J1l.'VI'VI• ..f4L1JI'i'lUfl1'J'J'J1~1 
.."!'l ~ ., .4 ... 1': .... t .. .....& ...A": !'t... .1...

'VI14I'1a)J...'lL9la1'!l1L'tf1u.fI~'II1VElIl L'I'IVIIl"''''1tJ 'Jt~'U al.J~ m'~'1~'J'VI1~I'IV)J'I'I1L"'fl1'VltJ.,n'lmlt;LUlJI'lu.1J" 

. GI.I!>.GlO.D (I!» tli''Uu,\ 4'J~'U'UiI £14 fiUI'IU.tl)JiIl1tJ.u£I GI.I!>.Glo. D (GI) 
, 

aa~fl)J1L'<'I)JV 

••111 fl'l''l14211f1'm1'1'I7U1111 (Jmptementin!l Controls) t.h:neu,hfl IUflflULum'Jfi1Lilum'J 

..f4iiulIl iUIIlflU I!Ku.n iULIIl~!JtJfl1'J (Prepare) iufi1Luun1'J (Implement) ~ft~iU'J1!J411Jf.lfl (Report) 

t"!Jil"1!JfI~L8!JiIlM;f 

http:m'~'1~'J'VI1~I'IV)J'I'I1L"'fl1'VltJ.,n'lmlt;LUlJI'lu.1J
http:u.flt;hhu.n'itJfI'l"1~i'U1iflU.1f
http:flt;L';~1utthu.mtJiI!J~nu1iflu.1f


• 
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(Risk Mitigation) 

'tl8~ U'tlfl.Un.'\II'\II. 

S>."'.<il.cf "i1t1~1UloIftfl1':itl1mm3J1fl"inT~MUI'J1J (Control selecting) 'tl8~ U'Ufl.tln.'\II'VI. 
:: •• ( tllu ~_ ",3

S>."'.~ llUfl1lUUO,.S Implemen \I U'Ilfl.un.'\II'\II. ,,1lWfl111'1~ 

s>."'.iD.s> <3'fl'lhIUlUfl1':i11Ul1fl"ifl111'11U"l1J (information System Security Plan) 
_ U. 

s>.",.iD.~ 'Il88~P1IUlUm':i11~1J1fl':im':i1'l1uf'l1Jfl11J'Il8 S>.Q1.~.Gl m \lU.U'UPI.UO.'\II'\II. 

®."'.iD.'" fi1lUUfl1"iPl11JLWUtU;J8 S>."'.iD.iD 

S>.Q1.Q1 {U11t141UloIft (Report) t\l U'Ufl.tln.'VI'VI. fi1lUU011fi~;j . - S>."'.Q1.S> 11t1~1UloIftfl1':illl1lWn1':im \IU.U'Ufl.UO.'\II'\II• 
.fJ • ... ."... • II 

til."'."'.iD l;'!1\U1':i1t1~UloIftm"if'l1\wm'lfl11J'Il8 S>.Q1.Q1.S> \\lI'I'I!'I.l.'VIm'l '\II"i1U 8t11~8t1 

til I'Ifllitl u.iliiu O.tI. ll~Yjo\l 
u .f:; T .... u U u:: ~.n'"S>.Q1.": l'I'Iltl.'VI\!1'l 'ilflYl1'!lUfl8Ulfltlftl:\8IJfla1'11W1l8 Gl.Q1.S> • S>.Q1.Q1 Yj':i81J'VI~U':i'l~11 U~lJ8 

• u 

m':ii'O'\fiI'l111J1iUI'I~tla8flfltlL'Il\u8i' Ullfl.tlo.'\11'\11. ':i1lJ~~'ilI:Pi8~<3'flt mifl1':iN08U"ilJft1\1i'uu1t1'V1\!1':ii'mn 

M,dUI'I~tlft8flfltlL'Il\tl8i U1lfl.VO.'VI'VI. \~8t\iilM1llfM1lJ\;;,t'ill~tI1nvfUfl8Um~~1Ii'40ril1Pi1t1 
• ..c m'nll"i1W1:lIiNWt'U1I1'Isn1'uIl~tlailMS (Security Assessment) Umlil'UA'1t1 

s>.":.til mnJmihJ9lU1.8~~t'lllV8i U'Ufl.vn.'VI'\II. (5elf-Assessment Report : SAR) i4;j 

til.":. s>.s> U1t1'\11\11':ii'0'M11'111lJ,TUI'I ~tlft8f1li'tIL'IllV8i' Ull\ll.VO. 'VI '\II. ~fl'l1'1LLIoIU 

n1':itl':iI:LijUPlU\84'\1114L'Il\V8i1l8~m.hlJ\i'lU8 \lU.U'Il\ll.VO.'\II'\II. (~hU~V~'II1'l1'l11~Ui'I~tla8flflai'l1':ii'lU\'\II1'I 
':i1:"'V~~ ull\ll.vn.'\II'\II,) \~88~'1i .,f~;jt\i\tlultlfl1lJLLvu1!8i1J~ 1'I'I!'I.l.'\II\l1'1 tl1\1Ufl 

s>.":.s>.iD U1t1'\11\11,i'mnfl~u!'I4t1a8lllfltll'1l\V8i' \J1lfl.VO.'VI'VI. "i1t1~1UloIftmnl':il:Liju 
flU\8~'VI141'1lLv8i1l8~\I'IhtlLi'lU8 \I'll.Ullfl.VO.'\11'\11. (U1U~V1\11'fl11lJ,TUfl4t1ft8flfllJi'l1'Si'lUL'\II1'I"i::"'V~4 

uu .01 •• !'I
U1lfl.VO.'VI'\II.) Yj"i81J1l8\i'lU811.u::L Yj8fl1 \ UUfl1':iLLO111 

til.":.iD n1':ifl11'i1t1,::UlUlJ1\11':iJ1U~1Ui'l11lJ1i'UI'I~tla8flflvl'1l\V8i VO.'\II'VI. (Cybersecurity 

Auditing) 1'tW.'VI'I'I11 fi1LUU01':iil4;j 

s>•..:.~.s> flll'l1'1LWUnT:iPl':i1'il'l.h:;Lij\J1J1mJ1'1Jfi'1UM11Jri\Jfl4t1a8lllfltll'1l\tJ8i1l~H vn.'\II'\II. 

tillV'ii'\IIi1LiluLLIoIUtI':i::i1\l in; 'il1'HI.I1'i11 n1::lIivfI'l11Jft1fir;y'tl8~ ':i::VUfl1'UIU\'VI 1'11184 vn. 'VI'\II. 

Yljhh::lil'\ll'll8~1'I111J,TUI'I4t1ft8f1flV 'nilvLfI'l'41'1"'"- L tlUft1l1iVLL ':i0 \I~8 \1111Jtl'4fl1''Il84~,j4RU,jr;y'll1 

Yj;81J1l88~'1iLLloIuil40ri1'lil4 184 \fI\l'.'\II\l1V~V~1'lM11Jii'u!'l4t1ft8flfltlfl1"iflU\'VII'I"i::"'V\14 vn.'\II'\II. 

http:til.":.iD
http:s>.":.s>.iD
http:S>.Q1.Q1
http:til."'."'.iD
http:S>.Q1.Q1
http:S>."'.iD.iD
http:S>.Q1.~.Gl
http:s>.",.iD
http:S>."'.<il.cf
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1il.a:.II:>.1I:> '1V~1'Ullflm' 1'I~1~tI,::aii'U1Il1'U1I11,,11'UII~tlfI,;)l'Iflvl'11lU';){~';)~ UO.1'11'1. 

li'l'U';) IlU.1'1 i'li'I. (Ii1'U ,';)~ Li'lli .1'1'1011,liu~'Ym1111,,11'UII~tlfI';)l'IflVi'l1 '$i'I'UI1'1f'1l~.rU~~ UO.1'I1'I.) 

!!~ "'~!!'I
Yhil"'II';)!.a'U';l1l'U~I'11';)1'11 I 'UUmlllO I~ 

1il.a:.111 O1ltl'$zwu'liil~L,.,.i (Vulnerability Assessment) Ilfl~01l1'1l'1i'1ilUI';J1Zl~W UO.1'11'1. 

(Penetration Testing) f'I1lU.1'1'IoI1l fi1Iil'U01,~~;l 

1il.~.IIl.1il tll:afi'U'Ii!l~LwiL-M'nU'~UUi'l1'i'I'Ul1'If'I'II~H U 0 .1'11'1. Ll'lvih1lW1';J10 

l~.rUII11"~1fll\!~il~ 'ZUUi'l1,i'I'U11'1f'I 'IIil~ U 0 .1'11'1. ~~iitl'~U11'1'11il ~f'l11,,11Ufl~tlflill'lfltl 'l~tiUIII;4t'1i'I'I' 

It!U£'i1ti'UIl'$O ,nilI'l1"«~m'$'IIil~~\i'~~u\i'IlI'!11 

Iil. ~. III .11:> \i1'I'Vi11l1l'U01'1'11'1 i'I!lU I 'il1Z '$tUU'IIil ~ U 0 .1'11'1. LI'I tl\ililt!1 L il'U1l1l'UtI'z~htI 
~~ii~1'W1'il1mt~Uf'l11"~1.rllI~il~~tUUi'l1li'lUI1'If'I'II,;)~ UO .1'11'1. iliitlltU11'1~il~ f'l11,,11'UII~tlllill'l.il'tl 
"tti'U\f'I;~IIi'III' ItJUt11ti'UIl'0 ,n,;)l'IllIi~om';)~\i'~~u\i'1\!'II1 'II;illlWa~mi~~rni11ii~ l,;)~ !.ali . ."mv 

im'lol1lI'111l111'Uf'I~tJaill'lfltli'l1'UI'UI1'1f'1'zti'u~~ UO• .".". 

lil.iLm.m '1m1UllfIm'$1'1Maul~~~ UO.1'I'r1. Uil'Ua W1'1i'Ii'I. uJ1U l!l~ Ii\U.'r1mV 

imm'$1'I11l111ul'I~tJaillllfltli'l1'i'I'Ul1'1f'1'$tti'u~~ UO."'1'1.) 'IIi'a,,'liilla'UaIlUtIYlilfi1Iwm'$llm'll 

• .« n11.1Iwm1""'11 (Authorization) UlIIII.UMIt1 • • 'lwm1ti4il 
1il.~.1il mfM~~i'u""1U'$1tl~1'Ullfln1W'ZW'UI'I'ULil~1'11~\'111uili'llil~'IoI\htl t,,",1tl1'1'lol1'$i'0'lfi 

1111,,11ul'I~tlflill'lfltl\'111Uil; U'III'I.UO.1'I"'. il'l'Vi1\l1l\Jn1'$llm'llial'l'$1~u (ti1ii) 1'I1"llw\'I!l;,,;1 f'I1l\J.1'1'IoI1~ 

n1'lol\JIII Li'I'UilmA.U'UI'I.UO.1'11'1. (1J1u~U;"'1'$I'I1~Ul'IWllaMtla1'$i'I'Ul1'1f'1'zti'~~ U'U1'I.un.1'I'r1.l IYI!la~mi 

u.azfhilun1'$LLn"l'll mtllu'Izv~ilt'hl'l\Jlllfi!l\tI 

lil.cr.1I:> I11V"'fl~i'U1'I'$1U,hlu1wu~iia~ llu.1'Iaa. i'U\111U'$1PH1Ullfl01'1'I'$1'iltl'$ZWU 

"11'1'$.!1ULlflZn1'$'" l'Ia aUI'il1t'$ZUU'Uil~ UO.1'11'1. 1";u1tl."",,'Ii'0';11111,,11ul'I~illll.il'V\ 'IIIuai U'III'I.UO."'1'1. 

~1II";1\l1lUm'$\lm~aI'l'l1~'II1J (li1U) 1'I'''lluu\'Ia;,,;l f'lW . ."m'l n1mAI'I laua mA.U'UI'I.UO.1'I'r1. (1J1U~unm 
~ ..... ~ .."" ).. - • ~ !!'I ~ ..I. • ~tI1111mJUMill1!lM tli'l1'1aul 1'1f'I'Ilm~~ U'III'I.UO."'1'1. l'II !la~I'IWlZI'I1LU'Un1'1IlOl~ Il1tllu,ttlt1'1n1'101Ul'lfi a I 

•.0 011L111rl~Wl=afl"'SI (Monitoring Controts) flW.t1'\>t11 .1Lwn11ti4\i 
•• J! ~:! ~ • ,.,.4' ." t.".. 

lil.b.Iil1'1U1'I1UIlU11'11~n1'1'I1LUU01'11'11UI'IIIUal'll!l~ UO."'1'I. 1'I~f1aluU atJ1~uatllil 1'1'1'1/11 

tI'Izniluitlft1tl 

lil.b.Iil.1il \lIlUnTIfI'1'iltl'l=Lilu"1f1l!1u;j1UI'I11,,3l'UII~l.lflill'lflV\'IIL'\Jili 

liI.b ..... 1I:> IlNUml1'1l'1i'1a'\JL'illZltW 

liI.b.lil.m ~uan1li'0'lfi1'l11,,2i'ufl~tJaill'lflV\'III'\Jil; U'III'I.UO:WI1'1. 

Gl.b.1t> "'I.Ml'UII.'Itl'm~n'l'.l,hi¥um,1I1\1''I!lu!)'I'II!H un."". ti~flil\vd il!l1~UilV'lf1 It> \l 

8I.b.1D.1iI 'liilI'lOfl~lUn1'!tI~\i'ii~1u~1"nu (Operational Level Agreement: OLA) 

'jZwi1~ f'lW.1'1'IoI1'1 u.a~ aa.."m'l 

http:lil.cr.1I
http:1'1f'1l~.rU
http:1il.a:.II:>.1I


- - - - -------------

(I).b.l!>.l!> u.tr.lUlimnU01':iu.ti~'lh~Lffllau'VI-m6 (Asset Categorization) 

(I).b.l!>.1II u.U1uli'U;nU01':iihmJ~~11ll':im':it'mJ'l~ (Selecting Controls) 

(1).'0.111 mM1Ul'lmillllan"m.l;'-1U~Uf'I~tla!lMaL'lJL'U!li '\lO.m. (Cybersecurtty Enterprise 

Architecture) !l!h~u!la'l'jo III ;j 

ei'luillll U.\I'lU!lUfiLOWI: (Specific GuldeUne) t.l1:nwA''lB 

l!>.<il m':iunils~tili~1U'U!l~ 'UO.'VI'VI. 'il1rurV"l0f'l1~'VI1~L'lJL'U!li 

l!>.<il.(I) u'U~.'Un. "I'l'VI. fl~,f~lthu.01~iJs~nuhrl'l 'I'I~Slu':iu.n':i~L~ !lUoiJ!l~Lf'I!!l~clli 
'U!l~ U'UfI.'UO.'VI"I'l. (Endpoint Security) i~tUft1ULfl~S~f'I!l~ibLIll!lilUi'li1V Lfl~S~fl!l~ibLflSi u.fI:lufl~o 

• .,J ..... "!II. Sf... .,J... ..,.., 
O!lU'VI'il:1II1L"Uum':iL'IIS~flSL'U10'U":I:tJ'U1'I1"I'IU\"I'lI'l\wsn1':i'il~fl1" iI.fI:':i~WI'l1"1'I"u\'VII'I\WSn1"f'I1'Uf'I~'U~f'I'U.. 
~ 11 I: '" I: T.I ~. ~ ~ • u

'U'II'lJ1 'II!l~ 'UO.'VI'VI. W"l!l1l'VI~"1a~1UI'I01'Wl1W01....I'II'I~~u..u.n"1I~~OIl1'lI'I'II'I'IJ'U.'VI'I'I1" 'VI':i1'U sa1~usa .. :: 
~S"ufI: <il fl'H 

... oJ .1 .oJ,.,., u... ~:: T.I .'i ~ ~ 1! oJ
l!>.(I).iI:> tUfl'UU'VIfI':i1'ilW'U'l un1W'VI~ ~~1Im'lll~fI~ ~u"u.fl111u S~OU ~1"l1'l fl111'V1 ft'IJ'U.'VI'I'IT:I 

fi1'I'I"U1ll t'14 1'I1'I.'VI'I'I1':i fi1Liluo1"~1ll01'L;1s~l'is'lumal"'~nilTl!l!lfl'il1mf'l~!l'Ii1afl1vtu 1II1U';101' itui~u.1'i 
L;'-i''U011U':i:1'I1U'il10 !'I'IJ'U.'VI'I'I1' 

l!>.(I).IIl ft'IJ'U.'VI'I'I11 illl'l'l11U':iu.o'1IiJs~tiubi'1'I 'I'I~StU,u.fl111L~ SUOiJS~Lt'I~ !l~cf1i 

'U!l~ U'II~.'UO.'VI"I'l. (Endpoint Security) tumW':i1~'IIffi 'Ufl.'YI'VI. il.fltlifltWjm':i!l'U111Lii!lt'l4U1!m'l'l1":1i'fltrl 

f'l11112T"uf'I~UasllliI'vt'IJLusi U'U~.UO.'VI'VI. 1'11111'0;'illli~tf~1UlU,u.fl~"'~mh1L;'-!l!hwu~a"l'liimw 
l!>.l!> m,,j1LiiU01'niI!li'W!lL'I'I'Ifl1'1aliif'l1~11'il:L\'JUiI'V'lflfl111"1'l1~L'IlL'U!liil!l1'il!.hNfl01:'YI U Pis 

'I'=WI'I1'1'I'I"UL'VI!'I'IIS~ '\lO.'YI'YI. 

l!>.l!>.(I) !'I'lJU. 'YI'I'I1' i llli1 II.U1"I'l1401'ii'uii!l L'1'1,\ n 1,alI'l1"UL'IlL US1"'~tiu'='I'I'11~ 
" :: "~,, t .1 .,U'IIIll.UO.'YI'VI. u.fltI l'I'lJU.'YI'I'I1'l' W'S~'YI~U.'il~I'I'I "u'IIfI.'Un.'VI'YI. "I'l'l'1U um'1J':itl"l1lf'lW=O"~fl1'l'1'I'11111Uf'I~ 

• 
UI'I!lMaL'IlLusi UO."I'l"l'l. 'I'I~!lLiia'lJL';1 !lth~u!lV (I) f'li'if1] 

l!>.l!>.l!> "U1a'VI'l'l11i'O'tt1f'1'1~!fUfl~UII!l,uiv1'1lLUS1 U'UIll.UO."I'l'VI. Lilu~i'UN f1'11SU'I'IftO 

~ .. ." ~ .!oJ<1' :: .¥ ~., .. <JI!' ~"tU01':i':iU1I!lL'I'I'Ifl1'1(\j1ll1\H'IlL U!l"l"l'l;ufl!l U'IIfI. Ufl. 'YI'VI. 'VI ~U '1'110 I<U 1'11111'l'0'lU U1I!lL'1'1'1 01':i(\j..~flfl1' LIll 

'iltl~s~u.~~t'14 l'I'IIU.'YI'I'I1'l' (I.i1U f'l1'11.!'IU'VI.) tlllaL;' 

- < _,.u t" JI! .. .II.¥l!>.1II m1M11<;)fj\'lWWa1"U'1'1an!1Um~I'I"'VI£l '1'1 ft'IJU."I'l'l'l1'l' ..1LU"U011",{"U 

l!>.IIl.1il LnU'l"U'l"'~Wa1U'1'1ilOJ1"u'YI1~ii ~'11I'1'U!l~ "U'UI'I.UO."I'l'YI. L';1~~1Lilu iI'lV'il=~S4U.{4t '14 

U'UIll.un."I'l'VI. 'YI':i1U ,.h"U U1!m'l'l1'l'i'O'tt1f'11111!f"ufl~\JfI!lflil'aL'IlLutrf U'Ufi.un."I'l'VI. 'I'I~S~U;'I'I1'l'1'I1111!fUI'I~ 
\J1I!l~iI'aI'l1'l"OIUL'YII'I~~U~~ U'UfI.UO.'VI'YI. ti!lU~'iltlU1wa1"u'I'IftnJ1"Um~ii~,.yI'l'U!l~ U'U1ll.Ufl.'VI'YI. !lsn~11;'

l!>.IIl.iI:> Ltiui'fltrlWa1U'I'IftnJ1U'YI1~iiWI'I'U!l~ U'IIM.Ufl.m. L-lLWI'I1111aU i~;1' 
l!>.Q1.l!>.EII Lti'llWa1UVlftflJ1ui'IlMU'il10 U'UM.un.m. il'latWjm":lUflil~!lth~\'I'I1I1t11'111 

u.l'I::ilm":l-UUii001":1,i1Lil"Ufl1'l"LnUwa1"U'I'IeTnJ1utu'lo-i"UfI!l"U 
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.. 

(Chain of Custody) 
.. U U'I. .¥.J" ... .. H'u _I_~".111.".111 iIltn'lV11JVlfin.fIUrHIJW'I..IW!H l'I'!ru.m'I1"l n1mlfl '!J~fI()~",,11.Jm.unu()~ 

~~ltlL;)~mvfI1'" IL<Itm1!ll'm:1~m1t1'ULfieru()!.h~"aL~a~ 
11>. III.III ilfn'UiILl.fltll111l1 n1'~1'Un1';L~1.JlL<ltIllTI~ii\l~,J"'V1'Ul'I1:inJ1'U"1~;\~hlf1 ~t.ia~'ltif1.J 
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